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Movies and TV shows always make hacking look exciting with furious typing and meaningless
ones and zeros flying across the screen. They make hacking look like something that you have to
be super smart to learn. They make hacking look like magic.

It’s not magic. It’s based on computers, and everything computers do have logical
principles behind them which can be learned and understood. Even when you don’t
understand or when the computer does something frustrating or mysterious, there is always,
always, always a reason why.

And it’s not hard to learn. This book assumes you know nothing about cryptography or
programming, and helps you learn, step by step, how to write programs that can hack encrypted
messages. Good luck and have fun!
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“Aaron was part of an army of citizens that believes democracy
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ABOUT THIS BOOK

There are many books that teach beginners how to write secret messages using ciphers. There are
a couple books that teach beginners how to hack ciphers. As far as I can tell, there are no books to
teach beginners how to write programs to hack ciphers. This book fills that gap.

This book is for complete beginners who do not know anything about encryption, hacking, or
cryptography. The ciphers in this book (except for the RSA cipher in the last chapter) are all
centuries old, and modern computers now have the computational power to hack their encrypted
messages. No modern organization or individuals use these ciphers anymore. As such, there’s no
reasonable context in which you could get into legal trouble for the information in this book.

This book is for complete beginners who have never programmed before. This book teaches basic
programming concepts with the Python programming language. Python is the best language for
beginners to learn programming;: it is simple and readable yet also a powerful programming
language used by professional software developers. The Python software can be downloaded for

There are two definitions of “hacker”. A hacker is a person who studies a system (such as the
rules of a cipher or a piece of software) to understand it so well that they are not limited by the
original rules of that system and can creatively modify it to work in new ways. “Hacker” is also
used to mean criminals who break into computer systems, violate people’s privacy, and cause
damage. This book uses “hacker” in the first sense. Hackers are cool. Criminals are just people
who think they’re being clever by breaking stuff. Personally, my day job as a software
developer pays me way more for less work than writing a virus or doing an Internet scam would.

On a side note, don’t use any of the encryption programs in this book for your actual files.
They’re fun to play with but they don’t provide true security. And in general, you shouldn’t trust
the ciphers that you yourself make. As legendary cryptographer Bruce Schneier put it, “Anyone,
from the most clueless amateur to the best cryptographer, can create an algorithm that he himself
can’t break. It’s not even hard. What is hard is creating an algorithm that no one else can break,
even after years of analysis. And the only way to prove that is to subject the algorithm to years of
analysis by the best cryptographers around.”

This book is released under a Creative Commons license and is free to copy and distribute (as
long as you don’t charge money for it). The book can be downloaded for free from its website at

feel free to email me at al@inventwithpython.com.
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CHaPTER 1

MAKING PAPER
CRYPTOGRAPHY TOOLS

Topics Covered In This Chapter:

What is cryptography?

Codes and ciphers

The Caesar cipher

Cipher wheels

St. Cyr slides

Doing cryptography with paper and pencil
“Double strength” encryption

“I couldn’t help but overhear, probably because I
was eavesdropping.”

Anonymous
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What is Cryptography?

Look at the following two pieces of text:

“Zsijwxyfsi nigjsjxx gjyyjw. Ny nx jnymjw ktqqd tw “Flwyt tsytbbnz jgtw yjxndwri iyn fqq knqrgt xj mh
bnxitr; ny nx anwyzj ns bjfqym fsi anhj ns utajwyd. ndyn jxwgswhj. Dyi jjkxxx sg ttwt gdhz js jwsn;

Ns ymj bnsyjw tk tzw qnkj, bj hfs jsotd ns ujfhj ymj whnjyiyb aijnn snagdqt nnjwww, xstsxsu jdnxzz xkw
kwznyx bmnhm ns nyx xuwnsl tzw nsizxywd ugfsyji. znfs uwwh xni xjzw jzwyjy jwnmns mnyfjx. Stjj wwzj
Htzwynjwx tk Iqtwd, bwnyjwx tw bfwwntwx, xqzrgjw ti fnu, gt uyko qqsbay jmwskj. Sxitwru nwngn

nx ujwrnyyji dtz, gzy tsqd zuts qfzwjgx.” nxfzfbl yy hnwydsj mhnxytb myysyt.”

The text on the left side is a secret message. The message has been encrypted, or turned into a
secret code. It will be completely unreadable to anyone who doesn’t know how to decrypt it

(that is, turn it back into the plain English message.) This book will teach you how to encrypt and
decrypt messages.

The message on the right is just random gibberish with no hidden meaning whatsoever.
Encrypting your written messages is one way to keep them secret from other people, even if they
get their hands on the encrypted message itself. /¢ will look exactly like random nonsense.

Cryptography is the science of using secret codes. A cryptographer is someone who uses and
studies secret codes. This book will teach you what you need to know to become a cryptographer.

Of course, these secret messages don’t always stay secret. A cryptanalyst is someone who can
hack secret codes and read other people’s encrypted messages. Cryptanalysts are also called code
breakers or hackers. This book will also teach you what you need to know to become a

cryptanalyst. Unfortunately the type of hacking you learn in this book isn’t dangerous enough to
get you in trouble with the law. (I mean, fortunately.)

Spies, soldiers, hackers, pirates, royalty, merchants, tyrants, political activists, Internet shoppers,
and anyone who has ever needed to share secrets with trusted friends have relied on cryptography
to make sure their secrets stay secret.

Codes vs. Ciphers

The development of the electric telegraph in the early 19" century allowed for near-instant
communication through wires across continents. This was much faster than sending a horseback
rider carrying a bag of letters. However, the telegraph couldn’t directly send written letters drawn
on paper. Instead it could send electric pulses. A short pulse is called a “dot” and a long pulse is
called a “dash”.

Email questions to the author: al@inventwithpython.com
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Figure 1-1. Samuel Morse Figure 1-2. Alfred Vail
April 27,1791 — April 2, 1872 September 25, 1807 — January 18, 1859

In order to convert these dots and dashes to A o= T =

English letters of the alphabet, an encoding B =—ooo U oem=—

system (or code) is needed to translate from C —o—oe V eee—

English to electric pulse code (called D =—ee Woe——

encoding) and at the other end translate IE : o — o $ : : .___

electric pulses to English (called decoding). G == 7 em—e

The code to do this over telegraphs (and later, H eeee

radio) was called Morse Code, and was | eoe

developed by Samuel Morse and Alfred Vail. ] e —— 1 om—m——

By tapping out dots and dashes with a one- K —0— 2 00— ——

button telegraph, a telegraph operator could L e=—seoe 3 eee——

communicate an English message to someone M == 4 eeee—

on the other side of the world almost instantly! g : ._ _ 2 ._........

(If you’d like to learn Morse code, visit P e——e 7 ——eee

http://invpy.com/morse.) Q =——— § =mm——oe
R @ = 0 0 o — @
S o000 0 —— — ——

Figure 1-3. International Morse Code, with
characters represented as dots and dashes.

Codes are made to be understandable and publicly available. Anyone should be able to look

up what a code’s symbols mean to decode an encoded message.

Making a Paper Cipher Wheel

Before we learn how to program computers to do encryption and decryption for us, let’s learn
how to do it ourselves with simple paper tools. It is easy to turn the understandable English text

(which is called the plaintext) into the gibberish text that hides a secret code (called the

www . dbooks
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ciphertext). A cipher is a set of rules for converting between plaintext and ciphertext. These
rules often use a secret key. We will learn several different ciphers in this book.

Let’s learn a cipher called the Caesar cipher. This cipher was used by Julius Caesar two thousand
years ago. The good news is that it is simple and easy to learn. The bad news is that because it is
so simple, it is also easy for a cryptanalyst to break it. But we can use it as a simple learning
exercise. More information about the Caesar cipher is given on Wikipedia:

To convert plaintext to ciphertext using the Caesar cipher, we will create something called a
cipher wheel (also called a cipher disk). You can either photocopy the cipher wheel that

circles and lay them on top of each other like in Figure 1-8.

Email questions to the author: al@inventwithpython.com
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Figure 1-4. The inner circle of the cipher wheel cutout.
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GOEAER

5
g

5
/\/w

Figure 1-5. The outer circle of the cipher wheel cutout.

-

Don’t cut out the page from this book!

Email questions to the author: al@inventwithpython.com
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'kv J
o

»/./ . ‘\

Figure 1-6. Cutting out Figure 1-7. The cut-out circles. Figure 1-8. The
the cipher wheel completed cipher
circles. wheel.

After you cut out the circles, place the smaller one in the middle of the larger one. Put a pin or
brad through the center of both circles so you can spin them around in place. You now have a tool
for creating secret messages with the Caesar cipher.

A Virtual Cipher Wheel

There is also a virtual cipher wheel online if you e rep——
don’t have scissors and a photocopier handy. it
Open a web browser to

version of the cipher wheel.

To spin the wheel around, click on it with the
mouse and then move the mouse cursor around
until the key you want is in place. Then click the
mouse again to stop the wheel from spinning.

Figure 1-9. The online cipher wheel.

www . dbooks .org
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How to Encrypt with the Cipher Wheel

First, write out your message in English on paper. For this example we will encrypt the message,
“The secret password is Rosebud.” Next, spin the inner wheel around until its letters match up
with letters in the outer wheel. Notice in the outer wheel there is a dot next to the letter A. Look at
the number in the inner wheel next to the dot in the outer wheel. This number is known the

encryption key.

The encryption key is the secret to encrypting or decrypting the message. Anyone who reads this
book can learn about the Caesar cipher, just like anyone who reads a book about locks can learn
how a door lock works. But like a regular lock and key, unless they have the encryption key, they
will not be able to unlock (that is, decrypt) the secret encrypted message. In Figure 1-9, the outer
circle’s A is over the inner circle’s number 8. That means we will be using the key 8 to encrypt
our message. The Caesar cipher uses the keys from 0 to 25. Let’s use the key 8 for our example.
Keep the encryption key a secret; the ciphertext can be read by anyone who knows that the
message was encrypted with key 8.

THE S ECRTET PASSWOTRTD
R A A A A A T A A A
BPM AMKZMB X1 AATEWZL
I S R OS EBUD
R e A A
QA ZWAMIJCL

For each letter in our message, we will find where it is in the outer circle and replace it with the
lined-up letter in the inner circle. The first letter in our message is T (the first “T” in “The
secret...”), so we find the letter T in the outer circle, and then find the lined-up letter in the inner
circle. This letter is B, so in our secret message we will always replace T’s with B’s. (If we were
using some other encryption key besides 8, then the T’s in our plaintext would be replaced with a
different letter.)

The next letter in our message is H, which turns into P. The letter E turns into M. When we have
encrypted the entire message, the message has transformed from “The secret password is
Rosebud.” to “Bpm amkzmb xiaaewzl qa Zwamjcl.” Now you can send this message to someone
(or keep it written down for yourself) and nobody will be able to read it unless you tell them the
secret encryption key (the number 8).

Email questions to the author: al@inventwithpython.com
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The secret pa:'_\:,uur»r& is Rosebud.

‘Bpm amkzmb xlaaewz! ga Zwamicl.
! ey
Al i T~

A5

J \
AI‘

Yy
1= 17
"/ S ot

Figure 1-10. A message encrypted with the cipher wheel.

Each letter on the outer wheel will always be encrypted to the same letter on the inner wheel. To
save time, after you look up the first T in “The secret...” and see that it encrypts to B, you can
replace every T in the message with B. This way you only need to look up a letter once.

How to Decrypt with the Cipher Wheel

To decrypt a ciphertext, go from the inner circle to the outer circle. Let’s say you receive this
ciphertext from a friend, “Iwt ctl ephhldgs xh Hldgsuxhw.” You and everyone else won’t be able
to decrypt it unless you know the key (or unless you are a clever hacker). But your friend has
decided to use the key 15 for each message she sends you.

Line up the letter A on the outer circle (the one with the dot below it) over the letter on the inner
circle that has the number 15 (which is the letter P). The first letter in the secret message is I, so
we find I on the inner circle and look at the letter next to it on the outer circle, which is T. The W
in the ciphertext will decrypt to the letter H. One by one, we can decrypt each letter in the
ciphertext back to the plaintext, “The new password is Swordfish.”

I W T C T L E PHHTLDG S
A el bl
T HE NE W P AS S WORD
X H HLDGSUZXHW
1 bbbl
I S S WORDTF 11 S H

If we use an incorrect key like 16 instead of the correct key 15, the decrypted message is “Sgd
mdv ozrrvnge hr Rvnqcehrg.” This plaintext doesn’t look plain at all. Unless the correct key is
used, the decrypted message will never be understandable English.

www .dbooks.org
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A Different Cipher Tool: The St. Cyr Slide
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Figure 1-11. Photocopy

these strips to make a St.

Cyr Slide.

There’s another paper tool that can be used to do encryption and
decryption, called the St. Cyr slide. It’s like the cipher wheel
except in a straight line.

Photocopy the image of the St. Cyr slide on the following page (or

strips.

Tape the two alphabet strips together, with the black box A next to
the white box Z on the other strip. Cut out the slits on either side of
the main slide box so that the taped-together strip can feed through
it. It should look like this:

Figure 1-12. The completed St. Cyr Slide

When the black box A is underneath the letter H (and the number
7), then to encrypt you must find where the plaintext letter is on
the long strip, and replace it with the letter above it. To decrypt,
find the ciphertext letter on the top row of letters and replace it
with the letter on the long strip below it.

The two slits on the larger box will hide any extra letters so that
you only see one of each letter on the slide for any key.

The benefit of the St. Cyr slide is that it might be easier to find the
letters you are looking for, since they are all in a straight line and
will never be upside down like they sometimes are on the cipher
wheel.

A virtual and printable St. Cyr slide can be found at

Email questions to the author: al@inventwithpython.com
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Practice Exercises, Chapter 1, Set A

Don’t ignore the practice exercises!

There isn’t enough room in this book to put in all the practice
exercises, but they’re still important.

You don’t become a hacker by just reading about hacking and
programming. You have to actually do it!

Doing Cryptography without Paper Tools

The cipher wheel and St. Cyr slide are nice tools to do encryption and decryption with the Caesar
cipher. But we can implement the Caesar cipher with just pencil and paper.

Write out the letters of the alphabet from A to Z with the numbers from 0 to 25 under each letter.
0 goes underneath the A, 1 goes under the B, and so on until 25 is under Z. (There are 26 letters
in the alphabet, but our numbers only go up to 25 because we started at 0, not 1.) It will end up
looking something like this:

A B C D E F G H I J K L M
0 1 2 3 4 5 6 9 10 11 12

N (0] P Q R S T U \% W X Y V/
13 14 15 16 17 18 19 20 21 22 23 24 25

With the above letters-to-numbers code, we can use numbers to represent letters. This is a very
powerful concept, because math uses numbers. Now we have a way to do math on letters.

Now to encrypt we find the number under the letter we wish to encrypt and add the key number
to it. This sum will be the number under the encrypted letter. For example, we encrypt, “Hello.
How are you?” with the key 13. First we find the number under the H, which is 7. Then we add
the key to this number. 7 + 13 = 20. The number 20 is under the letter U, which means the letter
H encrypts to the letter U. To encrypt the letter E, we add the 4 under E to 13 to get 17. The
number above 17 is R, so E gets encrypted to R. And so on.

This works fine until we get to the letter O. The number under O is 14. But when we add 14 + 13
we get 27. But our list of numbers only goes up to 25. If the sum of the letter’s number and the

www .dbooks.org
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key is 26 or more, we should subtract 26 from it. So 27 — 26 is 1. The letter above the number 1 is
B. So the letter O encrypts to the letter B when we are using the key 13. One by one, we can then
encrypt the letters in, “Hello. How are you?” to “Uryyb. Ubj ner 1bh?”

So the steps to encrypt a letter are:
1. Decide on a key from 1 to 25. Keep this key secret!
2. Find the plaintext letter’s number.
3. Add the key to the plaintext letter’s number.
4. If this number is larger than 26, subtract 26.
5. Find the letter for the number you’ve calculated. This is the ciphertext letter.
6. Repeat steps 2 to 5 for every letter in the plaintext message.

Look at the following table to see how this is done with each letter in “Hello. How are you?” with
key 13. Each column shows the steps for turning the plaintext letter on the left to the ciphertext
letter on the right.

Table 1-1. The steps to encrypt “Hello. How are you?” with paper and pencil.

Plaintext Plaintext + Key Result Subtract Result Ciphertext

Letter Number 26? Letter
H 7 + 13 =20 =20 20=U
E 4 + 13 =17 =17 17=R
L 11 + 13 =24 =24 24=Y
L 11 + 13 =24 =24 24=Y
O 14 + 13 =27 -26 =1 1=B
H 7 + 13 =20 =20 20=U
O 14 + 13 =27 -26 = 1=B
W 22 + 13 =35 -26 =9 9=]
A 0 + 13 =13 =13 13=N
R 17 + 13 =30 -26 =4 4=E
E 4 + 13 =17 =17 17=R
Y 24 + 13 =37 -26 =11 11=L
O 14 + 13 =27 -26 =1 1=B
U 20 + 13 =33 -26 =17 7=H
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To decrypt, you will have to understand what negative numbers are. If you don’t know how to

To decrypt, subtract the key instead of adding it. For the ciphertext letter B, the number is 1.
Subtract 1 — 13 to get -12. Like our “subtract 26” rule for encrypting, when we are decrypting and
the result is less than 0, we have an “add 26” rule. -12 + 26 is 14. So the ciphertext letter B
decrypts back to letter O.

Table 1-2. The steps to decrypt the ciphertext with paper and pencil.
Ciphertext Ciphertext - Key Result Add Result Plaintext

Letter Number 26? Letter
U 20 - 13 =7 =17 7=H
R 17 - 13 =4 =4 4=E
Y 24 - 13 =11 =11 11=L
Y 24 - 13 =11 =11 11=L
B 1 - 13 =-12 +26 =14 14=0
U 20 - 13 =7 =17 7=H
B 1 - 13 =-12 +26 =14 14=0
J - 13 =4 +26 =22 22=W
N 13 - 13 =0 =0 0=A
E 4 - 13 =9 +26 =17 17=R
R 17 - 13 =4 =4 4=E
L 11 - 13 =2 +26 =24 24=Y
B 1 - 13 =-12 +26 =14 14=0
H - 13 =-6 +26 =20 20=U

As you can see, we don’t need an actual cipher wheel to do the Caesar cipher. If you memorize
the numbers and letters, then you don’t even need to write out the alphabet with the numbers
under them. You could just do some simple math in your head and write out secret messages.

Practice Exercises, Chapter 1, Set B

Double-Strength Encryption?

You might think that encrypting a message twice with two different keys would double the
strength of our encryption. But this turns out not to be the case with the Caesar cipher (and most
other ciphers). Let’s try double-encrypting a message to see why.
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If we encrypt the word “KITTEN” with the key 3, the resulting cipher text would be
“NLWWHQ”. If we encrypt the word “NLWWHQ” with the key 4, the resulting cipher text of
that would be “RPAALU”. But this is exactly the same as if we had encrypted the word
“KITTEN” once with a key of 7. Our “double” encryption is the same as normal encryption, so it
isn’t any stronger.

The reason is that when we encrypt with the key 3, we are adding 3 to plaintext letter’s number.
Then when we encrypt with the key 4, we are adding 4 to the plaintext letter’s number. But
adding 3 and then adding 4 is the exact same thing as adding 7. Encrypting twice with keys 3 and
4 is the same as encrypting once with the key 7.

For most encryption ciphers, encrypting more than once does not provide additional
strength to the cipher. In fact, if you encrypt some plaintext with two keys that add up to 26, the
ciphertext you end up with will be the same as the original plaintext!

Programming a Computer to do Encryption

The Caesar cipher, or ciphers like it, were used to encrypt secret information for several centuries.
Here’s a cipher disk of a design invented by Albert Myer that was used in the American Civil
War in 1863.

Figure 1-13. American Civil War Union Cipher Disk at the National Cryptologic Museum.

If you had a very long message that you wanted to encrypt (say, an entire book) it would take you
days or weeks to encrypt it all by hand. This is how programming can help. A computer could do
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the work for a large amount of text in less than a second! But we need to learn how to instruct
(that is, program) the computer to do the same steps we just did.

We will have to be able to speak a language the computer can understand. Fortunately, learning a
programming language isn’t nearly as hard as learning a foreign language like Japanese or
Spanish. You don’t even need to know much math besides addition, subtraction, and
multiplication. You just need to download some free software called Python, which we will cover
in the next chapter.
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CHAPTER 2

INSTALLING PYTHON

Topics Covered In This Chapter:

e Downloading and installing Python
Downloading the Pyperclip module
How to start IDLE

Formatting used in this book
Copying and pasting text

“Privacy in an open society also requires
cryptography. If I say something, I want it
heard only by those for whom I intend it. If the
content of my speech is available to the world, I
have no privacy.”

Eric Hughes, “A Cypherpunk’s Manifesto”, 1993

The content of this chapter is very similar to the first chapter of Invent Your Own Computer
Games with Python. If you have already read that book or have already installed Python, you only
need to read the “Downloading pyperclip.py” section in this chapter.
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Downloading and Installing Python

Before we can begin programming, you’ll need to install software called the Python interpreter.
(You may need to ask an adult for help here.) The interpreter is a program that understands the
instructions that you’ll write in the Python language. Without the interpreter, your computer won't
understand these instructions. (We'll refer to “the Python interpreter” as “Python” from now on.)

Because we’ll be writing our programs in the Python language we need to download Python from

is a little different depending on if your computer’s operating system is Windows, OS X, or a
Linux distribution such as Ubuntu. You can also find videos of people installing the Python

Important Note! Be sure to install Python 3, and not Python 2. The programs in this book use
Python 3, and you’ll get errors if you try to run them with Python 2. It is so important, [ am
adding a cartoon penguin telling you to install Python 3 so that you do not miss this message:

Be sure to
install Python 3,
not Python 2!

Figure 2-1. “Be sure to install Python 3, not Python 2!”, says the incongruous penguin.

Windows Instructions

Download link to go to the download page, then look for the file called Python 3.3.0 Windows
Installer (“Windows binary — does not include source”) and click on its link to download Python
for Windows. (If there is a newer version than Python 3.3.0, you can download that one.)
Double-click on the python-3.3.0.msi file that you’ve just downloaded to start the Python

installer. (If it doesn’t start, try right-clicking the file and choosing Install.) Once the installer
starts up, click the Next button and accept the choices in the installer as you go. There’s no need
to make any changes. When the installer is finished, click Finish.
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OS X Instructions

The installation for OS X is similar. Instead of downloading the .msi file from the Python
website, download the .dmg Mac Installer Disk Image file instead. The link to this file will look
something like “Python 3.3.0 Mac OS X” on the “Download Python Software” web page.

Ubuntu and Linux Instructions

If your operating system is Ubuntu, you can install Python by opening a terminal window (click
on Applications » Accessories » Terminal) and entering sudo apt-get install
python3. 3 then pressing Enter. You will need to enter the root password to install Python, so
ask the person who owns the computer to type in this password.

You also need to install the IDLE software. From the terminal, type in sudo apt-get
install idle3. You will also need the root password to install IDLE.

Downloading pyperclip.py

Almost every program in this book uses a custom module I wrote called pyperclip.py. This
module provides functions for letting your program copy and paste text to the clipboard. This

This file must be in the same folder as the Python program files that you type. (A folder is also
called a directory.) Otherwise you will see this error message when you try to run your program:

ImportError: No module named pyperclip

Starting IDLE

We will be using the IDLE software to type in our programs and run them. IDLE stands for
Interactive DeveLopment Environment. While Python is the software that interprets and runs
your Python programs, the IDLE software is what you type your programs in.

If your operating system is Windows XP, you should be able to run Python by clicking the Start
button, then selecting Programs P Python 3.3 P IDLE (Python GUI). For Windows Vista or
Windows 7, click the Windows button in the lower left corner, type “IDLE” and select “IDLE
(Python GUI)”.

If your operating system is Max OS X, start IDLE by opening the Finder window and clicking on
Applications, then click Python 3.3, then click the IDLE icon.
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If your operating system is Ubuntu or Linux, start IDLE by clicking Applications P Accessories
» Terminal and then type 1d1e3. You may also be able to click on Applications at the top of
the screen, and then select Programming and then IDLE 3.

Figure 2-2. IDLE running on Windows (left), OS X (center), and Ubuntu Linux (right).

The window that appears will be mostly blank except for text that looks something like this:

Python 3.3.0 (v3.3.0:bd8afb90ebf2, Sep 29 2012, 10:57:17) [MSC v.1600 64 bit
(AMD64)] on win32

Type "copyright", "credits" or "license()" for more information.

>>>

The window that appears when you first run IDLE is called the interactive shell. A shell is a
program that lets you type instructions into the computer. The Python shell lets you type Python
instructions in and then sends these instructions to the Python interpreter software to run. We can
type Python instructions into the shell and, because the shell is interactive, the computer will read
our instructions and perform them immediately.

The Featured Programs

“Hacking Secret Ciphers with Python” is different from other programming books because it
focuses on the source code for complete programs. Instead of teaching you programming
concepts and leaving it up to you to figure out how to make your own programs, this book shows
you complete programs and explains how they work.

As you read through this book, type the source code from this book into IDLE yourself. But you
can also download the source code files from this book’s website. Go to the web site

In general, you should read this book from front to back. The programming concepts build on
the previous chapters. However, Python is such a readable language that after the first few
chapters you can probably piece together what the code does. If you jump ahead and feel lost, try
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going back to the previous chapters. Or email your programming questions to the author at
al@inventwithpython.com.

Line Numbers and Spaces

When entering the source code yourself, do not type the line numbers that appear at the beginning
of each line. For example, if you see this in the book:

1. number = random.randint(l, 20)
2. spam = 42
3. print('Hello world!")

...then you do not need to type the “1.” on the left side, or the space that immediately follows it.
Just type it like this:

number = random.randint(1l, 20)
spam = 42
print('Hello world!")

Those numbers are only used so that this book can refer to specific lines in the code. They are not
a part of the actual program. Aside from the line numbers, be sure to enter the code exactly as it
appears. This includes the letter casing. In Python, HELLO and hello and Hello could refer to
three different things.

Notice that some of the lines don’t begin at the leftmost edge of the page, but are indented by four
or eight spaces. Be sure to put in the correct number of spaces at the start of each line. (Since each
character in IDLE is the same width, you can count the number of spaces by counting the number
of characters above or below the line you’re looking at.)

For example, you can see that the second line is indented by four spaces because the four
characters (“whil1”) on the line above are over the indented space. The third line is indented by
another four spaces (the four characters “if n” are above the third line’s indented space):

while spam < 10:
if number == 42:
print('Hello")

Text Wrapping in This Book

Some lines of code are too long to fit on one line on the page, and the text of the code will wrap
around to the next line. When you type these lines into the file editor, enter the code all on one
line without pressing Enter.
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You can tell when a new line starts by looking at the line numbers on the left side of the code.
The example below has only two lines of code, even though the first line is too long to fit on the

page:

1. print('This is the first Tine! XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXX )
2. print('This is the second 1line!")

Tracing the Program Online

Tracing a program means to step through the code one line at a time, in the same way that a
each program in this book. The traces web page has notes and helpful reminders at each step of
the trace to explain what the program is doing, so it can help you better understand why these
programs work the way they do.

Checking Your Typed Code with the Online Diff Tool

Although it is very helpful to learn Python by typing out the source code for these programs, you
may accidentally make typos that cause your programs to crash. It may not be obvious where the
typo is.

You can copy and paste the text of your typed source code to the online diff tool on the book’s
website. The diff tool will show any differences between the source code in the book and the
source code you’ve typed. This is an easy way of finding any typos in your programs.

Copying and Pasting Text

Copying and pasting text is a very useful computer skill, especially for this book because many of
the texts that will be encrypted or decrypted are quite long. Instead of typing them out, you can
look at electronic versions of the text on this book’s website and copy the text from your browser
and paste it into IDLE.

To copy and paste text, you first need to drag the mouse over the text you want to copy. This will
highlight the text. Then you can either click on the Edit » Copy menu item, or on Windows
press Ctrl-C. (That’s press and hold the Ctrl button, then press C once, then let go of the Ctrl
button.) On Macs, the keyboard shortcut is Command-C (the &8 button). This will copy the
highlighted text to the computer’s memory, or clipboard.
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To paste the text that is on the clipboard, move the cursor to the place you want the text to be
inserted. Then either click on the Edit » Paste menu item or press Ctrl-V or Command-V.
Pasting will have the same effect as if you typed out all the characters that were copied to the
clipboard. Copying and pasting can save you a lot of typing time, and unlike typing it will never
make a mistake in reproducing the text.

You should note that every time you copy text to the clipboard, the previous text that was on the
clipboard is forgotten.

More Info Links

There is a lot that you can learn about programming and cryptography, but you don’t need to
learn all of it now. There are several times where you might like to learn these additional details
and explanations, but if I included them in this book then it would add many more pages.
Publication of this larger book would place so much combustible paper into a single space that
the book would be a fire hazard. Instead, I have included “more info” links in this book that you
can follow to this book’s website. You do not have to read this additional information to
understand anything in this book, but it will help you learn. These links begin with

Even though this book is not a dangerous fire hazard, please do not set it on fire anyway.

Programming and Cryptography

Programming and cryptography are two separate skills, but learning both is useful because a
computer can do cryptography much faster than a human can. For example, here is the entire text
of William Shakespeare’s “Romeo and Juliet” encrypted with a simple substitution cipher:

ik mzbeos, Kgiwi depen qnuut mifeih depen gfoth zodnifo. Awum ucoh ua bihi bku auih T jfew ua hbfv-dwuhlt nupivh bfei beiew
 qzb beicw dgentwio iot, ouzrgb duznt wimupi, Ch ouk b bku gurwh bfancd ua uzvw hbfi Bei keedg ca xuz kebe jfbciob ifwh fbbiot, Kefb giwi
miot, WUMIU FOT LZNCIB FDB C HDIOI C Piwuof. Fjzgned j 3 it kg hkusth fot qzdenivh] HFMJHUO Raviruwx, s Kuwt, kifan oub dfwwes dufith, RWIRUWX Ou, auvs bgio ki ezt i dunnciwh, FFMITUO C
e ik s oide o b dannf, HEMUHUO C oot yeden.gior mupit, RWIRUNX Qzb b fwb o yzeden maps b hiwecs HEMIHLO  tur by g s Muobirt uplh ‘mi. RWIRUWX Bu mupi ch bu hbews fot bu gi pfcfob ch bu hbfot: bgiwiauwi, ca bguz fib mupit, bguz wzoohb fkfx. HEMIHUO F tur ua bgfb guzhi hefin
mupi i b Bbfo: C ken bfei bgi ki ua X mfo w mict ua Muobirzh. RWIRUWX B higokh b ki hnfpi auw bgi Kifihb rih bu b kfon, HMIHUO Bz fot bgiau Kumio, gicor b Kifeiw pilhin, i i bl b bgi Kfn:bgiwaunyi C ken i Muobizi mio asvum bgi ki, fo bawah sch micth bu b i, RWIRUWX B
i ch ibkio e mibbih ol s biew o, HEMUHUO B i i, C ko bk mhina (o ke C fpi aweh ke b mio, C kcm\qld\wm kebg bgi mfeth, fot dzb. uuhglc\\ gifth. RWIRUWX B gifth ua bei mfcth? HFMIHUO Fx. bgi gifth ua bgi mfeth, uw bgiew mictogifth; b cb co kefb hiohi bguz kenb. RWIRUWX Bix mzhb
biei cb co hiohi byfb aiin ¢b, HEMJHUO Mi bgix hfn aiin kgeni C fim fgni bu hbfot: fot beh couko C fim Fjwibby jeidi ua anihg. RWIRUWX b  biguz gfthd giio juuw Lugo. Twik bx buunt giwi dumih bku ua b guzhi ua bgi Muobfizih, HFMIHUO Mx ofeit kifjuo eh uzb: yzwwvin, C kenn qfde bgii
RWIRUWX Guk! bzavo bex qfde fot wza? HEMIHUO Aif mi oub. RWIRUWX Ou, mfwwax: C aifv bgiil HEMJHUO Nib zh biei bei nfk ua uzw e nibbeim girco. RWIRUWX C ke awuko fh C i g, fot i beim bfeicb h beix nchb, HEMJHUO Of, h bei tfi. C kenn qcbi m bezma fb beim; kecde ch  chrwfdi bu bgim, ca beix gif cb
[lobis FQWFGFM fot QFNBGFHFW] FQWFGFM Tu xuz gebi xuzw bgzma fb zh, hew? HEMIHUO C t qebi mx bz, hew. FQWFGFM Tu xuz qebi xuzw bgzm fb zh, hew? HFMIHUO [Fheti bu RWIRUWX] Ch bginfk ua uzw het, ca C hfi fx? RWIRUWX Ou, HEMJHUO Ou, hew, C tu oub qcbimx bizm fb xuz, hew, gzb C qebi mx bgzma,
hew. RWIRUWX Tu xuz yzfwwin, hew? FQWEGEM Yzfwwin hew! ou, hew. HEMIHUO Ca xuz w, hew, C fin aus xuz: C hivpi fh ruut fmfo fh xuz. FQWFGEM Ou qibbiw. HEMIHUO Kinn, hew. RWIRUWX Hii ‘qibbivv giwi dumih uoi ua mx miibiw'h ccohmio. HEMJHUO Xih, qibbiw, hew. FQWFGEM Xuz nei. HFMIHUO Twik, ca xuz gi mio.
Ruviruwex, wimimgiw bex hkihgeor nuk. [Bix acreb] [fobiw QIOPUNCU] QIOPUNCU Jfi, auunh! Jzb 7] xuzw hkuwih: xuz couk oub kgfb xuz t. [Qifbh tuko byicw hkuwth] [Tobivw BXQFNB] BXQFNB Kgfb, fwb bguz twiko finuor beihi gifwbnih geoth? Bzwo b, Qiopuncu, nuue zjuo by tifbg. QIOPUNCU C tu qzb cii bgi jifdi j2b 7 bgx
hikut, Usy mofti b bu jfiwb bgihi mio kebg mi. BXQFNB Kgfb, twiko, fot bie ua jifdl C gfbi bei kuwt, Fh C gfbi ginn, fan Muobfizih, fot bgii: Gfpi f beil, dukfiwt! [Bgix acrgb] [Iobiv, hipiwfi ua qubg guzhih, kgu luco bgi awf; bgio iobiw Debevioh, kebg dnzgh] Acwhb Debevio Dnzgh, gennh, fot jfivbehfoh! hbwei gifb beim tuko! Tuko kebg bei
Dijznibh! tuko kebg bgi Muobfizih! [Tobisw DFIZNIB co geh ruko, fot NFTX DFIZNIB] DFIZNIB Kgfb ouchi ch bgch? Repi mi mx nuor hkuw, gl NFTX DFJIZNIB F dwzbdg, fdwzbdg! kex dfn suzauw [kuwt? DFIZNIB Mx hkuwt, C hfx! Unt Muobiz ch dumi, Fot anuzwehgih geh qnfi o hiebi ua mi. [lobiw MUOBFRZI fot NETX MUOBFRZI]
MUOBFRZI Bguz pennfco Dffznib,Gunt mi oub, nib mi ru. NFTX MUOBFRZI Bguz hgfib oub hbew fauub bu hiie faui HohMJM(ODl kebg Fbbiotfobh] JWCODI i bu jifdi, Jwuafoih ua be hbfeoit hbiin,-- Kenn beix oub gifi? Kefb, gu! xuz mio, xuz qifhibh, Befb yziodg bei acwi a xuzw jiwoedeuzh
witi Kebg jowjni auzobfeoh chhzcor awum xuzw picoh, Uo jfeo ua buwbzwi, awum beuhi gnuutx gfoth Bey bi rwuzor, Fot gi ‘mupit jweod,  qwitua o fewx kuwt, Qx bei, unt DIjzni, fot Muobfiz, G bewedi tchbzwa' b yzcib ua uzw hbwibh, Fot mitiPiwuorh fodciob
dcbevioh DI g bgiw i iimcor awofmiobh, B ein utbehfo, o gfoth funt, Do’ kebg i, b b xura (Huuwty\n Ca ipiw xuz tehbwa uzav hbwiibh frfo, Xuzw nepih g jfx b auwaich ua bgi ifdi. Auw bich bemi, fn bi will tjfwb fkfi: Xuz Dfiznib: hgfin r fuor kebg mi: Fot, Muobizi, dumi xuz bgch fabiwouuo, Bu
couk uzw azwbgiw jnifizwi co bech dihi, Bu unt Awii-buko, uzw dummuo lzmmiob-jfdi. Uodi muwi, uo jfco ua tfbg, fan mio tjfwb. [1sizob fin gzb MUOBFRZI, NFTX MUOBFRZI, fot QIOPUNCU] MUOBFRZI Kgu hib bech fodciob yzfwwin oik lqwufdg? Hife, ok, kiwi xuz gx kgio cb girfo? QIOPUNCU Giwi kiwi bgi hiwpfobh ua xuzw
Aipinehfivs, Fot xuzwh, dnuhi acrgbeor iwi C tt Gwufdg: C twik bu jfib bgim: co bgi cohbfob dfini By aciwx Bxafi, kebg geh hkuwt jwifwit, Kgedg, fh gi qwilbgit tiaefodi bu m ifwh, Gi hkzor fquzb gch giftfot dzb bgi keoth, Kgu oubgeor gzwb kebgfn gehh Kgeni ki fot gnukh, Dfini muwi fot muwi fot
auzzgh ua jfwb fot fwb, Benn b jweodi dii, kgu JEwbit icbgiw jfivb. NFTX MUOBFRZI U, kgiwi ch Wumiu? hfk xuz gem bu-1fx? Wergh mft C fin g kih oub fb bgch awfx. QIOPUNCU M, fo guzw g kuwhgejt hao b 1, F s mot v i b Kine wal:Kgivi, ool b vt
xdfimuwi Bfb kilbkfst wuubibg awum bgi debxh heti, Hu ifwnx Kfnecor et C il xuzw huo: Bukfwth gem C mft, zb gi kih kfivi ua mi Fot hbuni cobu bgi dupiwb ua bgi kuot: C, mifhizweor geh faaidbeuoh qx mx uko, Biefb muhb fvi et kgio bgixwi muhb o, Izwhit mx. gzmuzav oub jzwhzcor geh, Fot min hgzoot ket mfinx anit awurm mi.
MUOBFRZI Mfox fmusocor gfbg gi bgiwi qiio hilo, Kebg bifih fzrmiobeor bgi awihg muwocor k. Fitcor bu dnuzth muwi dnuzh kebg gch ti hergh: Qzb fan hu huo fh bei fan-dgiiweor hzo Hguznt co bei azwbgihb ifhb qirco bu twik Bei hgflx dzwbfcoh awum FzwuwTh qit, Fkfx awum bgi nergb hbifh gumi m gifpx huo, Fot jwepfbi co geh
dgfingiw jioh gemhina, Hgzbh 73 geh keotukh, nudeh afiv tsnergh uzb Fot mfeih gemhina fo fot jwupi, Zonihh ruut duzohin me bgi dfzhi wimupi. QIOPUNCU Mx ouqni zodni, tu xuz couk b zhi? MUOBFRZI C oicbgiv couk cb ou dfo nifwo ua gem. QIOPUNCU Gpi xuz emjuwbzoit gem
gx fox mifoh? MUOBFRZI Qubg gx mxhina fot mfox ubgiw awcioth: Qzb gi. geh uko faaidbeuoh’ duzohinnuw, Ch bu gembina--C kenn oub hix guk bwzi-- Qzb bu gemhina hu hidwib fot hu dnahi, Hu afi awum huzoteor ot tchdupiws, Fh ch bgi gzt qeb kebg fo iopeuzh kuw, Iwi gi dfo hiwift geh hiib nifpib bu bgi few, U titedfbi geh qifzbx bu bei
hzo. Duznt ki gzb nifiwo awum kgiodi geh huwwukh rwuk. Ki kuznt fh kenncoms repi dzwi fh couk. [Tobis WUMIU] QIOPUNCU Hil, kg gi dumih: hu ifhi xuz, hbi fheti; Can couk geh rweipfodi, uw qi mzdg tiocit, MUOBFRZI C kuznt bguz kivwb hu gfj x bg hbf, Bu gifis bwzi hiweab. Dumi, mifm, nibh (k. [Isizob MUOBFRZI fot NFTX
MUOBFRZI] QIOPUNCU Ruut-muwiwuk, duzheo. WUMIU Ch bgi tf hu xuzor? QIOPUNCU Qb oik hbwade ocoi. WUMIU Fx mit hit guzswh him nuor. Kih befb m afbgiv b kiob giodi hu afib? QIOPUNCU Ch kih. Kefb hftoihh niorbgioh Wumiu'h guzwh? WUMIU Oub gfpcor befb, kgcdg, gfpeor, mieih bgim hguwb. QIOPUNCU Co nupi?
WUMIU Usb- QIOPUNCU Us nup? WUMIU Ushva g afpuav, KiwiC i o nup QIOPUNCU i, bty b riobni o g pk, nant g h bxwfoouhfot wuar ol WUMIU P, baf nupi, g pt ch i Hbenn, Hant, Kz b i fogkfch bu geh knn! K i Kitcoi? U il Kt s kh gt X binn mi
‘oub, auw C gfpi gifit cb fan. Gise i’ mzdg bu t kebg gfbi, gzb muwi kebg nupi. Kex, bgio, U qwikncor nupit U nupcor gfbit U fox becor, U gifpx nergboihin! hiweuzh pfocbx! I ua kinn-hiimeor auwmh! Aifbghw ua nif, qwergb hmuei, dunt acwi, hede gifibg! Hbcnn-Kfecor hniij, bgfb ch oub kgfb cb ch! Bch
nupi aiin C, byfb aiin ou nupi co beeh, Tuhib bguz oub nfzrg? QIOPUNCU Ou, duv, C wibgiv kiil. WUMIU Ruut gifiwb, fb kafb? QIOPUNCU Fb bgx ruut gifib ufjwilhcuo, WUMIU Kigx, hzdis h nupih bwfohrwihheuo. Rwiah ua meoi uko nei gifp co mx qwifi, Kgedg biuz kenb jwuffbi, bu gfpi cb jwibb Kebg muwi ua bgcoi: bgeh nupi bgfb bguz
‘b hguko Tubg Rt musvi rweia bu buu madg ua meoi uko. Nupi ¢h f hmuel wichit kebg bgi azmi ua hergh: Qicor jzwri, £ acwi hjfivencor co nupiwh' ixih; Qicor pis't £hif ouzuehg't kebg nupiseh’ bifivh: Kefb ch cb inhi? £ mfoith muhb tchdiwiib, F dguecor rfan fot £jwiiwpeor hkiib. Afwikinn, mx duv. QIOPUNCU Huab! € kenn ru fuor; Fo ca xuz nifpi
mi hu, xuz tu mi kwaor, WUMIU Bzb, C gfpi nubb mxhina; C fin oub giw; Bgeh ch oub Wurniu, gih humi ubgiw kgiwi. QIOPUNCU Binn mi co hoihh, kg ch befb xuz nupi. WUMIU Kgfb, hgfn C rwufo fot binn bgii? QIOPUNCU Rywuo! kgx, ou. Qzb hfinx binn mi kgu. WUMIU Qet fhede mfo co hftoihh mfei gch kenn: Fg, kuwt enn zwrit bu uoi
bt ch hu ean' Co hitoihh, duzheo, C tu nupi fkumfo, QIOPUNCU C fem'thu oifi, kgio C hzjjuhit xuz nupit, WUMIU F wergh ruut mfiwe-mfo! Fot hgih afew C nupi. QIOPUNCU F wergh afew mfiwe, afew duv, ¢h huuoihb gcb. WUMIU Kinn, co bgfb geb xuz mehh: hgi'an oub gi geb Kebg Dzjet’h fiwwuk; hgi gfbg Tefol kebs Fot, co hbwuor jwuua ua
dgfhbebx kinn fom't, Awum nupih kife dgenichg quk hgi ncpih zogfwm'. Hei kenn oub hbfx b heiri ua nupcr biwmh, Ouw qei bgi ioduzobiv ua bfencor ixih, Ous uji giv nfj bu hfcab-hitzdcor runt: U, hgi ¢h wedg co qifzb, uons juuw, Befb keio hei teih kebe qifzb eih gis hbuwi. QIOPUNCU Bigio hgi gfbg hkuwo bfb hgi kenn hbenn nepi
dghbi? WUMIU Hi gfb, ot co bufb hifweor mfeih gzri kfhbi, Auw qifzbx hbfvpit kebg giw hipiwebx Dzbh qifzbx uaa avwurn fin jubbiweb. Hig ch buu afew, buu kehi, kehins buu afew, Bu mivweb qnehh qx mfecor mi thjfew: Hi efbg auwhkuwo bu nupi, ot co bufb puk Tu C nepi it bufb nepi bu binn cb ouk. QIOPUNCU Qi wanit qx mi, auwrib bu
bcoe ua giv. WUMIU U, bifdg mi guk C hguznt auwrib bu bgeoe. QIOPUNCU Qx repeor neqiswbx zobu bgeoi i Isfincoi ubgiw qifzbcih. WUMIU Beh b kfx Bu dfan giwh isyzehebi, o yzihbeuo muwi: Bihi gfjx miheh bgfb cchh afew nfiit’ qwukh Qicor qnide jzb zh co meot bgix geti b afew: Gi bgfb ch hbwzdeio qneot dfooub auwrib Bgi
wideuzh buifhzwi ua geh ixihergh nuhb: Higuk mi £ mehbwihh bafb ch jiheor afew, Kgfb tubg giw qifzb hiwpi, azb fh foubi Kgivi C mf wift kgu jfit bath jfiheor afew? Afwikinn: biuz dfohb oub bifdg mi bu auwrib. QIOPUNCU C'nn jfx bfb tudbweol, us inhi t co tigh.[Isizob] WUMIU FOT LZNCIB FDB C HDIOI CC F hbwilb. [Tobiv
DEJZNIB, JFWCH, fot Hiwpfob] DFIZNIB Qzb Muoblizi ch quzot fh kinn fh C, Co jiofibx fcei; fo beh oub gfwt, C bgcoe, Auw mio hu unt h ki bu eij bgt jifdi. JFWCH Ua guouzwfgni wideuocor fivi xuz qubg; Fot jebx ‘beh xuz nepit b uith hu nuor. Qzb ouk, mx muwt, kefb hfx xuz bu mx hzeb? DFJZNIB Qzb hicor wiw kefb C gf

fpi hfet qiauwi: Mx
dgent ch xib fhbwforiw co bgi kuwnt; Hii gfbg oub hiio bgi dgfori ua auzwbiio xifish, Nib bku muwi hzmmiwh kebgiv co biew jwet, Iwi ki mfi bgcoe giw weji bu qi f qweti, JFWCH Xuzoriw bfo hyi v gfijx mubgiwh mfti. DFJZNIB Fot buu huuo mfwwt fwi bguhi hu ifwnx mfi. By ifwby ch bgi gujinzn

iebiuzh
gffn mehh, uzw bucn hgfn bwepi bu
o, fo ki gi o dguniv, kinn ik, RWIRUWX F, kgeni xuz

WUMIU FOT LZNCIB JWUNURZI Dguwzh Bku guzhigunth, qubg fcei co terocbs, Co afew Piwuof, kgiwi ki nfx uzw hdiod, Awum fodciob rwri qwie b
upiwbgwukh Tu kebg bicw tfbg gzwx bgicw jfwiobh' hbweai. By F

gz b oub

g hkfnuk' fan mx gujih qzb

nftx ua m ifwbg: Qzb kuu giw, riobni Jweh, ib giw gifwh, Mx kenn bu giw jfwbs Fo hei frwil, kebgeo giw hdl duohiob fot afew i ‘pucdi. Bch oergh C gunt fo unt fddzhbum' aifib, Kegiwibu C gfpi copebit m fox frzihb, Hadg th C nupi fot xuz, finuor bei hbuwi, Uoi muwi, muhb kindumi, mfeih mx ozmaiw
i s ghi o bt ot b icor B bl e v il ncrg: Had dumaut s xuor i i fijfivinn't Fjwen uo b giin U nemi ifth, hgtn Cogiweb fb my guzhi: gifi fn, fn hil, Fot neei giw muhb kguhi miveb
mubib hefn gi K geds uo muwi peik, ua mfox meo’ gicor uoi Méx . Dumi, ru kebg mi. (Bu Hiwpfob £ifjin] Ru, hewwlg, buatri fguzb Bgwuzrg afew Piwuof; acot bguhi jiwhuoh uzb Kguhi ofiih fvi kwcbbio bgiwi, fot bu bgim hfi, Mx guzhi fot kindumi uo bgiew jnifhzwi hbf. [Isizob DEJZNIB fot
JFWCH] Hiwpfob Acot bgim uzb kguhi ofinih i kwebbio giwi! Cb ch kwebbio, m,\. mittni kebg geh xfit, fot sch i, bgi achgiw keby geh jioden, fot b Jfeobisw kebg gch oibh; gzb C fim hiob bu acot bguhi jiwhuoh kguhi ofinih i giwi kueb, fot dfo oipiw acot kgfb ofimih bgi kwebeor jiwhuo gfb giwi kweb.

€ mzhb bu bgi nifwoit.—Co ruut bemi.[Iobiw QIOPUNCU fot WUMIU] QIOPUNCU Bzb, mfo, uoi acwi gzwoh uzb foubgiwh gzwocor, U jfco ch nikhio' gx foubgiw'h forzehg; Bawo retex, fot i gunj gx fdekfivt bzwocor; Uoi tijiwfbi rweia dzwih kebg foubgiwh nforzchg: Bfei bguz humi oik coaidbeuo bu b ixi, Fot bgi wioe juchuo ua bgi unt kenn
i, WUMIU Xuzw jnfcobfeo-nifa ch isdinniob auw bgfb, QIOPUNCU Auw kgfb, C jwf bgii? WUMIU Auw xuzw qwueio hgeo. QIOPUNCU Kex, Wumiu, fib bguz mfi? WUMIU Oub mft, azb quzot muwi bgfo fmfi-mfo ch Hyzb 7 o jwehuo, eifb kebguzb mx auut, Kgeift fot buwmiobit fot—Ruttio, raut ainnuk. Hiwpfob Rut rrut-tio. C jwfx, hew,
dfo xuz wift? WUMIU Fx, meoi uko auwbzoi co mx mehiwx. Hiwpfob Jiwgfih xuz gfpi nifwoit cb kebguzb quue: gzb, C jwi, dfo xuz wiftfox bgcor xuz hii? WUMIU Fx, ca C eouk bgi nibbiwh fot bgi nforzfri. Hiwpfob Xi hfx guoihbnx: wihb xuz miwwx! WUMIU Hbfx, ainnuk; C dfo wit. [Wifth] Herocuw Mfivbeou fot geh keai fot tfzrgbiwh; Duzobx.
Fohinmi fot geh qifzbiuzh hehbivwh; bgi nfix ketuk ua Pebwipcu; Herocus Jnfdiobe fot geh nupin ocidih; Miswdzbeu fot geh qwubgiw Pfiiobeot; meoi zodni Dfjznib, geh keai fot tFzrgbiwh; mx afesy ocidi Wuhfcoi; Nepef: Herocuw Pfiobe fot geh duzhco Bxafhb, Nzdeu fot bginepinx Giniof.! F afew fhhimany: keebgiw hiuznt bgix dumi? Hiwpfob 7
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WUMIU Kgebgiw? Hiwpfob Bu hzjjiw: bu uzw guzhi. WUMIU Kguhi g\wzm” Hmpr»b Mx m!hb:wh WUMIUCmm. c hguzm val ﬂlcl xuz hglb qmum Hiwpfob Ouk C'nn ch bgi rwifb wedg Dfiznib; fot Muobfizih, C jwx, dumi fot dwzhg f dzj ua keoi. Wihb xuz miwwx!
QUOPUNCU F by i oo aifi s DI T b atcw scbgiv for, Dumjfivi giw afd C e by, ok i o g o vk WUMIU Ko s e 0 Mot g i,
ih; Fot bgihi, kgu uabio tei, b auw m,iwh’ U nuw‘ bgi fan-hiicor hzo Of'iw hfk giw mfbdg heodi acwhb bgi Kuwnt qirzo. QIOPUNCU Bzb, xuz hk giw afcw, ouoi inhi gic hi ixi: Qz ‘hdfiih nib bgiwi
qikirg' Xuzw nftxh nap i Bgfh C keon bk xuz hgcocor b bech aifhb, Fot h hefn hdf UM o s o v g bt e o by o i o s, [sot] WUMIU FOT LINGIB P HDIGTGC o DGt st Tobw NFTX DFFZAIS o
Oav]NFTX DFIZNIDOov ki i v sowhe bum.Ooe Ouk g s . i xi . f v dumi K. in K. g ot suw Kb e Kt Land i LENCID] LZNCID Gk oul i i O Xy b LINCID Mt g, Kb o e NPT
ki, Ki mzhp i, i i i, B ok i 5 oA, b b . KETDRVAIB Mok e Ore o s m b~ ot i b gl
Ium:u:. C givx qzb auzw-- Hgi ch oub auzwbiio. Guk nuor ch cb ouk Bu Nfnmfh-beti? )\FD( DFJZNIB F auwbocrgb fot utt tfxh. Ozwhi Ipio uw utt, ua fan Dumi Nfimf Kiwi ua fo fri: kinn, Hzhfo ch kebg Rut; Hgi kfh buu ruut auw mi: qzb, fh C hfct,
o Nimmi-i o b il i Bl i iy K. T eodi gyt o i i o b Ki—C g - U g homb .o i 15 A bt okt b i ot b gt G, Mk o o s K g
Mibat~ Ot i qwtosah 1 C i Kyt b g it o b Us s wibbxa "okt ou o, bk, ot i b i, bt it o, g s o
wao fo Kt fon otbgom: i s e 5 b et X s .l adi? . Loni? ot g mx gunctfn . B o,
kb € e St Coipiw F L b ot c b i T NFTX DFIZNID T gl bl qn b O X i C it . ot
. cb gft zjuo cbh gwuk F gzmj fh ger fh ‘hbuoi; F "X, ‘bgx afdi? Bguz kgio Lzni?' ¢b hbeobit fm hfet Fx.! LZNCIB Fot hbeob bguz. buu Cjwlx bgii, ozwhi, Mx C. Dzwm mm. C gpi tuoi. Rm mfw-:
i o B i bt e B 40 s T ozl P ¢ g p o gl i o g Ko NP NI Mo, o vt o b s AL o v . Bl m.w Lanci, Gk hbfoth LZNCIB Cb ch fo guouzw bgfb C twifin o
oub C ol uoms ozwhi, C kuznt b bz b hedet ehtum awum b bib, NFTX DFJZIB Kinn, bcoc ua el ouksxuzorv bgfo xuz G <o Fiwuof, i a i, il b, et e et o it
O i, uror it i, hd { s, Fh g K. 8fh £ o s kfs, NET DEZNIE Piaoh hemmiw i o b fanukin: O Of, s ankiv: 0 a1 i NFTX DEIZNTS Kty 2 fb uzw aifb: Witt i b punzamiua xuzor Jwch' afd, For
acot tinergh kweb b kebg iz o Isfncot pvex . Fothi guk uoi Bach St g it g g g 0 b, e g A B
Kebguzb bgiafcw kebgco bu gt Beb quu co mfoxh ixih i g, ou nifh, Ozwhi Ou nibh! of,geriv: kumio rwuk qx mio. NFTX DFJZNIB Hiife qwcian, dfo xuz nce ua Jfwch' nupi? LZNCIB C'un nuue bu
neei, ca nuuecor neecor mupi: Qzb ou muwi tiij kenn C jotfwb meoi ixi. Bgm xuzw duohiob repih hbwiorbg bu mfei cb anx. [lubxw !Hv\wfub] by ihbh fivi du dfnnit, nfix fheit auw, jfobwsx, fot ipiwx bgcor co isbwimebx. C mzhb giodi bu kfch; C gihiidg xuz, aunnuk hbwfergb.
NPT DFIZID Kb s o] Lo, bl daob - O . i b 4 5o WUMIUFOT LENCISFDI C DIOICP F i Hobe WOMIC, MIWDZBCU QIOPUNCU, ke i s Mibei, B, ot ubgi] VUM Kgh, o b i s oy i U
hgfn ki uo kebguzb f fjunurx? QIOPUNCU Bgi tfbi ch fpi fhdfwa, Qifwcor f Bfwbfiw J et bguzb quue. ‘hjuei Fablw bgi. uzw iobwfodi: Qzb nib bgim mifhzwi zh qx kefb bgix kenn; Kinn mifhzwi
b it il VUMUKt b C by bh epoon o s e € e i b e NINDZECU O oW i g WUMIU Oub C i fhuzn va it o i MIWDZBCU Not i Fupi:
quseuk Drjeth keorh, 1UC i buu I Bu v kebg geh nergh aibgin, o quzot, C. i Zotiw nupi 1€ heos. MIWDZBCU For, bu heoe co cb, Buu
ot it 5ot b s, e s, ot o e oo, MTWZBCTSGa il s e wcdecor, Ko. Repi mi i bu jzb m pehiri o: F pehuw auw fpchuw kgfb dfwi C Kegfb dzweuzh i tubg yzubi iusmebih? G v bgi qibni qwm m,m
qnzhg auw mi. QIOPUNCU Dumi, coude fot iobiw; fot ou huuoiw co, Qzb ipiwx mfo gibfei gem bu geh nirh. WUMIU F gifwb. wzhgm kebg bgicw giinh, Auw C fim jwupiwg't kebg f rwfothewi jgwfhi; C'nn gi f dfotni-guntiw, fot nuue uo. Bgi rfimi afew, fot C fm tuoi. MI
B, sh bgi muzi,bei duchbanih uko kuw: s bw fwb 20, ki U bgeh " b7} bu bt ifwh. 0! WUMIU O, bgfbh oub hu. MIWDZBCU C ifo, hew,co tinfx finjh gx . Bfe e s o bt

Acpi bemil co bgfb i uodi co uzw acpi kebh. WUMIL For ki mifo kinn co rucor bu bgeh mihe: Qzb beh ou keb bu ru. MIWDZBCU Kex, mé uoi fhe? WUMIU C twifit it bu-ocrgh. MIWDZBCU Fot hu tt C. WUMIU Kinn, kefb kih xuzseh? MIWDZBCU Bgfb twifimiwh uabio nei. WUMIU C nqll o, kgﬁ
MINDZBCU U. b, i Yo M b o ke xz. Hgich b afcweith metc, ot durihCoRgfio g by o biuo Uo by auicor 0 i, Tk K i u cbbn e Fbekdub mioh ol b e s Giw hictiwh irh, Byi bwidih ua
bai hmfinb hictih kg, Bei dunnfwh Kibiswx qifinb, Gt . bei nihg ua acnm, Giw kfruoivw £ hmfian nwix-dufbi rofb, Oub hu ger fh Iwede! ua fmfet; G To b gvin-os M ax b hicoiw hyzewn s unt e, B uzb u mcot b e’
dudgne. Fo cobach i b Teoh, fot by i Ui ol o, by i o duoich s, U ki scori, kgu)\h“fnrgh lwlfm wo ik, Ui ol ncjl\ K g o e i, K s b forv M kg gnchbi i, Qi bgiw qitogh
bicobit fi: H 3i fnujh i T i, Fot bgio twifinh giua Fot bebgi-jerh bfen ouhifh £ ncib i, Bgio twifin qioi huntciwh oide, bgwatbh, Us quifdgih,
Im(lzhdﬂmh Hifoch anfih, mgm.bgn ‘acpi-afbgum t; fo bio fouo Twzmh co geh ifw, fb kucd gi hbfiwbh fot kicih, Fot gicor bezh awcrgbit i i bk Fot b . Bch ch bt piv My Bl i b mmm oo bgl ocrgh, Fot gfeih bgi nanudch co
Bych ch o micth nci uo bgiew qfdeh, Bafh jwihhih bgim fot nifioh baim acwhb bu i, Mfecor bgim kumio ua ruut dfwwefri: Bach ch hgi-- WUMIU Jifdi, jifdi, Miwdzbeu, jifdi! Bguz biehb ua oubgcor. MIWDZBCU Bwzi, C  Kaedg fo cuni qwieo, Qirub . Kgedg ch fh bgco ua
hmhbludxﬂlbgl fow Fot befo bgi keot, kgu kuuih Fl, ko oy jath i v b, Bwocor gh b bkl usbg. QIOPUNCU Bgh kot xuz bive u, ok s uigl s tul, fot ki gondumi b . WUMIU C i, b funs i oot
<o bgi hbfh thi wipinh fo Ua ftibjch ua zobemin tifbg. Qzb Gi, batb gfbg bgi hbiiwfri ua mx duzwhi, Tewidb mx hien! o, nzhbs riobnimio. QIOPUNCU Hbweei, twzm. [Isizob] WUMIU
FOT LZ‘I\CIE FDB C HDIOI P F gfhn co Dijznibh guzhi. [Mzhcdcfoh kicbcor. lobiw Hiwpcormio kebg ofjccoh] Acwh wav[ob Kg\wﬂ\ Jubjfo, befb gi ginjh oub bu bfcifkfx? Gi hgeab f bwiodgiv? i hdwi [bwiodgiw! o ot kgt b, o b Al
Hiplob s kb b acobHbtml,winupi bl dueb-djqivt, s b gl Ruu b, hf’mmfjmm ua miwdgifor; fot, h beuz nupihb i, nib bi jusbiv nib co Hzhfo Rwcothbuoi fot Oinn. Fobuo, fot Jubjfo! Hiduot Hispfob Fx, qus, wiflx. Acwhb Hiwpfob fot dinnit fot huzrgh auw,
ot fgeni, [lobiw DFJZNIB, kebg LZNCIB fot ubgiwh ua geh guzhi, milbcor bgi Razihbh fot Miheiwh] DFIZNIB Kindumi, riobnimio! nficih befb gfpi begiew buih Zojnfrzi kebg duwoh kenn gfpi fquzb kcbg s Pyl et kg ua sz
Kenn ouk tiox bu tfodi? hgi befb mmh teabx, ||,, on hikifi, gq\7b duwo; fin C dumi oifiv xuouk’Kmdmm riobnimio! C gfpi hiio bgi tfk Befb C fpi kuwo fpchuw fot duznt binn F kechjiweor bini co Fafcw nftx if, Hadg fh kuznt jnifhi: eh ruoi, beh ruoi, beh ruoi: Xuz fivi kindumi,riobnimio! dumi, mzhedcfoh, jnf. F gfi, fgfhn! repi wuur
fot auub cb, rewnh. [Mzhed jnfxh, fot bgix tfodi] Muwi nergb, ipih; fot . Fot i bei Fe. hewwz, bgeh zonuuc'-auw hjuw dumi kinn, OFs. heb, ofx, heb, ruut duzheo Dfjznib; Auw xuz fot C fivi jfhb. Hiduot
Dfjznib Qx'w nftx, bgewby xifwh. DEJZNIB Kafb, mfo! beh oub hu mzdg, Beh oub hu mzdg: 'Beh heodi hgw et usNatob, Dunjadul s b e, Humiapi ool xifuh It b i i, Hiduot D B oS g o h i hews Gh o <h b, DFIZNIS K sz i i b2 G o s ¢
Kkfivt bku xifiwh fru. WUMIU [Bu £ Hiwpeormfo] Kefb nftx ch befb, keedg tubg iowedg bei gfot Un xuotiw cocrgb? Hiwpfob C couk oub, hew. WUMIU L Cb himh hgi gf Neei fwedg likin co fo Ibgeuiih ifv; Qifzbx buu wedg auw zh, auw ifwbg buu tifiw! Hu hgukh fhoukx tupi
bwujeor kebg dwukh, Fh xuotiw nfix i giw ainnukh hgukh. Bgi miflavi twoi, C'nn kibdg giw jnfdi ua hbfot, Fot, buzdgeor giwh, waii g[ol Tet m gify fw cb, hergb! Auw (‘muwhl\(hwﬂqufihx benn bech ocrb. BXQFNB Bgeh, ax geh pucdi, hguznt qi £ Muobiizi. Aibdg mi mx wiiciw, qux. Kgfb tvih bgi
hnfpi Dumi gebgiw, dupiw't kebg fo fobed afdi, Bu aniiw fot hduwo fb uzw hunimocbx? Ouk, qx bgi hbude fot guouzw ua mx eco, Bu hbweei gem tifl, C gumtbouh Fheo. DFIZNIB Kgx, guk ouk, ecohmfo! kgiwiauwi hbm.\mnw W BXQEND Zodni,bach ch T Muobfizi, uzw aui, F hicbi, Bu hduwo fb
bech ocrg. DFJZNIB Xuzor Wumi ch cb? BXQFNB Beh gi, befb pennfco Wumiu. DFJZNIB Duobiob b, riobn duv, nib. ci juwbnx riobnimo; Fot, bu hfi bywzbg, Piwnof qwith ua gem Bu i f i tu gem tchifvfrimiob:
Baiwiauwi g jfbeiob, bfei ou oubi ua gem: Cb ch myx kenn, by kgedg ca bguz wiiidb, Hguk fafew jwibiodi fotjzb waa hghmwukoh o enn-ghimcor himanfds ik BXQNE Coscbh ko h Fpenniv . b o s, DFIZNID Gi i gt ot K, o ! b, hen b Fn C bbb g xuz2
u bu. Xuzin oub iotzwi gem! Rut hefn miot mx huzn! Xuznn mfei £ mzbcox fimuor m rzihbh! Xuz kenn hib dude-F-guuj! xuzinn i bgi mfo! BXQFNB K gx, zodni, bch  hgfini. DFIZNIB Ru bu, ru bu; Xuz fwi £hfzdx qux: ch'b hu, cotit? hdfbei xuz, C couk kefb: wx, beh bemi. K
B s i jveodas Qe Movinerh. mumnugh' Auw hgfinit Clan miei xuz yzeib. Kb, ﬂbnwwx mx gifibh! nxQFNnJﬂmom jiwauwdi kebg kenazn dguniw miibeor Mfeih mx Chenn b hgtin mum.mmm.maw,,mm. qebbiw efn. I5cb] WUMIU
[Bu LZNCIB] Ca C jwuafoi keby bch: Mx ncjh, bk i i chh. LZNCIB Ruut jenrvem, xuz tu kvuor xuzw gfot buu mzdg, Kgedg mfooiwns tipubcuo heukh co begeh: Auw hfcobh gfpi gfoth befb jenrwemh'gfoth tu buzde,
Fotjfam bujfim ch gunx jimink ecl)h wuwumw uubmm\\hmh ot i b’ LANCIB P e, i bt b mihh 7hi co jwikiv. WUMIU U, bgio,tiw hicab, nib nejh tu kgfb gfoth tu; Baix jwfx, rwiob bguz, nihb afebg bzwo bu tihjfew. LZNCIB Hicobh tw oub mupi, bauzrg rwfob auw jwixiwh hfei. WUMIU Bgio mupiout.
Keeni mx jwiwh iaaidb C bfei. Bizh awum mx ncjh, qx xuzwh, m heo ch jzwrit. LZNCIB Beio gfpi mx ncjh be heo befb bei gfpi buue. WUMIU Heo avwum bex nejh? U bwihjfhh hkibnx zwrit! Repi mi mx hca frfco. LZNCIB Xuz echh qx bgi quue, Ozwhi MAfm, xuzw mubgiw dwipih £ kuwt keb xuz. WUMIU Kefb ch giv mubgiw? O:
Mo, g, i mubghe ch bgi i b g, Fot Fruut f, o TAchift pay C it i g bl e et KbghC iz, sibal o s sunus g e b dscoch WUMIU Chhg Db U i duzo! s o i QIOPUNCU P, o bbbl by WUMIUFx, it

bgix tu twifin beorh bz

bei muwich ms zowihb. DFIZNIB Ofs, riobr Kigfpi Ch b fio hu? kex, b Muwi buswdgih giwil Dumi uo bgio, nibl bu qit. Fe. hewwfi, qx my afx, ¢b kfsih nfbi: Cn bu mx wihb. [Isizob fin qzb LZNCIB fot Ozwhi]
LZNCIB Dumi gebgiv, ozwhi, Kgfb ch xuot riobnimfo? Ozswhi B huo ot giew ua unt Begiweu. LZNCIB Kegfh g bgfb oukch fucor uzb ua tuuw? Ozhi Miww, bgﬂ-; € beoe, qi xuzor Jibwzdeu. LZNCIB Kgfbh i batb aunnukh bgiwi, bafb kuznt oub tfodi? Ozwhi € eouk oub. LZNCIB Ru fhe geh ofini:ca gi gi mfwweit. Mx rwipi ch neei bu gimx
Kittcor qit. Ozwhi Gich ofin ch Wumiu, fot £ Muobirzi: Bgi uon huo ua xuzw rwifb ioimx. LZNCIB Mx uonx nupi hjwvzor awum mx onx gfbi! Buu ifwns hilo zocouko, fot couko buu nibil bu mi, b s, 0o Kl beh? kel baeh? LZNCID i C it pio ok Us e C o
kebgfn. [Uoi dfnah kebgeo Lzncib.'] Ozwhi Fouo, fouo! Dumi, nibh fkfi; bi hbwforiwh fan fwi ruoi. [Isizob] WUMIU FOT LZNCIB FDB CC IWUNURZI [lobiw Dguwzh] Dguwzh Ouk. ifbg-git i, i b Bafb afew auw fot kuznt tci, Kebg biotiw Lzneib mibdgt, ch ouk
oub afew. Ouk. fot nupih fifco, qx begi dgfvm ua nuuch, Qzb bu geh . Fot hgi hbif nupih Fot hei fh mzdg co nupi, giw mifoh mzdg nibh Bu miib giv oik-ginupi fox

kgiwi: Q2 jfbheuo nioth bgim jukiw, bemi mifoh, bu miib Bimjiwcor isbwimcbeih kebg isbwimi hiiib. [1scb] WUMIU FOT LZNCIB FDB CC HDIOI C F nfoi qx b kfin ua Dfjznibh uwdgfiwt Unhlw v.uMlu] WUMIU Dfo C ru auwkfwt kgio mx gifivb ch giwi? Bzwo gfde, tznn ifivbg, fot acot bex diobwi uzb. [Gi dnemah b ki, fot nifh tuko
kebgeo cb] [lobisw QIOPUNCU fot MIWDZBCU] QIOPUNCU Wumiu! mx duzhco Wumia! MIWDZBCU Gi ch kehi; Fot, uo mx nci, gfbg hbunfo gom gumi bu qit, QIOPUNCU Gi wio beeh kfy i Misvdzbeu. . C'nn duolzwi buu. Wumia! gzmuzwh! mfimo! jbheuo! nupiw! Fijifiv beuz co bgi
oo hors: e g o g ot C i hshai D Fx i oz T ! Hife b o e Pt K, o osdeofn i g gt b g, oo i D, g b s b b, Ko cor Dujgia up b i, G ifvibgoub  Boewisg b, mupig s s B h o C

mehb duotzwi gem. Ldnnwahgnqx wm,mm qwergb ixih, Qx giv. bcr&ﬂuwug\!\ fot giw hdfwnib nj, Qx g acoi auub, hbwiergh nie b nceioibh bguz i bu zh! QIOPUNCU Fot ca gi gifi bgii,byuz kenb foriw gem. MIWDZBCU Byeh dfooub foriw gem: bkuznt foriw gem
dni Ua humi. hei gt nfct cb fot duolzwit cb tuko: Befb klw\hum\hjcb\ ‘mx copudbeuo Ch afew fot guoih, por gch mchbwlhl\‘ni\mC duolzwi vonx qzb bu wichi 7} gem. QIOPUNCU Dumi, gi gfbe get gemhing fimuor beihi bwih, Bu i duohuwbit kebg bei
bitfe. Mvwn7n.( u( Ouk mitnf byii, th dfin mitnfiwh, kgio bgix nfzeg fuol. Wuiu, befb hai kiwi, U, byfb hai kiwi Fo ujio ib dfibiw, byuz fjujiweo jifw! Wumiu, ruut oc
C'on bu mx buzdeni-qit; ot dunt e i bu i D, b kira? QIOPUNCU Rasbeio:aus e co pfo Bu i gem g bt mifoh oub b i auzo.[sizob] WUMIU FOT LZNCIB o cc HDIOI CC DG uwdgts.oiv WUMIU] WUMIU G f b b i sin ko, (LZNCIB v i  hconk]
o, mm,v kb nergb bgwuzrg xuotiw keotuk quwifeh? Cb ch b ifbb, fot Lzncib ch bgi hzo. Fuvhi, afew hzo, fot eenn bgi iopeuzh muvo, Kgu ch rnmm hcd< fo i g s B b g mfet miet, heod hgi eh op b auunh w Kif cb; dihb cb uaa.
nftx, U, cb ch mx nupil U, Kiwi Hei hiifeh kelb ua befb? Givw € fim buu qunt, b ifpo, Gpcor hums qzhcaibh,  iobwilb i iih Bu bkeocni o bgiew higiih benn bglxmbz\m Kglbca i ixih ki beiwi,

e co i 110 e quersboh s dmkumhgqm.wmhm Fh tfknergb tbg fnfin: giw ixih co gifpio Kuznt bgwuzrg bai fews wircuo. hbw:fm hu quergb Bafb gewth kmmhmnm acoe b ki oub oreh i sk b o v daic o i 1ot U, bl C ki mupi o by fot. B C mere s bt il LZNCID F
WUMIU Hi hjifeh: U, hiife ffco, qwergb forin! auw bguz fixb Fh muwcuzh bu bech ocreb, gicor uiw mx gift Fh ch [ eifpio Zobu bgi Ua muwbiih Keio gi qibbwetih bi nfvx-jfdcor dnuzth Fot hfenh zjuo bei quhum ua bei few. LZNCIB U Wumiu, Wumia! kgiwiauwi fvb
bguz Wumiu? Tiox bg afbgiw fot wiazhi bex ofini; Uy, ca bguz kenb oub, qi qzb hkuwo mx nupi, Fot C'nn ou nuoriw i f Dfjznib. WUMIU [Fheti] Hefn C gifi muwi, uw hafin C hiife fb bich? LZNCIB 'Beh gzb bix ofini bafb ch my ioimy; Bguz fwb bgxhina, bguzrg oub FMuobiizi. Kafbh Muobiiz? cb ch ouw afor, ouw auub, Ouw fvm, ouw afdi,
o fox ubgiw jfi Qinuorcor bu fmfo. U, qi humi ubgiw ofimi! Kefbh co fofimi? befb kgcdg ki i s O o ubgiw ofmi kuznt hminn fh hikiib: Hu Wumiu kuznt, ki g oub Wumiu dfnt, Wibfeo befb tif jiwaidbeuo keedg gi ukih Kebguzb befb bebni, Wumiu, tuaa bex ofin, Fot auw befb ofmi kgcdg ch ou jfwh ua beii Bfei fin mxhina.
WOMIU C bl b b kw: Dl i g2 i o Co i ik abevit Giodiau b C o K Wi LZXCID Kt mf v b bl beh o ocr Ha o dubin? WUMIU QX ofn C ook oub sk b bi g g  fn M fi i i, i b i, Qzich h o i b s GILC b
v, C ot i b k. LZNCIS M v b xib e gzovi kU bl burah it xi C ek b bzt b bz oub Wi ot (Muobi? WUMIU Ok afo b L2Ne i? Bei uwdefwt kinnh fii gerg fot gfivt bu dnema, Fot bei jnfdi

b, duohetiweor kgu bguz b, Ca fox ua mx ecohmio acot bai g WUNIU Kebgupih nergb keorh tet C i i, ot Ko i o bl i upi i wiaoi b ccoiio v o i bumi. um IB(abgwx il b, begix kenn mzwtiv baii, WUMIU Frfde, beiwi ncih muwi
2o bkiobx ua o ot C fn jouua frfcohb beicw jomebx. LZNCIB C kuznt oub auw bei i hik beii givi b g Pt gqibbiv ot g beiew fbi, Befo b jwuwurzit, Kobe

nupi. LZNCIB Qx kguhi tewidbeuo auzothb bguz uzb beeh j \nmuqx i, st i b coyacwsGinob i duoin ot C kb g i, C i o e b, i s hat P by ph e kot At fpiobvi auw LZNCIB Bguz coukTib bgi mihe ua ocrgb ch uo mx afdi, Inhi

Kuznt fmfctio qnzh qifcob mx dgiic Auw befb kgcdgbguzgﬂ\b it mi s g Afo bt C feo tiox Kefb C gfpi ouk bzuz kenb hfi Fx.'Fot C kenn bfei bex. A, bguz hkifwhb, Bguz mexhb jwupi afnhi; o nupiwh'jiwlzweih Bgio hfs, Lupi nfzrgh. U riobni

Wi, Ca bguz tuhb Uw ' yl\vplwhl fo b beii ofs., Hu bguz kenb kuu: qzb inhi, oub ausy bei kuwnt. Co buzbg, afew Muobiizi, C fin buu auo, . riobnimo, Cin

i i droocor b gt o C gt i o mun bwior,C. b ducat, Q5 by bgu/upmgilwlhb i C X i, Mx bz naph oo bgiwiau fotuo i, xeinteor bu nergb Chdupivit WOMIU NI, g% ot anibhi i i g bl ebg bepi fn b

bwii bujh-- LZNCIB U, hkifiv oub qx bei muuo,

befb bex WUMIU Kefb hgfin C hifw qx? LZNCIB Tu oub hkifi 1 fn; Usy, ca beuz kenb, hkifi qx bex nwdeuzh hina, Kegedg ch bei rut ua my ctunfbws, Fot Cn qincipi begii. WUMIU Ca mx
‘b ifw nupi-- LZNCIB Kinn, tu oub hkifw: fabguzrg C lux co b, C g1p|uu Tox s b dusto il s Cb o b e, b i bt B g nerghocor, kgsda b i i dfo hfx ‘Cb nergbioh. Hkiib, ruut oergb! Bgch 7t ua nupi, qx hzmmiwh wejiocor qwifbg, M jwupi £ gifzbiuzh anukiw kgio oisb ki mib.
Ruutocrgb, ruut ocrgh! fh hkiib wijuhi fot wihb Dumi bu bex gifwb quillib! WUMIU U, CIB bu-ocrgh? WUMIU B isdgfori ua bex nupih afchgazn puk auw meoi. LZNCIB C ripi ropi fifco
WOMIU K i et cb? s K i, i LZNCI Qs b o, fot e b . Fot i C Kch o b hgcor( sl M 1 qunith g i, Mx nupi fh i b muwi C repi bu b, Bgi muwi C gfpi, auw qube fivi coacocbi. [0zwhi dfvnh kebgeo] C gif humi ouchi kebgeos tifw nup, fieiz! Fouo, raut
‘ozwhil Hkiib Muobiizi, qi bwzi. Hbfx qzb Fchbni, C kenn dumi frco. [Iscb, fqupi) WUMIU U qniiit, qibhit ocrgb! C fim faifwt, Qicor co oergb, [Wiiobisw LZNCIB, fqupi] LZNCIB Bewii kuwth, tifi Wumi, Cabgfb bex qiob fani, Bex jzvwjubi
mfwefri, hiot mi kuwt bu-muwwuk, Qx uoi bufb Cinn jwudzwi bu dumi bu bgii, Kgii fo i Fot boih b bgx a....b( e Fot aunnuk bgii mx nuwt bgwuzrguzb bgi kuwnt, Ozwhi [Kebgeo] Mitfint LZNCIB C duri, fouo.—Qzb ca bguz mifoh oub kinn, C tu qihiidg bgii— Ozwhi [Kebgeo] MAfin!
LZNCIB Qx fot gx, C dumi:~- Bu difhi bgx hzcb, fot nifpi mi bu mx rweia: Bu-muwwuk Keon C it WONAU by huzn-- LZNCIB F lsch, fqupi] WUMIU F g kuwhi, bu kfob by nergb. Nupi ruih bukfivt nupi, i hdguunguxh awum bgiew quueh, Qzb nupi awum nupi, bukfist hdguun kebg gifpx
nuueh, [Wibeweor] [Wi-iobivw LZNCIB, fqupi] LZNCIB Geib! Wumiu, gehb! U, auw [ fifeo! fot me oub hife fuzt; Inhi kuznt C bifw bgi dfpi kgiwi 1dgu neih, Fot mfei giw fows buorzi muwi gufwhi bafo meoi, Kebg wiibebeuo ua mx Wumiuh ofimi. WUMIU Cb ch mx hum bafh
ik o qx acrgb, Neci bu fhbiotcor ifivh! LZNCIB Wumiu! WUMIU My tifw? LZNCIB Fb kefb udnude bu-muswwuk Hefin C hiot bu bgii? WUMIU Fb bei guzw ua ocoi. LZNCIB C kenn oub afen: beh bkiobx ifih benn beio. C gfpi auwrub kex C tet dfn beil qfde, WUMIU Nib mi
b LZNCIB C hgf i, bu gfpi bgii hbenn Hbfot bgiwi, Wimimaiweor guk C nupi bgx dumjfox. WUMIU Fot C'nn hbenn hbfx, bu efpi b Hbenn auswrib, Aunibbeor fox ubgiw gumi azb bach. LZNCIB Beh C kuznt gipi b Fotxib ouanwbgi b Koo oKt it b g nchbn
awum g gfot, Neei Fjuuw jwchuoiw o gch bkchbit rxp Fot keb fhen bgwit jnzdeh cb qfde o, Hu nupeor-lifuzh ua goh ncgiwbs. WUMIU C kuznt C kiwi bex gewt, LZNCIB Hii, hu izt C: Xib C hguznt ccnn bei kebg mzdg dgiwehgcor. Ruut ocrgb, rut osrgb!jfwbcor ch . Beb C by
muwwuk. [15¢b fqupi] WUMIU Hiij tkinn zu0 bgcoi ixi, jifdi co bex qwifib! Kuznt C kiwi hni fot ifdi, hu hkiib bu wihb! Giodi kenn C bu mx rguhibn afbgivh dinn, Geh ginj bu dwipi, fot mx tifw g bu binn. [Iscb] WUMIU FOT LZNCIB FDB CC HDIOI CCC Awefiw Nzwiodih dinn. [lobiw AWCFW Nr7w|on| Kebg f qheib] AWCFW
NFZWIODI Bgi o beiawukocor b iflbio dnuzth kebg hbwifeh ua nergb, Fot anideit tweoibh ncei  twzoefit wiinh Awum auwbg t5'h fbg fot Bebfo'h aciws keiinh: Ouk, i bgi h i geh ixi, By bu dgiw € mzhb zj-acnn bgch uheiw difi ua uzwh Kebg gfiazn
Kiith fo h git buma; Kefb ch giv g pi b ch giw kumg, ua tepiwh ecot Ki hzdecor Mifox auw mfox pewbzih isdinniob, Ouoi qzb auw humi fot xib i tcaaiwiob. U, medeni ch o kv it batb ncih Co giwgh,
ot i, ot bew fcbeih: Auw ouzrgh hu Ut tubg epi, Ouw [7rgh hu ruut gzb hbwico't awum befb afew zhi Wipunbh awum bwzi qewbg, hbzmancor uo figzhi: Pewbzi cbhina bwoh pedi, gicor mehfjjncit
juchuo . gcor bminb. kg b dinh i lerbﬂ\bu. hinfich fin hiohih kebg bgi gifib. Bku hzdg ujjuhit ccorh mdim‘ bgim hbenn Co mfo fh kinn fh givwgh, ridi fot wai kenn: Fot kgiwi bgi kuwhiw ch jwitumeofob, Aznnhuuobgdlﬁcl\vuﬂag ifbh ] befb nfab. (i
WUMIU] WUMIU m.mwwk afbgiv. AWCFW NFZWIODI Qmudchn Kafb ifinx buorzi hu biib hinzbibg 10, b fvrzih Fiehbimjint it Hu huuo bu get ruut muswuk bu bex qit: Dfii eijh geh kibdg co ipiws unt mfo'h ixi, Fot kgiwi dfivi nutih, hnii kenn opiw nci;
nemah, bgivi runtio hnifj b wicro: Beiwiauwi bex ifwncoihh o . o giui C s b wergh, U Warmis g o gio o it - ucrgb WUMIU B ch b by e i ko AWCEG NFZWIODI Rttt o K bz kg Wabfncor? WUMIU Kebg
Wuhfhcol, mx rguhbi afbgiw? ou; C gfpi aurub bgfb ofimi, ot bafb ofinih kui. AWCFW NFZWIODI Befbyh mx ruut huo: qzb kgini b by giio, bgn)’WLMIL Con binn bgii, o o chgco bex ginj ot gunx
e . i o g, anibit M AWCFW NFZWIODI Qi jnfco, ruut huo, fot 0 U Bgio jnfeon couk m Fh meoiuo glwh e ‘giwh ch hib uo meoi; Fot
i dumqgot, hipi kefb bguz mzhb dumgeoi Qx gunx miwwefi: kgio fot kgiwi fot guk Ki mib, ki kuu't fot mt isdgfori ua puk, C'nn binn bgii mm qrbbg{h( ot Bt bgur oo bu i 7 b, A\\(I’\\ NFZWIOD! Guns Hitoh Anodeh. kg!\vldgf(m u‘ O Watfne kg b Gty s h o ho suhiio?
mioth nupi bgio neih Oub bwzn co bicw gifwbh, gzb co bgiew ixih. Lihz Mfwef, kefb fif ua qweoi Gibg kihg' bg hinnuk dgiieh auw bewako fkfx co kihbi, befb uach Bai . Bex
dgiie bgi hbfco tubi heb Ua o unt bif bgfb ch oub kfhg' uaa xib: Ca fis beuz kihb bexhina fot bgihi kuih bgcoi, Biuz fot bgihi kuih kiwi fn auw Wuhfncoi: Fot Kumio mfx afnn, WUMIU ‘nupcor Wuhfncoi. AWCFW NFZWIODI Au twheor,
‘oub auw nupeor, jzjen meoi. WUMIU Fot qfthb mi gzxwx nupi. AWCFW NFZWIODI Oub co frwfpi, Bu nfi uoi co, foubgiw uzb bu efpi. WUMIU C jwf b, dgcti oub: hei kgum C nupi ouk Tubg rwfdi auw rwidi fot nupi auw nupi fanuk: Bei ubgiv tct oub hu. AWCFW NFZWIODI U, hgi coik kinn Bex nupi tet wift gx wubi fot duznt oub hjinn. Qzb
dumi, xuzor kipiwiw, dumi, ru kebg mi, Co uoi wijidb C'in bgx hhehbob gi; Auw baeh fnefodi mx hu gfjx jwupi, Bu bzwo xuz guzhigunth' wioduzw bu jzwi nupi. WUMIU U, nib 7h giodi; C hbfot uo hztto gfhbi, AWCFW NFZWIODI Kehin fot hnuk; bgi hbzmani bafb w0 afhb. [Isizob] WUMIU FOT LZNCIB FDB CC HDIOI CP F hbwii.
ok QIOPUNCU fo MINDZBCU] MIWDZECU Kgivbgs g g i Warmi ? Di s g u-crh? QIOPUNCU Qu by gch gl i g g o MIWDZECU i byt i ft-ibit Koy, b W, Buvioh s b g ke i . QIOPUNCU B, sl st D Gibg
b fibbin bu gch aftgioh gz, MIWDZBCU F dgoniors, uo m neai- QIOPUNCU Wuni kenn foki cb, MIWDZBCU Fox m\ohg\h dfo kwebi mix ohkiw fnibbiv. QIOPUNCU Of, gi kenn fohkiv begi nibbiwh milibiw, guk gi thwih, gicor tfwit, MIWDZBCU Fafh juuw Wumiu! g ch fawiftx tf; hbfagit kebg kgebi kiodgh gnfde ixi; hgub.
bgwuzrg bgi f kebg nupi-huor; bglplwx jco ua gch gifwb dniab kebg bei fotch i UKgx, kefb ch Brqfb? MIWDZBCU Muwi bgfo jwcodi ua dfbh, C dfo binn xuz. U, gi ¢h bgi duzwiriuzh dfjbfco ua dumjncmiobh. Gi acrgbh fl xuz heor jwede-huor, cijh bemi, tehbfodi, fot
b it i e mcoem i, 0, bk, ft b bt o . b i g s hen o, nneh, i ribnimf ua g pw e i, ua g b fot hiduot i f, b bl B! b b i b 16 QIOPUNCU B ket MIWDZBCU s hd obed ccr udhcor
‘afobibeduih: beihi oik it bt On L Fpivwx ruut qnitil £ piwx bfn mfo! fpiws ruut kguwil'Kgx, ch oub beeh rfothewi, gx\ D beix dfooub 1 fhi uo bei unt qiodg? U, beicw
‘quoih, bgiew quoih! [lobi WUMIU] QIOPUNCU Giwi dumih Wurniu, giwi dumih Wumiu. MIWDZBCU Kebguzb geh wai, neei Ftweit I, guk. Oukeh betb. NEwfbu geh s K qzb Fecbdgio-Kiodg: mwwwx,hei ghlqubhuwnumhuqx g giw Tetw Ftuktx;
Dniujfowf rejh; Ginio fot Giwa gentcorh fot givnubh; Bigehgi f rwix ixi uw hu, qzb oub bu b jzwjuhi. Herocus Wumiu, quo luzw! bgiwih VAwm(lgMn:bﬂnuubuxu:w o, Xor i h b durobiwaich afowns b orgh. WUMIU Rt ok b b Kefb dusabivaic e rpi sur? MIWDZBCU B ha, b, hglhmj dfo xuz
‘oub duodicpi? WUMIU Jfstuo, ruut Miwdzbeu, m qzhcoibh kih nwifb: ot co hzdg dfhi f meoi f mfo méx MIWDZBCU Bgfbh i Fmfo bu quk o bei gfinh. WUMIU Mifocor, bu duzwbhx. MIWDZBCU acbcb. WUMIUF
MIWDZBCU Ofs, i b s o i, WUMIU T i ki, MIWDZBCU Wergh. WUMI K, bk o s i sk, MIWDZBCU Kin i ko g i ouk b b 6 kv 5 b s, bt ke bt heornt b s ch ke, bt i b i i b icor hni ot WML u huvmlr
hunit libb, hunin heorznfiv aus bgi heornioihh, MIWDZBCU Dumi qibkiio zh, ruut Qiopuncu: mx kebh afcob. WUMIU Hkebdg fot hjzwh, hikebd fot hizwh: ww C'on dwx fmfbdg. MIWDZBCU Ofs, ca bex kebh wzo bei . C gfpi twoi, auw h bgfo, C fin hzwi, C gfpi co mx kguni acpis
Kih C keby xuz bgiwi ausw bgi ruuhi? WUMIU Bguz kb oipiw kebg mi aun fox bgeor MIWDZBCU C b au bty i, WUMIU O, rut b aciob. MINDZBCU Bgs kel e acbi o ch s g i WUMIU Ful et oub ki i co b 1 7
MIWDZBCU U givih £ fo inn quufl! WUMIU C e i b afv fot keti f qwuft ruuhi. MIWDZBCU K, ch oub bech g nupi? ouk fib beuz hudefgni, ouk fvb bguz Wumiu: ouk.
g K T e o b e g et T ofbew i, bl weuh e ot ko bu e <o auni QIOPUNCU Hiu b, ho b MIWDZBCU B e i o co . iy oy b e, QIOPUNCU B i i i hgx bfiinfii, leDchU U, byuz fivb tidicpit; C kuznt
i fob, dd nuority. WUMIU Giwith rautox rifi! (lobiw Ozaehi fot JIBIW) MIWDZBCU F hfen, £hfcn! QIOPUNCU Bk, bku; fhgewb fot fhmude. Ozwhi Jibisv! JIBIW Fouo! Ozwhi Mx. IWDZBCU Ruut Jbiv, bu et giv afd; auw. o
afo b afewiw afdi o[wm Km xiruut muwwuk riobnimio, leszcU i e riobnikumfo. O7whi Ch b rut o? MIWDZBCU Beh ou nifh, C binn xur,auw b ik gt ua bsi e ch ok a0 bg\jwulu o, iU 30 ! ke fmfo i ! WOMIU Ut ki, bafh ot g it v g b .
Qx mx buubg, cb ch kinn hict; ‘auw gemhina bu mfi. yzubg P? Riobnimsio, dfo fox ua acot bgi xuzor Wumiu? WUL xuz; qzb xuzor Wumiu kenn gi untiw m b usorb s b ofmi, s aon s ki, O Xa i i, MIWDZBCU it ch b
K Kin? piv inn b, feb kuhmx. i, i ca g . o, € dhet hamt duoctdi Kb s QIOPUNCU 1 e clc g b i o, MIWDZBCU T 1k, ik 1kt ! WOMIU Kf s b uro? MWVDZBCU O i hw: 7o 8w b £ iobi b ch hmior o ot v i .1 i
[Heorh] Fo unt gfwi gufw, Fot fo unt ¢, Ch piwx ruut mifl co niob Qzb f gfwi befb ch gufiv Ch buu madg auw Phduwi, Ko cb gufivh i cb gi hjiob. Wumiu, kenn xuz dumi bu xuzw afbgin'h? kinn bu tcooiw, becbgiw. WUMIU C kenn aunnuk xuz. MIWDZBCU Afwikinn, fodeiob nfx; afwikinn, [Heorcor] 'nftx, nfx, nfx. [1sizob MIWDZBCU
ot QIOPUNCI O Mt C o s, v Kfh st miwdgfo K i s gh e WUMIUF oo, orhi b i emhins v, ot Ko mu o icoshifo ko ot b co o, i Fo I foxbgor ot Con b g ko, o ki b g o

w

o mx fodciob ific; Nu, giwi zjuo. by

biiobx had Lideh: fot a C dfooub, Cm Hdzwpx cofpil i ouoi ua geh ipivex cofpi bu hi mi f geh jnifhzwi2 JIBIW C bk ou nifhi; ca C g, m kifuo h sipigiio uzb, C ik h huo th
e i, co i ot ot e ok o ok, . i bul s iy amvwrmuw‘xm hew, Flanet:for 0 b s s mi coyrowiur s ke il i, ke i b it i cobu Faun's
ufchi, h bgix b, cb hbgix i xuzor;fot b ab ki fo cn b o fo.fo pix kife tifncor. WUMIU Onsehi, dummiot i bu bgx nft fot mehiwiih. C jeubih z0bu bei-- Ozhi Ruut ife, ot afcbg. C
b i g e Nt N, e e skl WU K e o i o s oub i i O2whiC e b i, b, b s e WOMIUQ i e ! mih b umi b b g oo Fot b i Avt iy dn i
P fo v Giv<hans b o, Oy O o au or, WUMIU Kb s b, Orwhi B i, bw? WUMIU Fot hbfs, rut oz, gigot bei i ki Fot que neei Pbfdenit hbfows Keedg bu bgi gerg buj-fonfob ua
m hux Mahb gimx duopux . fot Ciun yzch bgx jfcoh: Afikinn: o b i, O Ok oo i i gL G . b, WML i b g, 6 sy O s s i T i . B s ] duzi s vt (7 WOVIDL Kt il
mx mfo'h fh bwzi fh hbiin, OZWHI Kinn, hew; mx mehbwihh ch bgi hkuhmb nl\x Nuwt, Nuwt! kgio 'bkfh le«bnuw!hur ‘bgeor:--U, bgiwi ch fougnimfo co buko, uoi Jfwch, befb kuznt afco nfx eocai fqufwt; gzb hgi, ruut huzn, gfi fh neia hii £buft, £ piwx buft, fh hii gem. C foriw giw humibemih fot binn giw bgfb Jfweh ch bgi jwujiwiw mfo; gzb, C'nn
Kfewfob xuz,kgio C b hu, g muuch fh i h fox dnuzb co by o Fibbi? WUMIU F, ozwhiskefb ua befh? qube kb o W. Ozsehi . mudeiw! by beiturh ofni, W ch auw bgi-Ous C couk cb gircoh  hgi g b ot
wuhimfiwx, bgfb cb kuznt tu xuz ruut bu gifw cb. WUMIU Dummiot mi hu bgx nnx Ozwhi Fx, fbguzhfot bemih. [Iscb. Wumvu] anw' JIBIW Fouo! Ozwhi Jibiw, bfei mx afo, fot ru giauwi fot fdi. [Isizob] WUMIU FOT LZNCIB FDB CC HDIOI P Dfjznibh uudgiwl [Tobiw LZNCIB] LZNCIB Bgn dnude hbwzde ocoi kgio C tet hiot bgi ozwhi; Co gfha
o gun el b o vt o i g g s . Uttt g . Twepeor B w vtk nupi, Keot-hkesb Drjct keorh. Ouk ch bgi 70 7o b
geh tfich luzwoi, f bkinpi Ch Gt hgi quvdbwuh ru\ Kfiwm xuzbgazn gnuut, Hgi kuznt qi fh hkeab co mubmm m Iqrnn wx kuwth kuznt gfotx giw bu mx hkiib nupi, Fot geh bu mi: Qzb unt aunch, mfox aicro fh bgix iwi tift; Zokcintx, hnuk, gifpx fot jfni fh nift. URut, hgi

oo Ot o ABIN] U g Kt ok Gl b g i b i 5 Gowhi i, e b . (1 JBIW) LENCIR O xibbinn bgim misken; Ca rut, bz hefinib bei mzhed ua i ikh Qx nfcor cb bu mi kb hu huzw fafd
O i . i e ik a5l 1 i 200 ot s g s g o O o,k s o, ok, B3 OV, o 07 o g0 . g oot g 0 e LENCID Gk g g s s g s
Buhfx ua quitbe? Bei finfi Ch nuorie isdzhi.Ch b oikh rut, uw qf? foikivbu befb: HEx cbghw fot Cla bk bei dewdzmbfodi: Nib mi g bbhact, chb uut v t? Ozwhi Kinn, xuz gfp miti e dgucdisxuz couk oub guk bu dguuhi fmfo: Wumiut ou,oub

bgurrg g afdi g b bgfo fox mfoh, ib geh ni sdinh fn mio'h ot fgot, ot Faub,fot Fqutx, . xib b i b anakis ua duzwhih, qzb, C'nn Kfvsfob gem, h riobni fh Fnfmg, Ru b kfxh, Kiodg: hipi Rut. Kb, fi xuz coit  gomi? LZNCIB Ou, o qzb fn beh et C couk
qiauwi. Kefb hixh g ua uzw mwecfi kgfh ua befb? Ozwhi Nue, guk mx ift dih!kefb i gfpi C1Cb gifbh h b k bikiob idin. M qfde U, mx e, b, Bu dibdg m tifbg kg fzobcor 7 fottuko! LZNCIB C afsbe, C in huwwox befb beuz fwb oub kin. Hiki,
ki, ki ewhi, i v, kufo HOxh s upi? Gzhi Xz up fsh,nefo guoi riobmimo,fot £ duwbiizh o cot, o  fthunt, o, C Kfwwiob,f powbazh, K ch xuzw mubgin? ONCID K it . < e K b 5107 Gk st B i o Mt s s bl i
mubgin? Orsehi U Ruth ft ifi! Fwi xuz hu gub? mfivex,dumi 3, C bwuk; Ch bech b juznbediauw mx fdgeor quoi? Giodiauwk e LZNCIB Givit o . O gt g xu o bu Al Niwiod i g
hbfxh fgzhqfot bu mf fkeai: Ouk dumih bgi kfoby it 7] co xuzw dgiich, Bgix'nn qi co hdfwnib hbwferg fb fox oikh. Gei xuz bu dgzwdg; C mzhb foubgiw kfx, Bu aibdg fnfitiw, wth oihb Mwe C fin bgi wwan m\ hum o xuzw tincrgb, Qzb xuz hgfin qifiv bgi gzwtio huuo fb ocrgb. Ru;
Cimbo o s b . 2XCIB G b gt Gusib oo, ki, 520] WUMIUFOT LZNCI FDBCHDIOIPC vt Niidt i [IebmAWCFW NEAVODE o WOMIU] AWCPW RERWIODI WUMIU o, fino! b

i beisdforia lux mico g hergh: Tu foth keb gun ke, B et it 1 e AW CE IO Bt e s s i bt b o e

i g bt dubani it g i B b Fevh b b k. i LZNC U nergh Kifw uzb b i et
beirubbfmiw ios, LZNCIR Runtipio b s st duibhus AWCEW NFZWIODI Wamia hgﬁmbg[oe b i aun g L2NCIS g g, h o o b g WOMIU P, L mg..,\.mmm e b O i nci ol o b b hen
i gt b b kg o g B i B D, b ua wwofniob: B
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bwzi nupi ch ko bu hzdy isdibh C dfooub hzm 7 hem ua g mx Kifibg. AWCFW NFZWIODI Dumi, dumi kebg mi, fot ki kenn mfei higuwb kuwes Auw, qx xuzw nifpi, fioi Ber o i [Isizob] WUMIU FOT LZNCIB FDB CCC HDIOI C F jzqncd jfdi [lobise MIWDZBCU, QIOPUNCU, I
fot Hiwplabh] QIOPUNCU C jufx bgil, ruut Miwdzbeu, nibh wibewi: By tx ch gub, bei D!]xmbhﬂ]mnﬁ.)-m. a ki milb, ki hgfn oub hdi fqwikn; Auw ouk, bgihi gub tixh, ch MIWDZBCU befb kgio gi iobiwh bei duoacoih ua fbfpivo dnfjh mi geh fot hfh Rut hiot
i ou ot ua b’ ot bgi ujwfbcuo ua b hiduot dz wikh cb o bgi ki, ko coriit bghvich o oit. QIOPUNCU Fm C e hzds f ainnuk? MIWDZBCU Dum, dumi.bguz b fh gub fLfde c0 bex muut f fos o Cbfn, ot f buuo mupit bu qi muut, ot fh huuo muutx bu gi mupit, QIOPUNCU Fot kgfb bu? MIWDZBCU OF, o bgiwi kiv bk
W, K gt i ot b, s sof Kt e b b Bt ke, b ke o kebe o bt glhz,[z,‘cw muwi, uwfdcw nibh, co geh gifwt, kebg Fmfo . gfpcor ou ubgiv i kb ixi qzb hadg fo ixi kuznt hjx uzb hadg Fyzfvwin? Bex gift
h fh azo ua yzfwwinh fh fo irr ch aznn ua mifb, fot xib bex i i fh fo turbyb afbg nfco i co bei hzo: tcthb bguz oub afin uzh keb fbfenuw auw kiieor sch ok tuzqnib giauw 1mbiw? kebg foubgiv, auw bcor gch
q U Fo C kiwi hu b bu yxiwwm M bguz fub, e b ncai auw fo g Sk MIWDZACU Bg i el Ukl QIOPUNCU Qx x i, g i b D st MIWDLHL\. Qx mx giin, C dfiwi oub. [lobiw BXQFNB.
fot ubgiwh] BXQFNB. C kenn hjife bu beim, Riob tio: £ MIWDZBCU 7 - BXQF fouzrg bu befb, hew, MIWI
kebguzb repeor? BXQFNB Miwdzbeu, bguz duchuwbihb kebg Wumiu,~ MIWDZBCU Duohuwb! kgfb, tuhb buz mfei 2 nue bu ecor s g mx actnbed mfei xuz thodi. "V ua mio:
Fot wifhuo duntnx ua ., U inhi tjfwbs giwi fn ixih rfvi uo zb. MIWDZBCU Mioh fot mib bgim rfvi; C mioh jnifhizwi, C. [lobis WUMIU] BXQFNB Kinn, jidi i kebg xuz, hew: giwi dumih mx mfo. wanzscu Qb Com g ot hew ca g K xuzw nepiv
e, b acit, i xumwaunkiv i o o b Wik s i g o BXQENE Wurmi, b i C g df vt O i biv byl -y { e, WOMIU i, Tubg mzdg. € ouoi; Biwiauwi
aftwikinn; B Qux, bech fot twik. WUMIU C tu jwubihb, € L Qzb nupi bgii gibbi \ Benn bguz by " . ruut Dijznib,—kgedg ofimi C biotiw Fh tifin fh mx uko——q
hibehacit. MIWDZBCU U dfom, chy [Twikh] Bxgfb, xuz mMMg.w. Kenn xuz kne? BXQFNB Kb kuznthb bguz i kebg mi? lenzscu Ruut ecor ua dibh, oubgcor bt C forth
i bgi iergb. Kenn xuz jnzde xuzw hkuwt v ch jebdgiv gx bgi ifwh? me kmm niblb meoi qi fauzb xuzw ifih iwi cb qi uzb. uxoms( i auw xuz. [Twikcor] WOMIU Riob Miwdzbet, 2 bgs wichw . MIWDZBCU Dum, hews i . (g crgh] WUMIU Tk, Qiopuncs: i ko b Kifuoh Riobnimio v b, auwaif
bish bt B i b cods sy g . Bxgfib! ruut Miwdzbeu! [ WUMIU' fiwm hibfgh MIWDZBCU, fot ancih kebg gch aunnukiwh] MIWDZBCU C fin gzw. F jnfizi u' qubg xuzw guzhi! C fim hit. Ch gi ruoi, fot gfbg oubgeor? QIOPUNCU Kb, fwb bguz gawb?
RIWDZBCU F. B, s, Thdwios: s, b o, Kot ch o 2 R pnnfe, s Hhwriso s ] WUMIU D, i g g dlooub i mm,, MIWDZBCU Ou, m, ....h i h £ kinn, ouw lmkcn h dgwdg-tuuw: qzb beh fouzrg, bkenn hiwpi: fhe auw mi bu-muwwuk, fot xuz hgfn acot mi f wfpi mfo. C fn jjiwit, €
e, s b ko, i b sz ! N, £ £, ez, £, b . s o e i, o, ki C bguzreb fn aus bei gibb. MIWDZBCU Ginj mi cobu humi guzhi, Qiopuncu, Usy C
hgfhn afeob. F nfizi o qubg xuzw guzhih! Bix gfpi mAi kuwmh' mifb ua mi: C gfpi cb, Fot huzotn buu: xuzw guzhih! [Isizob MIWDZBCU rox()l()Pl!N( U] WU i e robnimts, b J\\'mdmmfw fnx, Mx piwx awciot, gmk rub geh muwbi gzwb Co mx gigfa; mx wijzbfbeuo hbfeo't Kebg Brqfhbh hafotiv, ~Bxqfb, hgh fo guzw Gibg giio mx
cohmo! Ui Lancib, B i o miim simcotsi Fo o m i abio'pu's i (Wbt QIOPUNCU] QIOPUNCU U Wami, Wuti, g it i ifivbg. WUMIU Bech tfx e ot
bei kui, ubgitvh mzhb iot. QIOPUNCU Givwi dumih bei azweuzh Bqfinb qfde frfco. WUMIU Fnepi, co bczmjg! fot Miwdzbeu hnfo! Fkfx bu gifpio, K [Wi-iobity BXQFNB] Ouk, Brgfnb, i . Befb nibi bguz ripihb mi; aww wwazmnnmm(1\qmnchhmm Taqupi uzw
i, Hufcorsow bcoibu i gom dumifo: e b o o aubg.maf ke g BROPND B kv\l‘hdgnqux e Lt duohn g s, kb g i WUMIU B bifb. [Beix acrgb; 'U Wumiu, kfs, qi ruoil Bei debevioh fwi . fot Bxafnb hnfco, Hbfot oub fmfvit: bgi jweadi
. Cabguz fkfx! WUMIU U, C QIOPUNCU Kgx. [Iseb WUMIU] [ . &d] Acwhb Bxafnb, . kgedg kix wio gi? QIOPUNCU Biwi neih bgfb Bxgfinb. Acwhb Debevio Zj, hew, ru kebg mi; C
et g b it fm, . bt feods i, MUOBFRZ, DFTZNIE. b Kepih, Tt ugiuh] IWCODI K o b pen o s b w? QIOPUNCU U o mm C dfo tehdupiw fn Bei zonzdex mfofi ua bech afbfi qwfkn: Beiwi ncih bei mfo, hnfco qx xuzor Wumiu, Bfb hnik bex ccohmfo, qwipi Miwdzbeu. NFTX
BRYENTS B, o kot Um. gl U e U ek by guot ch b U sl oo, T g b s A qrut v, gk s Moo U dnzl)cn duzheo! JWCODI Qiopuncu, kgu qirfo bgeh qnuurx awf? olovw('u Bxqfinb, giwi hnfco, kgum Wumiuh gfot tet hnfx; Wumiu bgfb hjuei
gt g e gitgsoe Guk o ek [t v bt Xoew o bech zbbiwit dfm nuue, coiih ixqfinb tifa bu jfdi, Kgu fin fh gub, bzwoh tifinx jucob bu jucob, Fot,
ey hioth Cb qfde bu Bxqfinb, . Wibuwbh cb: s Gurh ot i, Wb fot, nmmw\,,,m achbuors, G freni itk b b o, Fot o bglm wzhgih; zotiwoifbg kguhi fvm Fo iopeuzh bgwzb awum Bxgfib geb
ng ncai Us hibuzb Miwdzbeu, fot beio Brgfnb anit; Qzb qx fot gx dumih qfde bu Wumiv, Kgu ef qzb oiknx iobiwbfco't wipiori, Fot bu b bgix ru ncei nergbocor, auw, iwi C Duznt twik bu jfiwb beim, kih hbuzb Bxqfnb hnfco. Fot, h gi ain, tet Wumiu bzwo fot anx. Bgch ch bzi bwzbg, ww nib Qiopunc tci. NETX DFJZNIB Gi ch f ccohmfo bu bgi
hi; b i, Fot fan beuhi bkiobx € abbed g b pcod e Wi ik B, Womi oo cps IWCODI Wi ik, b i Kook b e sch i ot g uki?
Mooz Oub Wi, jweod, gi ki hguznt iot, Bgi ncai ua Bxqfnb. JWCODI Fot au bafb uasiodi Conmitefbiny kit iscni gem giodi: C efpi afbih jwudiiteor, My g : Qzb Cnn hbwuor facoi Bgfb xuz
hgfhn fan wijiob bgi nulih ua meoi: C kenn g tifa bu jnificor o mlzmh Ouw bifwh ouw jwfiwh hefn jzwdufhi uzb fazhih: Bgiwinuwi zhi ouoi: nib Wumiu giod co efbi, Inhi, keio gih auzot, Qifiv X [Isizob] WUMIU FOT LZNCIB FDB CCC
HDIOI CC Dijznibh uwdgfivt. [fobiw LZNCIB] LZNCIB Rifnuj ffdi, xuz aciws-auubit hbith, Bukfwih Jguigzh nutrcor: hadg  kffuoiw Fh Jgfibguo kuznt kecj xuz bu bei kihb, Fot qweor bx dnuhi dzwb b, Bl ixih mex keoe fot Wumiu Nif] bu bgihi fwmb, zobfiet ua ot zohilo.
‘Nupivh dfo hii bu tu beiew fmuwuzh webih Qx biew uko gifzbeih; uw, ca nupi qi gneot, Cb qihb fiih kebg ocrgb. Dumi, depen ocreb, fn co g, bu nuhi Fkeoocor i i focor co mx dgich, benn hbwfori
nupi, rwuko quat, Bgcoe bwzi nupi fdbit hemjni mudhby. Dumi, oergb; dumi, Wumiu; dumi, bguz tx co ocrgb: bi keorh b Kgcbit Fwipio qfde. D i ocrgb, g, R s Wi . kg gi b i, B e ot i s uzb co nebbni hbfwh, Fot gi kean mei
beiafdiua gifpio h acoi Bfb fn b kvt kenn g o mup kebg oergh Fot 6 o kiwhecj b b v o U, C i quars b o a P, Qb ot jublib' cb, for, bz C fm b, thu (i Fot mx oub kifw bgim. U, giwi

dumih mx ozwhi, Fot hai queorh oikh; fot ipiwx. Wamiu'h ofim hjifeh gif [lobivw Ozwhi, kefb oikh? Ke bei duwth Betb W bt oo Ex, fx, bgi duwih. [Bgwukh bim mka] LZNCI Fx i kel ok o b g koveor b gfoths Omuhi P kmn 1
1, 7, 70 G K i, i, sl e b om0 LZ‘NCIB mu i gihu pruzh"Omthumlu o, Bguzry gi oub: U Wumiu, Wumiu'! Kgu ipiw kuznt wfpi beuzrgh cb? Wumia! LZNCIB Kefb tipen fvb bguz, tehimi
ginn. Gibg Wi hnfco gembina? hii beuzq: - bafb gfvi pukin C" hgfn juchuo muwi fin oub C, ca biwi gi hzdg fo C; i bauhi i e bgfb mfei bgii fohkiv C.’ Ca g qi hnfeo, hfx 'C’; uw ca oub, ou: Qweia huzoth tibiwmeoi ua m kifi uw kui. Ozwhi C hik bgi kuzot, C hik b kebg meoi i

Kbz duh i h thgih, . Fan co ruwi-quut; C m gifib! juuw qfoewzib, quwife b uodil Bu jwchuo, ixih, ofiw muue uo negiwb! Peni ifiwbg, bu ifibg wiheros iot mubcuo giw: Fot beuz fot Wumiu jwihh uoi
sifbx qeiw! Ozwhi U Bxafb, Bxqfb, bgi qihb av.cmn(‘ ! U duzwbiuzh Bxafnb! guoih riobnimfot Bafb ipiw C hguznt nepi bu hii b it LZNCIB Kafb hbuwm ch hgclv et s duuhwfwx’(h ‘Waumiu hnfzegbiw', fot ch Bxqfb Gt? Mx tifw-nupit duzhco, fot m tifiiv nuwt? Bgio, twiftazn buwzmjib, huzot bgirioiwfi tuum! Auw ket
Peper c bguh ki O B h ot Warni ot Wi g e g, hafocg LZNCIB U Rttt Wami ft it B qust? Onvhi Ch <t b, ] LZNCIR U i gifv, it kg anikicor i Tet s o afew 4 Qi b i o uptaig

wipio! kunpehg niing! Tibjehit hzqhbfod; ihb, F tfmoit hicab, f U ofbzwi, kgfb gfthb bguz bu tu co ginn, Kgio bguz tethb qukiv by hjeweb ua faciot Co muwn jfwfichi ua hzdg hkiib anihg? Kih ipiw quue duobftocor hzdg peni mibbiw Hu afewns quzot? U bgfb
tidich hguznt tkinn Co hzdg f ruwriuzh jindil Ozwhi Bgiwih ou bwzhb Ou afebg, ou guoihbx co mio: . jiwlzwit, Fnn b, n!n@ fn lchhlmqnmh F. keivvih mx mfo? repi mi humi fyzf pebii: Beihi rwciah, beihi kuih, beih Hefmi dumi bu Wumiu! L buorzi Auw hzdg Pkehg! gi kih oub
o bu hgni: 20 gsh qwuk hgini h hgiic bu b Avw et u, C bu dgeti fb gem! Ozwhi Kenn xuz hife kinn ua gem LZNCIB Hgfn o hgbch mx gzhqfot? Fe, juuw mx nut, kefb buorzi hgfhn himuubg bgx.
ofmi, Kgio C, bex b 7 Qrb, i feo, tethb beuz ecnn mx duzhco? erhqfot: QI h bifih, qzbfw twuh ginuor bu ki, Kgedg xuz, mehblecor, uaaiw 2] bu lux. Mx gzhqfot nepih, bafb Bxafnb kuznt gfpi hnfeo; Fot Bxqfhish
tif, ‘hqfot: Fan K ki C bgio? Kuwhiv bgfo Bxqfibh tifbg, . U, cb jwihih b tith bu heooiwh meoth ‘quinbch R, fot Wumm«qfnchgn. Befb gfochgit befb uoi kuwt qfochgit Gibg hnfco bio
hgmh[ex mthn Bxgfibh mhg Kih o . e ft g U b kumncrghh otk Fo i ki g woet kbg ubgv rwca, ke nunnuk'\uuh ke hgi bt Brafnbh i, Bex abgi,uw bax mubgi, o, un aub Qb kg itk qfibh titbg, Womiu
chg Bxgfi, i efb ki huzot. Keiwi ch mx Kfencor upiw Keon xuz ru bu beim? C

hgchg‘w um 1B Kilwghgw M kn7mh Keb bifwh: munhg n mh]mh Kgohgmuh P o, auw Wumm'hq!mhgvmob Bieizj hguhduwm Juuw waiih, xuz fwuqmﬁmx Qg ot C: au Wamich e Gi il s  ergk b o i, Qs C, P, e mfstio-keuki. Dumi, uth,dum, o7, Ci b Kitcor-gi Fot b, ou
k five xi. xuzw Wumiu kenn gi givi fb ocrgb: C'in bu gem: gich get fb Nfzwiodi'dinn. LZNCIB U, acot gem! repi bech weor bu mx bwzicoere, Fot et gem dumi bu bfci geh nfhb afivikinn. [Isizob] WUMIU FOT LZNCIB FDB CCC
||n|o| o u chm mmqam dmv\ Tiob AWCEW NEZWIODI] AW( T NEAVIODI o, dum: mwhb i s, b ifan i Faanedbouo oy s b A, Fot b T it b b, [obn WUMIU) WUMIU Al kel o ke ch b oeodh s ? Kb sk dufph Ryefoblodi s o, ngm 5 xib
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fwgebwibcor bfb Kegeds bei dummehheuo ua bex xifih fot b Duznt bu ou chhzi ua bwzi guouz qweor. Qi oub hu nwor bu hiife; € nuor bu tci, Ca AWCEW  tfzxghiw: C tu hix Fecot ua guji, Kgedg defpih fh tihjiwibi fo isidzbeuo. Fh befb ch thjiwfbi kged ki kuznt jwipiob. Ca, wibgiw bgfo bu
mfivwx Duzobx Jfweh, Bgaz gfhb bei bu hnfi bexhina, bgch hfni, b b Flc b i, Co i b wims. LZNCID U, gt minif, wibgh bfo s Jfch, Avur s b bt s xote bkivs Uw
kine co bgeipehg kiih; uw qet mi nzwe Kegivi hisjiobh fwi; dgfo mi kebg wufieor qifivh; U L Utiw-dupivvtyzebi kebg . Kebg wilex hefoch heznnh; Uy Fot geti mi keb it mfo co geh hgwuzt: Bgeorh bfb, bu gifi bgim bunt, gfpi mAti mi
bwimani; Fot C kenn tu cb ktl«gu:bwlw o, B o 7ot ks b s . ANCEW NFZWIODI G b g g i ep dushioh i Jinch Ko ch bu-miauk: Bi-muswuk o e beth bw nsllnuov Nib aub bigx ozwhi nei kebg bt co bx dgfmgiv: Bfei byuz bgeh peh, aicor byo co qi, Fot bgeh
b hzwdifhi: Ou kfivmbe. ou quifbe, hefn bihbeax bguz nepihb; Bei wuhih co bex nejh fot deiieh hgfn afti Bu jfi tgih, bex ixih' keotukh afin, Neei tifbg. kgio gi higzbh 7] bgi tf ua ncai 1fdg

3w, tiwepit g, Woow ot e rumum bgch Kt fot auwbx guzwh, Fot bgio fkfei h awum jnifhfob hnii. Ouk, kgio b git,bigiwi ivb byuz i Bio, fh by mfooiw ua uzw.
duzobwx ch, Co bex giftb wugih zodupiw't uo bei geiw Bguz hefb qi quwoi bu befb Mml ool Ko bt cco s b D . Co b o b, ks b i K, o Wari g ibinhcouk e e, Fot gumw mm sidami ot o1 C Kenn g by Kocar, ot byl i i Wari iy b it
Micbzf Fm bgch hgfon awii bgnxwum beeh juihiob hefmi; Ca ou coduohbfob bux, ouw kumfochg aifw, Fafbi bgx pfuzw o bei fdbeor cb. LZNCIB R AWCFW NFZWIODI kebg hjiit Bu Miobzf, kebg mx nibbiwh bu bex nu

pi ot o g v, Afwikin, 5 fbgi! (sizb] WOMIU FOT LZNCIB FDB CPHDIOI CC G <o D shi [!ubvw DFJZNIB, NFTX DFIZNIB, b, ot s Hiwpeormiol DEIZNTS H o i tuynh\ m ivwi fvi kweb. [1scb Acwhb Hiwpfob] Hewsvfi,ru gewi mi biiobx dzoocor duuch

oz hgtn g Con buwx ca bix DEJZNIB Guk bgim hu? Hiduot . hew, beh nede geh DEJZNIB Ru, gi rwoi. [Iscb Hiduot Hipfob] Ki hgfn gi mzdg
zoazwochgit auw bgeh bemi. Kgfb, ¢h mx Afzrgbvw ruoi bu Awefiv Nfzwiodi? Ozwhi Fx, auwhuubg. DFIZNIB Kinn, g mfi dgfodi bu tu F ' Ozwhi Hii m vt g e e, i LZNCIB] DFIZNIR Gk ok, il ki i xo i rtcor? LZNCIB K
C gfpinifivo't mi bu wijiob bi heo U tchugitciob ujjuhchcuo Bu xuz fot xuzyw qigihbh, fot fim ioluca't Qx gunx Nfzwiodi bu afi jwuhbwibi giwi, Fot qir xuzvw jfviuos: fwtuo, C qihiidg xuz i gem ua beeh: C'un gfpi bgch coub coch 2j bu-muwwuk muvocor. LZNCIB C mib bgi
xuzbgazn nuwt o Nizwiodi dinn; Fot rfpi gem kgfb qidumit nupi C mergb, Oub hbij 'ty by quzoth ua mutihbx. DFIZNIB K, C fin mit uo'b: bych ch kinn: hbfot 7 Bgch ch Ihlvhg.umlqn N i b durob . i, s ot i 6o i, Ok, I«u\ukul'bxm wipivwiot gunx aweiv, Uz kguni debx ¢h mzdg quzot bu gem. LZNCIB.
Ozwhi, kenn xuz ru kebg mi cobu mx dnuhib, B fmiobh Fh NETX DFJZNIB Ou, oub benn Bgzwhifx; bgini ch bemi iouzrg. DEJZNIB Ru, ozwhi, u kebg giw: kinn bu dgzwdg bu-muwwuk [Isizob LZNCIB fot Ozwhi] NFTX DEJZNIB Ki hefn gi hguwb co uzw jwupcheuo:
“Beh ouk oifw ocrgb. DFIZNIB Bzhg, C kenn hberw fquzb, Fot fin bgeorh hyfin gi kinn, C kfwwfob by, keai: Ru byuz bu Lzncib, ginj bu tide 7] giv: Cin oub bu qit bu-ocrgbs b mi fuo; C'nn i by guzhikcai auw bgch uodi. Kgfb, gu! Bix fwi fin auwbg. Kinn, C kenn kfive mxhina Bu Duzobx Jfweh, bu jwijfwi gem 7 Fricoh bu-muwwok: mx
it h o b, Heod: b kvt o ch s idnfi, [ b] WUMIU FOT LENCIR FDB P HDIOICCC Lancih dgngiv lbiw LZNCIS fr O] LINCIE Fx. b Ibbc\uh( Inb: gzb, riobni ozwhi, C jwf beii, nifpi mi bu mxhina bu-ocrgb, Auw C gfpi oit ua mfox uwchuoh Bu mupi bgi gifpioh bu hmeni zjuo mx
bfbi, Kgedg, kinn biuz coukib, ch dwuhh, fot azon ua heo. [lobiw NFTX DFJZNIB] NFTX DFJZNIB Kgfb, fwi xuz qzh, gu? oit xuz mx ginj? LZNCIB o i Fot 7 kebg xuz; Auw, C fin hawi, xuz
‘2fpi xuzw gloth aznn fan, Co beeh hu hztto qzhcoibh. NFTX DFIZNIB Ruut ocrgb: Rib beii bu git, fot wihb; auw beuz gfhb oit. [lsizob NFTX e Ozwhi] LZNCIB Afwikinn! Rut coukh kyn Kibghn it o et h by picoh, Bgb 2] bgi gifb ua ncai: Cn dfn bgim qfide frfco bu
dumauwh mi: Ozwhit Kgfb hguznt hgi tu giwi? Ms tehmfh hdioi C oiith mzhb fdb fuoi. Dumi, pefn. Kgfb ca bgeh mesbzwi tu oub kuwe fb fin? Hgfin C muwocor? [lewrluku iw tiriv] Kafb ca cb gi Fjuchuo, kgedg bei awew Haqbnx efbg meochbi't bu gfpi mi tft, Nibb.

bu Wumis? C aifiv cb ch: fot xib, mlhgweh b hguznt oub, Auw gi gfbg hbenn giio bivet £ gunx. mfn Guk ca, kgio C o bg.\mmq,cm. jauwi bgi bemi bgﬂ) Wumis D b it gt {ifvaznjucobt Hefn C ub. b, g i c b pnb, B kg
e g ou gm0 guibgih o, Fot by ot i s Womi duni? U, Co neci, Bai i infdi- Fh co fpfznb, fo L Kgiwi, quoih Ua fim mx qzuweit fodihbuwh fui jfdeit: K give gnuutx
Bxqfib, xib qzb rwio co ifwbg., Neih aihbiweor co geh hgwuzt: kgiwi, fh bgix his. e oweh s . fnfde, L Hu i iccor kel hminnh, Fot heweich uzb ua bei \fwhg, Befb nepes . gifieor beim, w70 mft:-- U, ca C kfei, hgfn C oub qi
tehbivfzrgh, lopewuoit kebg fn beihi getiuzh aifwh? Fot mftns jnfi kebg mx auwiafbgin'h Iucnbh‘Fm ande bgi mlomn Bxqfib awum gch hgwuzt? For, co bgch wi, kebg humi nwifb ecohmfoh quoi, Fh kebg fdnzq, tthg uzb {2 U, nuue! mibgcoeh raubb Hiecor uzb Wuniv, Zjuo fwhiciwh
jucob: hbfx, Bxqfiib, hbfx! Wuniu, C dumi! bach tu C tweoe bu beii [Hi afinh zjuo giw git, kebgco bi dzwbfcoh] WUMIU FOT LZNCIB FDB CP HDIOI CP Gfin co Dfjznibh guzhi. [lobis NFTX DFIZNIB fot Ozwhi] NFTX DFJZNIB Gunt, bfei beihi cixh, fot mhdg muwi hjcdih, ozwhi. Ozwhi Beix dfin auw tfbih ot yzcodih co b jfibwx. [lobis
DEIZNIB] DFIZNIB Dumi, ibew, hbew, hhew! beihiduot dude gfbg dwuk, B dzwaik-qinn g wror, heh bgwi widnude: Nue bu b e mifth,ruat Forinedf:Hif oub au bgidub. Orwhi Ru, uz dub-yzif, . Rib xuz bu g afebg, Xuzan g hede bu-muwalk Auw bch ocrgh kibdgeor. DFIZNIE Ou, oub kgeb: k! C gipi kibdgt iwi oukc
Fon oergt . NFTX DFJZNIB F i  Qzb C kenn [isizob NFTX DFIZNIB fot Ozwhi] DEJIZNIB F lifuzh guut,flifnuzh guutt [Jobiw bgwii us auzw Hiwpeormio, kebg hicbh, nurh, fot qfeibh] Ouk, ainnuk, Kefbh bgiwi? Acwhb Hiwpfob
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e b duse v g C couk o ket DFJZNID M i, s s (s Acwb Hiwpio] e s v ks D i, ke b b ki b i, HiduotHinpio C i b b b aot b urh,F i b i b mibi, ] DFIZNIE M, ot K e i ki, e
hgfnb gi nurriw-gift. Ruut afcbg, eh tx: Bgi duzobx kenn gi giwi kebg mzhed hbwfergh, Auw hu gi hfet gi kuznt: C gifw gem oifw. [Mzhed kebgeo] Ozwhil Keail Kefb, sl Kafb, ozwhi, C hii! [Wiiobit Ozwhi] Ru Kfeio Lzncib, ru fot bwem giw zj; C'an ru fot dafb kebg Jfih: gei, mfei afhbi, Mfei gfhbi, bgi qwetinwuum gi ch dumi fiwiftx: Mrei
i, C i, (o] WUMIU FOT LZNCIB FDB CP HDIOLP Lanihdgtgi. Lo O] ORI kalh, mchbibh! Lane! i, C Kl g, bt K, nin e, i s e £t Ko, nuyl.Chfx’mﬁlm‘ i kg, qwetit Kaf, oub Fkunt? xuz b xuzw foaxkunwbgh ouksHii ki auw bei ois octgh, C
Kfiwwiob, Begi Duzobs Jfweh gibg hib 2 sch wihb, Bgfb xuz hgfan ot huzot ch hgi fhnij! C mzhb oiith kfei gine. Mtfm, mftfin, mffm! Fx, nib bgi duzoby ) [Zowikh bgi dzwbfeoh] Kafb, owihh't! fot co xuzw dnubgih! fot ko fifco! C
mzhb oiith ki xuz; Nitx! nfix! nfix! Fnfh, fafh! Ginj, ginj! mx nftxh tft! U, kinn-F-fx, befo ipiw C ey quwol Hmm fyzTpebii, gm i ot ! Hobie NFTX DFJZNIB] NFTX DFJZNID Kot mnhnh o G U it NFTX DFJZNID Kl ch bt mbbiw? O o, muvet U i it NFTX DFIZNIE U . Ut M dgen,
mx wonx neai, Wipepi, nuue zj, uw C kenn i kebg bgiil Ginj, ginj! Dfin ginj. [lobiw DFJZNIB] DEJZNIB Auw hgfini, qweor Lzncib auwbg; giv nuwt ch dumi. Ozwhi Hgith tf, tdifhit, haih tit; fafde bgi ! NFTX DFJZNIB Fufde bitf, haih R, heih tif, heih it DFIZNIB G nib mi hil giw: uzb, ffh! hgif dunt: Giw gnuut ch hibbait ot giv

Tucobh fwi hbcaa; Neai fot beihi ncjh fpi nuor giio hijfwibi: Tifbg ncih uo giw ncei fo zobs b Zivo ua fin b acint, Ozwhi U nfiniobfqni 1! NFTX DFIZNIB U kuazn bemil DFJZNIB Tifb, befb gfbg bfio giw Beih z mx b hiife [lobiw AWCFW NFZWIODI fot JFWCH,
kebg Mzhedefoh] AWCEW NEZWIODI Dumi, ch bgi qweti wift bu ru bu dgzwdg? DEJZNIB Wiflx bu . qzb oipiw bu wibzwo. U huo! bei ocrgb qiauwi bex kiticor-1fx Gfbg Tifbg nfco kebg bgx keai. Bini hyineib, Anukiw fh hgi kb, tianukiwit gx gem. Tifbg ch mx huo-co-nfk, Tifbg ch mx giew; Mx tizrgbiv i gibg kitit:C kenn tei, Fot nifpi gem
r..... ncai,ncpeor, fn ch Tifbg'h. JFWCH Gfpi C bguzrgb nuor bu hi bech muwocorh afdi, Fot tubg cb repi mi hzdg fhergh fh bgch? NFTX i, kibdgil, gfbiazn tfx! muzw befb i bemi hfk Co nflibeor nfquz ua geh jenrwemfri! Qzb uoi, juusw uoi, uoi juus fot nupeor dgent, Qzb uoi becor bu wiluedi fot hunfdi

o, Fot dwzin tfbg gfbg dfbdg' cb awum mx he iU kuil U kuazn, kuazn, kuazn 6! Mubb nfiniobfni tfx, muhb kuazn 1, Befb ipiv, ipiw, C tet xib gigunt! U tfx! U tfi! U fi! U gibiazn tx! Oipivw kfh hiio hu qnde fufx fh bgch: U kuazn tx, U kuazn tix! JFWCH Qirzenit, tepuwit, kwuorit, hicbil, hnfco! Muhb tbihbfani tifbe, gx b girzen's
O duvindin bai yumup\wh;,unkn‘ Uil U el oub ool gaboupi o gt DRIZNIS Ttk ki, g, et Zodumawbf b, kg b bigus ook B it vty iz uimoch? U dgen! U dgen! s buan ot o s dgin! T b bgua! Pl gt Pt g mx dgent mx o o e
AWCFW NF: ib Co bgihi duoazhcuch. ouk gifpio gfbg fn, Fot fan bei qibbiw ch cb auw bgi mfet: Xuzw jfwb co giv xuz duznt oub cij awum tifbg, Qzb giffio ciijh geh jfiwb co ibiwof ncai. Byt muhb xuz huzreb kih i jwumubeuo; Auw

xuzw gifpio hgi hz,nzmq\ﬁplﬁdn o k,u < ouk. Hior hoh Ao Fqup g o, g il chon U, b iyl xu pl xuzw dgt b s, B ez wao \mcm et hch ki Hath o i mive mn, ncpih mivweit nuor; Qzb hih qihb mfwwcit bafb teih mfwweit xuzor. Twx 2 xuzw bifih, fot hbede xuzw wuhimfwx
Uo bech afew duwhi; fot, f bei dzbum ch, Co fin giw qihb fiww gif giw bu dgzwdg: fo nfiniob, fvi JZNIB Fan becorh bufb. Bawo awum Uzw i bu Fhit gzwern
i, U i o b i o dafor, U e anuki vt s e i Fot i bscor dafor b b bl dugbw . AWCFW NEZWIODI Ho i cor o, . ke e Pt . How Jch: s ot i 5 ok b s i sbu i i B i 0 i 200 s s hami e Maps e 00
i e o g s ko (s DELZNI, KX DFLZA JFWCH, ft ANCEW NFZVIODI] Acwb Maiedfo Al i i i, 1 OewhiGuoil stk b A, i s ok b cb nc\mman\. bl s Mol . g b, b i g it (o JIBIW 1B

i bgim

Mzhedef hedefoh, ‘Gifwbih ifhi, Gifibh it U, fo xuz kenn gfpi mi nepi, jnfk ‘Gifwbh it Acwhb Mzhedefo Kgx ‘Gifwbih ifhi? JIBIW U, mzhedefoh, gidfzhi mx. glfwl)chhmunlxh M gify “U, jnfi mi b “ zmj ki "beh ou bemi bu jnfi ouk. JIBIW Xuz kenn oub, bgio?
Acwhb Mmdue O C o bgio repi cb xuz huzotnx. Aewhb Mzhedefo Kefb kenn xuz repi 207 JIBIW Ou muoix, uo mx afch, 4zb bgi miie; C kenn repi kenn B Bgio kenn C nfi bghlwpwrdw\[bmlhxfmw o i ke dfe o g Com i
2, Co 7 x ub ol Ao Moot B vz wizh ot af . xu2 obl . Hiot Mo . o i i, ot b xva ks JIBLW Bl g 0z kchz,mx keb! C kenn bei i meot
uijwihh, Beio mzhed keb giv henpive huzot-- ks henpivw huzot? kix 'mzhed 17 Kefb bk xuz, . hkih huzot JIBIW Juibb! Kefb b oz, Garg \\uud-:"H\duol NihadetoC i i husot: g et st s b, JEIY o bt th Bk xuz,
Limih Huzotjubb? Bgewt Mzhedefo Afchg, C couk oub kefb bu hf. JIBIW U, € dwx xuz mivwdx; xuz fiv bei hearis: € kenn hfx auw xuz. Cb ch hed Kebg i ginj tubg * [1scb] Acwhb Mzhedefo Kgfb fjibbeniob eofpi chmn
i o Nhedsf Glor g LS D ki o v bl b ol o o (130] WOMIU FOT LN D P HDIO! C Mt F Howit, o WUMIC] WUMIU Ca s b b anfcor i M i b gfot: Mx quhunh
bach i Neabh mi fqupi bei rwuzot kebg dgi \.guzrgh]v C twifinb mx nftx dfni fot auzot mi it~ Hbwfori twifin, befb repih £ it mfo nifpi bu bgeoe!— Fot qwifbgit hadg ncai kebg echhih co mx ncjh, Befb C wipepit, fot kih fo imjivuw bgm\‘ sk kil h nupi cohina juhibs, Kgio gzo nupih hgfuki rwumwmm e
[lobise QFNBGFHFW, quubit] Oikh awum P . Qfibufhfw! Tuhb byuz oub aw \mhg.mwcukumgmx nfix? Ch m afbgiw kinn? Guk afiwih mx Lzncib? befb C fhe fifco: qi cnn, ca hgi gi kinn. io b ch kinn, fot oubgcor. qui hniih co Fot giw
emmunbin Jl\vhkchz,mrmh segh,C ik h it sk co st i, Ft Jwﬂ\mhmbuu: julib bu binn b xuz: U, jfituo mi auw qweorcor bgihi enn oikh, Heodi xuz et ifpi cb auw mx uasedi, hew. WUMIU Ch cb ipio hu? bgio C tiax xuz, hbfiwh! Bb\ucnukhb mx nutreor: ib mi coe fot v, Fot gewi jubb-guwhih; C kenn giodi bu-ocrgb.

idg xuz, hew, gfp nueh fv i fot ke, WUMIU Bahg, gz b dicpis:Nip i, ot b bgor C gt by . G b o nibbih bu i awur b aw? QENBGFHW Ou, s rut it WUMIU Ou bbiw: i b o, Fo gwibguhiguwhi Con kg by

Howteah (s QENBGFHFN Kin, LGub ckum nci kebg beii bu-ocreb, N it s i U mehdgeis, bguz fivb hkcab Bu fobiw co bei bguzrgbh ua thjiefbi miol C tu wimimiw fo fubgidfrx,-- Fot giwifguzbh i tki C oubit Co bibbiw kiith, kebg Dznncor ua hemjnih: miffwi kiwi geh nuuch, Hgfj
mehiwx gft kuwo gem bu bgi quoih: Fot co geh oiits heuj fbuwbuchi gzor, Fo finerfbuw hbzaat, fot ubgise hecoh Ua cn-hefjit achgih; fm fquzh ech hinpi F e dduzo ua imibx qusih, R ibgio ubh,anfvh fo mehi hih, Wimofolh uadebgwit ot unt dfeh ua walih, K bgeons hafobiw', b e gk, Oubeor bech oz, b
mxhina C hfet Fo ca fmfo tet oiit juchuo ouk, Kguhi hini ch jwihiob tifb co Miobef, Giwi nepib f dfcbe Fot bgch hfini oiitx FhC ich byt bk, Qcor e, by i . K g! ubgslfd ok Fbyi]
Fjubgidfivx Keu dinh hu nuze2 WUMIU Dumi gebgivv, mio. C hii bafb bguz fib juuw: Gunt, beisvi ch auwbx tzdfbh: nib mi ganm'fm ua juchuo, hzdg huuo-hjitcor rifw Fh fn b picoh Befb bi ncai-Kifvex bfeiy mfx afon tit Fh peuniobnx fh by juktiv acwit Tubg.
zww. avum bei afbfin dfoouo'h kumq, Fjubgidf Hdg muwbin twzh C gfpi qzb Mfobefh nfk Ch it bu o i bafb zbbiwh bgim. WUMIU Fwb bguz hu qfv fo aznn ua kibdgitoihh, Fot aifwlib bu ci? afmeoi ch co bgx daiich, Oit fotuifwithcuo Hbfiwpibg co b ixih, Duobimjb fot irfwx gforh zjuo bex qfde; By kuwnt ch oub by awciol ouw
baf it ;B Kt ot o kb g weds: Do g b, o i ot bch. s M jupib, g o m e, duobiobh. WUMIU C b, ot o k. g b b o o eyt b ke, Fot s s o, gt b o Us biob i,k o xue

hbwfergh, WUMIU B ch bgx runt, kuwhi juchuo bu mio Byfo C hinn b juchuos; bguz gfhb hunt mi ouo. ihe. Dumi, duwicfh fot oub juchuo, ru kebg mi Bu Lzncibh rwfpi; auw bivvi mzhb C zhi beii
[1sizob] WUMIU FOT LZNCIB FDB P HDIOI CC Awefw v [lobi AWCFW LUGO] AWCFW LU(‘()(mn\Awlodchdf«nwdu'qwuhgm ut [lobise AWCFW NFZWIODI] AWCFW NEZWIODI an]\hﬁm hguznt gi bgi pucdiua Awefw Lugo. Kindumi awum Mfobzf: kefb hixh Wamiu? Uw, ca geh meot gi kweb, repi mi gch nibbiv.
AWCFW LUGO Rucor b uzb Ui ua uzw bu fhudefbi mi, Giwi co bgeh debs. . Hil b v, fot Kzt ou i h g bt m i b Miobaf b b i
AWCEW NEZWIODI Kg i sibbi. b, b Wami? AWCIW LUGO C duznt o ot .—givi cbch o, Ou " i o wcor b b, i ki i s coidbeso, AWCEW NEZWIODI Zogi auwbol s b, B nibi Ua tifw cmjuw, for Mtk o madg
tforiv. Awefiv Lugo, ru giodi; Rib mi fo cwuo dwuk, fot qweor c hbwlcrgb Zobu i dinn. AWCFW LUGO Quubgi, Cnn u fot quicor b bgi. [1scb] AWCFW NFZWIODI Ouk iz C bu i muozanioh a: Kebeco bei guzvh kenn afew Lancib ket Hei keon

Qb C ken
Kovebi frco bu Mfobzf, Fot e giw b mx dinn benn dumi; L dnuhit co fft mo! 1] WUMIU FOT LZNCIB D P HDIO! CCC Fdgzdgs; ¢ Tbum glarso b b Do (o JFWCH fo g i foor sk o v IFWCH Regi i g bwdg. g giodi, 1 I)M’m mm i e,
ause C kuzntoub g . Zoti xuot xikbwi nf b for, Guntor ot dnalibu Hi kebg terrcor 7] ua rwipih, b kegehbi bgio bu mi, Fh herofhn befb C qet b, ru. JFRI
[Fheti] C fin famuhb fawfet bu Bbfot fuoi Giwi co bgi dgzwdgxfwt; xib C kenn fipiobzaw. [Wibewih] JFWCH Hiib anukiw, kebg anukiwh bgx qwetfn git C Ivhmk——Ukm'hsx dfou ch tzhb fot hbuoih: - Kgedg kebg hknhkﬂnwncrg\nx( Kenn tik, Uw, kfobeor bafb, kebg bifwh tehbenn't gx mufoh: Bgi ughiyzeih bafb C auw hgukcnn eij Oergbn.
gt qi bu hbwik bex rfpi fot kii. [Bei Jii kechbnih] Bei qux repih kfwocor humlbgmr b . Kl it s Kot by K g, B vl v o o s upl we? Kl Kb g s o, e, g, (W) o WUMIU fo QENBGFHE. ke, mibuce, ] WUMIU Ropimi b mibbuds
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Wumia. [Isizob]

If you tried to encrypt this by hand, working 12 hours a day and taking time off for weekends, it
would take you about three weeks to encrypt. And you would probably make some mistakes. It
would take another three weeks to decrypt the encrypted ciphertext.

Your computer can encrypt or decrypt the entire play perfectly in less than two seconds.

But you need to know how to program a computer to do the encryption. That’s what this book is
for. If you can program a computer, you can also hack ciphertext that other people have encrypted
and tried to keep secret. Learn to program a computer, and you can learn to be a hacker.

Let’s begin!
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CHAPTER 3

THE INTERACTIVE SHELL

Topics Covered In This Chapter:
Integers and floating point numbers
Expressions

Values

Operators

Evaluating expressions

Storing values in variables
Overwriting variables

Before we start writing encryption programs we should first learn some basic programming
concepts. These concepts are values, operators, expressions, and variables. If you’ve read the
Invent Your Own Computer Games with Python book (which can be downloaded for free from

Let’s start by learning how to use Python’s interactive shell. You should read this book while
near your computer, so you can type in the short code examples and see for yourself what they
do.

Some Simple Math Stuff

Start by opening IDLE. You will see the interactive shell and the cursor blinking next to the >>>
(which is called the prompt). The interactive shell can work just like a calculator. Type 2 + 2
into the shell and press the Enter key on your keyboard. (On some keyboards, this is the Return
key.) As you can see in Figure 3-1, the computer should respond with the number 4.
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Debug  Options Windows  Help

@ (¥v3.3.0:bd8afbS0ebf2, Sep 25 2012, 10:5%7:17

{)" for more information.

Figure 3-1. Type 2+2 into the shell.

2 + 2 isn’t a program by itself, it’s just a single instruction (we’re just learning the basics right
now). The + sign tells the computer to add the numbers 2 and 2. To subtract numbers use the —
sign. To multiply numbers use an asterisk (*) and to divide numbers use /.

Table 3-1: The various math operators in Python.

Operator Operation
+ addition
- subtraction
* multiplication
/ division

When used in this way, +, —, *, and / are called operators because they tell the computer to
perform an operation on the numbers surrounding them. The 2s (or any other number) are called
values.

Integers and Floating Point Values

In programming whole numbers like 4, 0, and 99 are called integers. Numbers with fractions or
decimal points (like 3.5 and 42 .1 and 5. 0) are floating point numbers. In Python, the
number 5 is an integer, but if we wrote it as 5. 0 it would be a floating point number

Expressions

Try typing some of these math problems into the shell, pressing Enter key after each one:
242+2+2+42

8%6

10-5+6

2 + 2
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Figure 3-2 is what the interactive shell will look like after you type in the previous instructions.

File Edit Shell Debug Options Windows Help

Type "copyright®™, “credita" or "license ()" for more information.
33> 2 + 2

555> 242424242

10

>>> 8

48
>>>
11
>>>
4
>>>

Figure 3-2. What the IDLE window looks like after entering instructions.

These math problems are called expressions. Computers can solve millions of these problems in
seconds. Expressions are made up of values (the numbers) connected by operators (the math
signs). There can be any amount of spaces in between the integers and these operators. But be
sure to always start at the very beginning of the line though, with no spaces in front.

operator
value

val& \ /

2+2
expression

Figure 3-3. An expression is made up of values (like 2) and operators (like +).

Order of Operations

Y ou might remember “order of operations” from your math class. For example, multiplication
has a higher priority than addition. Python copies this for the * and + operators. If an expression
has both * and + operators, the * operator is evaluated first. Type the following into the
interactive shell:

>> 2 +4 % 3 +1
15
>>>
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Because the * operator is evaluated first, 2 + 4 * 3 + 1 evaluatesto2 + 12 + 1 and
then evaluates to 15. It does not evaluateto 6 * 3 + 1,thento 18 + 1,andthento 19.
However, you can always use parentheses to change which should operations should happen first.
Type the following into the interactive shell:

>> (2 +4) * 3+ 1
24
>>>

Evaluating Expressions

When a computer solves the expression 10 + 5 and gets the value 15, we say it has evaluated
the expression. Evaluating an expression reduces the expression to a single value, just like solving
a math problem reduces the problem to a single number: the answer.

An expression will always evaluate (that is, shorten down to) a single value.

The expressions 10 + 5and 10 + 3 + 2 have the same value, because they both evaluate to
15. Even single values are considered expressions: The expression 15 evaluates to the value 15.

However, if you type only 5 + into the interactive shell, you will get an error message.

§>>> 5+
i SyntaxError: invalid syntax

This error happened because 5 + is not an expression. Expressions have values connected by
operators, but in the Python language the + operator expects to connect two values. We have only
given it one in “5 + ”. This is why the error message appeared. A syntax error means that the
computer does not understand the instruction you gave it because you typed it incorrectly. This
may not seem important, but a lot of computer programming is not just telling the computer what
to do, but also knowing exactly how to tell the computer to do it.

Errors are Okay!

It’s perfectly okay to make errors! You will not break your computer by typing in bad code that
causes errors. If you type in code that causes an error, Python simply says there was an error and
then displays the >>> prompt again. You can keep typing in new code into the interactive shell.

Until you get more experience with programming, the error messages might not make a lot of
sense to you. You can always Google the text of the error message to find web pages that talk

Python error messages and their meanings.
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Practice Exercises, Chapter 3, Set A

Every Value has a Data Type

“Integer” and “floating point” are known as data types. Every value has a data type. The value
42 is a value of the integer data type. We will say 42 is an int for short. The value 7.5 is a value
of the floating point data type. We will say 7.5 is a float for short.

There are a few other data types that we will learn about (such as strings in the next chapter), but
for now just remember that any time we say “value”, that value is of a certain data type. It’s
usually easy to tell the data type just from looking at how the value is typed out. Ints are numbers
without decimal points. Floats are numbers with decimal points. So 42 is an int, but 42.0 is a
float.

Storing Values in Variables with Assignment Statements
Our programs will often want to save the values that our expressions evaluate to so we can use

them later. We can store values in variables.

Think of a variable as like a box that can hold values. You can store values inside variables with
the = sign (called the assignment operator). For example, to store the value 15 in a variable
named “spam”, enter spam = 15 into the shell:

| >>> spam = 15
P >>>

Figure 3-4. Variables are like boxes with names that can hold values in them.
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You can think of the variable like a box with the value 15 inside of it (as shown in Figure 3-4).
The variable name “spam” is the label on the box (so we can tell one variable from another) and
the value stored in it is like a small note inside the box.

When you press Enter you won’t see anything in response, other than a blank line. Unless you see
an error message, you can assume that the instruction has been executed successfully. The next
>>> prompt will appear so that you can type in the next instruction.

This instruction with the = assignment operator (called an assignment statement) creates the

variable spam and stores the value 15 in it. Unlike expressions, statements are instructions that
do not evaluate to any value, they just perform some action. This is why there is no value
displayed on the next line in the shell.

It might be confusing to know which instructions are expressions and which are statements. Just
remember that if a Python instruction evaluates to a single value, it’s an expression. If a
Python instruction does not, then it’s a statement.

An assignment statement is written as a variable, followed by the = operator, followed by an
expression. The value that the expression evaluates to is stored inside the variable. (The value 15
by itself is an expression that evaluates to 15.)

equal sign
variable
name expression

spam = 10 + 5
% >y
.
assignment statement

Figure 3-5. The parts of an assighment statement.

Remember, variables store single values, not expressions. For example, if we had the statement,
spam = 10 + 5, then the expression 10 + 5 would first be evaluated to 15 and then the
value 15 would be stored in the variable spam. A variable is created the first time you store a
value in it by using an assignment statement.

>>> spam = 15
>>> spam

15

>>>
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And here’s an interesting twist. If we now enter spam + 5 into the shell, we get the integer 20:

>>> spam = 15
>>> spam + 5
20

>>>

That may seem odd but it makes sense when we remember that we set the value of spam to 15.
Because we’ve set the value of the variable spam to 15, the expression spam + 5 evaluates to
the expression 15 + 5, which then evaluates to 20. A variable name in an expression evaluates
to the value stored in that variable.

Overwriting Variables

We can change the value stored in a variable by entering another assignment statement. For
example, try the following:

>>> spam = 15
>>> spam + 5
20

>>> spam = 3
>>> spam + 5
8

>>>

The first time we enter spam + 5, the expression evaluates to 20, because we stored the value
15 inside the variable spam. But when we enter spam = 3, the value 15 is overwritten (that
is, replaced) with the value 3. Now, when we enter spam + 5, the expression evaluates to 8
because the spam + 5 now evaluatesto 3 + 5. The old value in spam is forgotten.

To find out what the current value is inside a variable, enter the variable name into the shell.

>>> spam = 15
>>> spam
15

This happens because a variable by itself is an expression that evaluates to the value stored in the
variable. This is just like how a value by itself is also an expression that evaluates to itself:

>>> 15
15
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We can even use the value in the spam variable to assign spam a new value:

>>> spam = 15

>>> spam = spam + 5
20

>>>

The assignment statement spam = spam + 5 is like saying, “the new value of the spam
variable will be the current value of spam plus five.” Remember that the variable on the left side
of the = sign will be assigned the value that the expression on the right side evaluates to. We can
keep increasing the value in spam by 5 several times:

>>> spam = 15

>>> spam = spam + 5
>>> spam = spam + 5
>>> spam = spam + 5
>>> spam

30

>>>

Using More Than One Variable

Your programs can have as many variables as you need. For example, let’s assign different values
to two variables named eggs and fizz:

10
15

>>> fizz
>>> eggs

Now the f£1izz variable has 10 inside it, and eggs has 15 inside it.
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Figure 3-6. The “fizz” and “eggs” variables have values stored in them.

Let’s try assigning a new value to the spam variable. Enter spam = fizz + eggs into the
shell, then enter spam into the shell to see the new value of spam. Type the following into the
interactive shell:

>>> fizz = 10

>>> eggs = 15

>>> spam = fizz + eggs
>>> spam

25

>>>

The value in spam is now 25 because when we add £izz and eggs we are adding the values
stored inside fizz and eggs.

Variable Names

The computer doesn’t care what you name your variables, but you should. Giving variables
names that reflect what type of data they contain makes it easier to understand what a program
does. Instead of name, we could have called this variable abrahamLincoln or monkey. The
computer will run the program the same (as long as you consistently use abrahamLincoln or
monkey).

Variable names (as well as everything else in Python) are case-sensitive. Case-sensitive means
the same variable name in a different case is considered to be an entirely separate variable. So
spam, SPAM, Spam, and sPAM are considered to be four different variables in Python. They
each can contain their own separate values.
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It’s a bad idea to have differently-cased variables in your program. If you stored your first name
in the variable name and your last name in the variable NAME, it would be very confusing when
you read your code weeks after you first wrote it. Did name mean first and NAME mean last, or

the other way around?

If you accidentally switch the name and NAME variables, then your program will still run (that is,
it won’t have any “syntax” errors) but it will run incorrectly. This type of flaw in your code is
called a bug. A lot of programming is not just writing code but also fixing bugs.

Camel Case

It also helps to capitalize variable names if they include more than one word. If you store a string
of what you had for breakfast in a variable, the variable name what ITHadForBreakfast is
much easier to read than whatihadforbreakfast. This is called camel case, since the
casing goes up and down like a camel’s humps. This is a convention (that is, an optional but
standard way of doing things) in Python programming. (Although even better would be
something simple, like todaysBreakfast. Capitalizing the first letter of each word after the
first word in variable names makes the program more readable.

Practice Exercises, Chapter 3, Set B

Summary - But When Are We Going to Start Hacking?

Soon. But before we can hack ciphers, we need to learn some more basic programming concepts.
We won’t need to learn a lot before we start writing encryption programs, but there’s one more
chapter on programming we need to cover.

In this chapter you learned the basics about writing Python instructions in the interactive shell.
Python needs you to tell it exactly what to do in a strict way, because computers don’t have
common sense and only understand very simple instructions. You have learned that Python can
evaluate expressions (that is, reduce the expression to a single value), and that expressions are
values (such as 2 or 5) combined with operators (such as + or -). You have also learned that you
can store values inside of variables so that your program can remember them to use them later on.

The interactive shell is a very useful tool for learning what Python instructions do because it lets
you type them in one at a time and see the results. In the next chapter, we will be creating
programs of many instructions that are executed in sequence rather than one at a time. We will go
over some more basic concepts, and you will write your first program!
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CHaAPTER 4

STRINGS AND WRITING
PROGRAMS

Topics Covered In This Chapter:

Strings

String concatenation and replication
Using IDLE to write source code
Saving and running programs in IDLE
The print () function

The input () function

Comments

That's enough of integers and math for now. Python is more than just a calculator. In this chapter,
we will learn how to store text in variables, combine text together, and display text on the screen.
We will also make our first program, which greets the user with the text, “Hello World!” and lets

the user type in a name.

Strings

In Python, we work with little chunks of text called string values (or simply strings). All of our
cipher and hacking programs deal with string values to turn plaintext like 'One if by land,

two if by space.' into ciphertext like 'Tge kg im npqv,

The plaintext and ciphertext are represented in our program as string values, and there’s a lot of

ways that Python code can manipulate these values.
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We can store string values inside variables just like integer and floating point values. When we
type strings, we put them in between two single quotes (') to show where the string starts and
ends. Type this in to the interactive shell:

>>> spam = 'hello’
>>>

The single quotes are not part of the string value. Python knows that 'hello' is a string and
spam is a variable because strings are surrounded by quotes and variable names are not.

If you type spam into the shell, you should see the contents of the spam variable (the "hello'
string.) This is because Python will evaluate a variable to the value stored inside it: in this case,
the string 'hello'.

>>> spam = 'hello’
>>> spam

'hello'

>>>

Strings can have almost any keyboard character in them. (We’ll talk about special “escape
characters” later.) These are all examples of strings:

>>> 'hello’

'hello'

>>> 'Hi there!'

'"Hi there!’

>>> "KITTENS'

"KITTENS'

>>> "'

>>> '7 apples, 14 oranges, 3 lemons'

'7 apples, 14 oranges, 3 Temons'

>>> 'Anything not pertaining to elephants is irrelephant.'
'Anything not pertaining to elephants is irrelephant.'
>>> '0%&#WY%*&0cTsdYO*&gTfCBYO*&%3yc8r2'
'0*&#wY%*&0cFsdYO*&gTC%YO*&%3yc8r2"’

Notice that the ' ' string has zero characters in it; there is nothing in between the single quotes.
This is known as a blank string or empty string.
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String Concatenation with the + Operator

You can add together two string values into one new string value by using the + operator. Doing
this is called string concatenation. Try entering 'Hello' + 'World! ' into the shell:

>>> 'Hello' + 'World!'
'HelToWorld!'
>>>

To put a space between “Hello” and “World!”, put a space at the end of the 'Hello' string and
before the single quote, like this:

>>> 'Hello ' + "World!'
'Hello World!'
>>>

Remember, Python will concatenate exactly the strings you tell it to concatenate. If you want a
space in the resulting string, there must be a space in one of the two original strings.

The + operator can concatenate two string values into a new string value ('Hello ' +
"World!"'to 'Hello World!"),justlike it could add two integer values into a new integer
value (2 + 2 to 4). Python knows what the + operator should do because of the data types of the
values. Every value is of a data type. The data type of the value 'Hello"' is a string. The data
type of the value 5 is an integer. The data type of the data that tells us (and the computer) what
kind of data the value is.

The + operator can be used in an expression with two strings or two integers. If you try to use the
+ operator with a string value and an integer value, you will get an error. Type this code into the
interactive shell:

>>> 'Hello' + 42
Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>
TypeError: Can't convert 'int' object to str implicitly
>>> 'Hello' + '42'
'Hell042'
>>>
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String Replication with the * Operator

You can also use the * operator on a string and an integer to do string replication. This will
replicate (that is, repeat) a string by however many times the integer value is. Type the following
into the interactive shell:

>>> 'Hello' * 3

'HeTloHeTlTloHello'

>>> spam = 'Abcdef'

>>> spam = spam * 3

>>> spam

'AbcdefAbcdefAbcdef'

>>> spam = spam * 2

>>> spam
'AbcdefAbcdefAbcdefAbcdefAbcdefAbcdef'
>>>

The * operator can work with two integer values (it will multiply them). It can also work with a
string value and an integer value (it will replicate the string). But it cannot work with two string
values, which would cause an error:

*

>>> 'Hello' 'world!"'
Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>
TypeError: can't multiply sequence by non-int of type
>>>

A} ]

str

What string concatenation and string replication show is that operators in Python can do different
things based on the data types of the values they operate on. The + operator can do addition or
string concatenation. The * operator can do multiplication or string replication.

Printing Values with the print () Function

There is another type of Python instruction called a print () function call. Type the following
into the interactive shell:

>>> print('Hello!")
Hello!

>>> print(42)

42

>>>
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A function (like print () in the above example) has code in that performs a task, such as
printing values on the screen. There are many different functions that come with Python. To call
a function means to execute the code that is inside the function.

The instructions in the above example pass a value to the print () function in between the
parentheses, and the print () function will print the value to the screen. The values that are
passed when a function is called are called arguments. (Arguments are the same as values
though. We just call values this when they are passed to function calls.) When we begin to write
programs, the way we make text appear on the screen is with the print () function.

You can pass an expression to the print () function instead of a single value. This is because
the value that is actually passed to the print () function is the evaluated value of that
expression. Try this string concatenation expression in the interactive shell:

>>> spam = "Al'

>>> print('Hello, ' + spam)

Hello, Al

>>>

The 'Hello, ' + spam expression evaluatesto 'Hello, ' + spam, which then

evaluates to the string value 'Hello, Al'. This string value is what is passed to the print ()
function call.

Escape Characters

Sometimes we might want to use a character that cannot easily be typed into a string value. For
example, we might want to put a single quote character as part of a string. But we would get an
error message because Python thinks that single quote is the quote ending the string value, and
the text after it is bad Python code instead of just the rest of the string. Type the following into the
interactive shell:

>>> print('Al's cat is named Zophie.')
File "<stdin>", line 1
print('Al's cat is named Zophie.')
A
SyntaxError: invalid syntax
>>>

To use a single quote in a string, we need to use escape characters. An escape character is a
backslash character followed by another character. For example, \t, \n or \ '. The slash tells
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Python that the character after the slash has a special meaning. Type the following into the
interactive shell:

>>> print('Al\'s cat is named Zophie.')
Al's cat is named Zophie.
>>>

An escape character helps us print out letters that are hard to type into the source code. Table 4-1
shows some escape characters in Python:

Table 4-1. Escape Characters
Escape Character What Is Actually Printed

AN\ Backslash (\)
\'! Single quote ()
\" Double quote (")
\n Newline

\t Tab

The backslash always precedes an escape character, even if you just want a backslash in your
string. This line of code would not work:

>>> print('He flew away in a green\teal helicopter.')
He flew away in a green eal helicopter.

This is because the “t” in “teal” was seen as an escape character since it came after a backslash.
The escape character \ t simulates pushing the Tab key on your keyboard. Escape characters are
there so that strings can have characters that cannot be typed in.

Instead, try this code:

>>> print('He flew away in a green\\teal helicopter."')
He flew away in a green\teal helicopter.

Quotes and Double Quotes

Strings don’t always have to be in between two single quotes in Python. You can use double
quotes instead. These two lines print the same thing:

>>> print('Hello world"')
Hello world
>>> print("Hello world")
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Hello world

But you cannot mix single and double quotes. This line will give you an error:

>>> print('Hello world")
SyntaxError: EOL while scanning single-quoted string
>>>

I like to use single quotes so I don’t have to hold down the shift key on the keyboard to type
them. It’s easier to type, and the computer doesn’t care either way.

But remember, just like you have to use the escape character \ ' to have a single quote in a string
surrounded by single quotes, you need the escape character \ " to have a double quote in a string
surrounded by double quotes. For example, look at these two lines:

>>> print('I asked to borrow Alice\'s car for a week. She said, "Sure."')
I asked to borrow Alice's car for a week. She said, "Sure."

>>> print("She said, \"I can't believe you let him borrow your car.\"")
She said, "I can't believe you let him borrow your car."

You do not need to escape double quotes in single-quote strings, and you do not need to escape
single quotes in the double-quote strings. The Python interpreter is smart enough to know that if a
string starts with one kind of quote, the other kind of quote doesn’t mean the string is ending.

Practice Exercises, Chapter 4, Set A

Indexing

Your encryption programs will often need to get a single character from a string. Indexing is the
adding of square brackets [ and ] to the end of a string value (or a variable containing a string)
with a number between them. This number is called the index, and tells Python which position in
the string has the character you want. The index of the first character in a string is 0. The index 1
is for the second character, the index 2 is for the third character, and so on.

Type the following into the interactive shell:

>>> spam = 'Hello'
>>> spam[0]

lHl

>>> spam[1]

e
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>>> spam[2]
I'II

Notice that the expression spam[0] evaluates to the string value 'H', since H is the first
character in the string 'Hello'. Remember that indexes start at 0, not 1. This is why the H’s
index is 0, not 1.

string: ‘|H|e|1]1|o
indexes: 0 1 2 3 4

Figure 4-1. The string 'Hello' and its indexes.

Indexing can be used with a variable containing a string value or a string value by itself such as
'Zophie'. Type this into the interactive shell:

>>> 'Zophie'[2]
'p

The expression ' Zophie' [2] evaluates to the string value 'p'. This "p"' string is just like

any other string value, and can be stored in a variable. Type the following into the interactive
shell:

>>> eggs = 'Zopie'[2]
>>> eggs

lpl

>>>

If you enter an index that is too large for the string, Python will display an “index out of range”
error message. There are only 5 characters in the string 'Hello'. If we try to use the index 10,
then Python will display an error saying that our index is “out of range””:

>>> 'Hello'[10]

Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>

IndexError: string index out of range

>>>
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Negative Indexes

Negative indexes start at the end of a string and go backwards. The negative index -1 is the index
of the /ast character in a string. The index -2 is the index of the second to last character, and so
on.

Type the following into the interactive shell:

>>> 'Hello'[-1]

>>> 'Hello'[-2]
l'll
>>> 'Hello'[-3]
|'I|
>>> 'Hello'[-4]
'e
>>> 'Hello'[-5]
lHl
>>> 'Hello'[0]
|H|
>>>

Notice that -5 and 0 are the indexes for the same character. Most of the time your code will use
positive indexes, but sometimes it will be easier to use negative indexes.

Slicing
If you want to get more than one character from a string, you can use slicing instead of indexing.
A slice also uses the [ and ] square brackets but has two integer indexes instead of one. The two

indexes are separate by a : colon. Type the following into the interactive shell:

>>> "Howdy'[0:3]
"How'
>>>

The string that the slice evaluates to begins at the first index and goes up to, but not including,
the second index. The 0 index of the string value 'Howdy ' is the H and the 3 index is the d.
Since a slice goes up to but not including the second index, the slice ' Howdy' [0: 3] evaluates
to the string value ' How'.

Try typing the following into the interactive shell:

>>> 'Hello world!'[0:5]
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'Hello'

>>> 'Hello world!'[6:12]
'world!"'

>>> 'Hello world!'[-6:-1]
'world'

>>> 'Hello world!'[6:12][2]
'r
>>>

Notice that the expression 'Hello world!'[6:12] [2] first evaluates to 'world! "' [2]
which is an indexing that further evaluates to 'r'.

Unlike indexes, slicing will never give you an error if you give it too large of an index for the
string. It will just return the widest matching slice it can:

>>> 'Hello'[0:999]
'Hello'

>>> 'Hello'[2:999]
"o’

>>> "Hello'[1000:2000]

LI}

>>>

The expression 'Hello' [1000:2000] returns a blank string because the index 1000 is after
the end of the string, so there are no possible characters this slice could include.

Blank Slice Indexes

If you leave out the first index of a slice, Python will automatically think you want to specify
index 0 for the first index. The expressions 'Howdy' [0:3] and 'Howdy' [ : 3] evaluate the
same string:

>>> "Howdy'[:3]
"How'

>>> "Howdy'[0:3]
"How'

>>>

If you leave out the second index, Python will automatically think you want to specify the rest of
the string:

>>> "Howdy'[2:]
lwdyl
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>>>

Slicing is a simple way to get a “substring” from a larger string. (But really, a “substring” is still
just a string value like any other string.) Try typing the following into the shell:

>>> myName = 'Zophie the Fat Cat'
>>> myName[-7:]

'Fat Cat'

>>> myName[:10]

'Zophie the'

>>> myName[7:]

'the Fat Cat'

>>>

Practice Exercises, Chapter 4, Set B

Writing Programs in IDLE’s File Editor

Until now we have been typing instructions one at a time into the interactive shell. When we
write programs though, we type in several instructions and have them run without waiting on us
for the next one. Let’s write our first program!

The name of the software program that provides the interactive shell is called IDLE, the
Interactive DeveLopement Environment. IDLE also has another part besides the interactive shell
called the file editor.

At the top of the Python shell window, click on the File » New Window. A new blank window
will appear for us to type our program in. This window is the file editor. The bottom right of the
file editor window will show you line and column that the cursor currently is in the file.
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Eile Edit Format Run Options Windows Help 11
1]

Figure 4-2. The file editor window. The cursor is at line 1, column 0.

You can always tell the difference between the file editor window and the interactive shell
window because the interactive shell will always have the >>> prompt in it.

Hello World!

A tradition for programmers learning a new language is to make their first program display the
text “Hello world!” on the screen. We’ll create our own Hello World program now.

Enter the following text into the new file editor window. We call this text the program’s source

code because it contains the instructions that Python will follow to determine exactly how the
program should behave.

Source Code of Hello World

email me at al@inventwithpython.com if you are still stuck.)

hello.py
. # This program says hello and asks for my name.
. print('Hello world!")
. print('What 1is your name?')
. myName = input()
. print('It is good to meet you,

Uil A W IN R

+ myName)

The IDLE program will give different types of instructions different colors. After you are done
typing this code in, the window should look like this:

www .dbooks.org



48  http://inventwithpython.com/hacking

o creeo B

File Edit Format Run Options Windows Help

$ This program says hello and asks for my name. -
print (‘Hello world!')
print('What is your name?')
myName = input()
is good to meet you, ' + myName)' I

\Ln:5/Col: 42

Figure 4-3. The file editor window will look like this after you type in the code.

Saving Your Program

Once you’ve entered your source code, save it so that you won’t have to retype it each time we
start IDLE. To do so, from the menu at the top of the File Editor window, choose File » Save
As. The Save As window should open. Enter sello.py in the File Name field, then click Save.

(See Figure 4-4.)

You should save your programs every once in a while as you type them. That way, if the
computer crashes or you accidentally exit from IDLE you won’t lose everything you’ve typed. As

a shortcut, you can press Ctrl-S on Windows and Linux or ¢8-S on OS X to save your file.

Savein:
T
<
Recent Places
Desktop
=
Libraries

A

Computer

@_

Network

Ju Python32

R I = N = )

Py

Name Type Size [
. DLLs File folder €
1. Doc File folder €
. include File folder €
J Lib File folder 3
1 libs File folder €
1. Scripts File folder 3
Lt File folder €
. Tools File folder €
 hello.py Python File 1KB 7

< | 1

|
File name: Im :_l Save I

Save astype: | Python files (*.py." pyw) | Cancel

Figure 4-4. Saving the program.
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A video tutorial of how to use the file editor is available from this book's website at

Running Your Program

Now it’s time to run our program. Click on Run » Run Module or just press the F5 key on your
keyboard. Your program should run in the shell window that appeared when you first started
IDLE. Remember, you have to press F5 from the file editor’s window, not the interactive shell’s
window.

When your program asks for your name, go ahead and enter it as shown in Figure 4-5:

[e rytnon onel
File Edit Shell Debug Options Windows

Python 3.2 (r32:88445, Feb 20 20!

00 32 bit (Intel)] on win32

Type "copyright", "credits"™ or "]

ormation.

>>>

>>>

Hello world!

What is your name?

Albert

It is good to meet you, Albert
>>>

Figure 4-5. What the interactive shell looks like when running the “Hello World” program.

Now when you push Enter, the program should greet you (the user, that is, the one using the
program) by name. Congratulations! You’ve written your first program. You are now a beginning
computer programmer. (You can run this program again if you like by pressing F5 again.)

If you get an error that looks like this:

Hello world!
What is your name?
Albert
Traceback (most recent call last):
File "C:/Python27/hello.py", 1line 4, in <module>
myName = input()
File "<string>", Tine 1, in <module>
NameError: name 'Albert' is not defined
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...this means you are running the program with Python 2, instead of Python 3. This makes the
penguin in the first chapter sad. (The error is caused by the input () function call, which does

continuing.

Opening The Programs You’ve Saved

Close the file editor by clicking on the X in the top corner. To reload a saved program, choose
File » Open from the menu. Do that now, and in the window that appears choose &ello.py and
press the Open button. Your saved Aello.py program should open in the File Editor window.

How the “Hello World” Program Works

Each line that we entered is an instruction that tells Python exactly what to do. A computer
program is a lot like a recipe. Do the first step first, then the second, and so on until you reach the
end. Each instruction is followed in sequence, beginning from the very top of the program and
working down the list of instructions. After the program executes the first line of instructions, it
moves on and executes the second line, then the third, and so on.

We call the program’s following of instructions step-by-step the program execution, or just the
execution for short. The execution starts at the first line of code and then moves downward. The
execution can skip around instead of just going from top to bottom, and we’ll find out how to do
this in the next chapter.

Let’s look at our program one line at a time to see what it’s doing, beginning with line number 1.

Comments

hello.py
1. # This program says hello and asks for my name.

This line is called a comment. Comments are not for the computer, but for you, the programmer.
The computer ignores them. They’re used to remind you of what the program does or to tell
others who might look at your code what it is that your code is trying to do. Any text following a
# sign (called the pound sign) is a comment. (To make it easier to read the source code, this
book prints out comments in a light gray-colored text.)

Programmers usually put a comment at the top of their code to give the program a title. The IDLE
program displays comments in red text to help them stand out.
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Functions

A function is kind of like a mini-program inside your program. It contains lines of code that are
executed from top to bottom. Python provides some built-in functions that we can use (you’ve
already used the print () function). The great thing about functions is that we only need to
know what the function does, but not how it does it. (You need to know that the print ()
function displays text on the screen, but you don’t need to know how it does this.)

A function call is a piece of code that tells our program to run the code inside a function. For
example, your program can call the print () function whenever you want to display a string on
the screen. The print () function takes the value you type in between the parentheses as input
and displays the text on the screen. Because we want to display He1l1lo world! on the screen,
we type the print function name, followed by an opening parenthesis, followed by the 'Hello
world!" string and a closing parenthesis.

The print () function

hello.py
2. print('HeTllo world!")
3. print('What 1is your name?')

This line is a call to the print () function (with the string to be printed going inside the
parentheses). We add parentheses to the end of function names to make it clear that we’re
referring to a function named print (), not a variable named print. The parentheses at the
end of the function let us know we are talking about a function, much like the quotes around the
number '42 "' tell us that we are talking about the string '42 ' and not the integer 42.

Line 3 is another print () function call. This time, the program displays “What is your name?”’

The input () function

hello.py
4. myName = 1input()

Line 4 has an assignment statement with a variable (myName) and a function call (input () ).
When input () is called, the program waits for the user to type in some text and press Enter.
The text string that the user types in (their name) becomes the string value that is stored in
myName.

Like expressions, function calls evaluate to a single value. The value that the function call
evaluates to is called the return value. (In fact, we can also use the word “returns” to mean the
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same thing for function calls as “evaluates”.) In this case, the return value of the input ()
function is the string that the user typed in-their name. If the user typed in Albert, the input ()
function call evaluates (that is, returns) to the string 'Albert"'.

The function named input () does not need any arguments (unlike the print () function),
which is why there is nothing in between the parentheses.

hello.py

1

5. print('It is good to meet you, + myName)

For line 5’s print () call, we use the plus operator (+) to concatenate the string 'It is
good to meet you, ' and the string stored in the myName variable, which is the name that
our user input into the program. This is how we get the program to greet us by name.

Ending the Program

Once the program executes the last line, it stops. At this point it has terminated or exited and
all of the variables are forgotten by the computer, including the string we stored in myName. If
you try running the program again and typing a different name it will print that name.

Hello world!

What is your name?

Alan

It is good to meet you, Alan

Remember, the computer only does exactly what you program it to do. In this program it is
programmed to ask you for your name, let you type in a string, and then say hello and display the
string you typed.

But computers are dumb. The program doesn’t care if you type in your name, someone else’s
name, or just something silly. You can type in anything you want and the computer will treat it
the same way:

Hello world!

What 1is your name?

poop

It is good to meet you, poop

Practice Exercises, Chapter 4, Set C
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Summary

Writing programs is just about knowing how to speak the computer’s language. While you
learned a little bit of this in the last chapter, in this chapter you’ve put together several Python
instructions to make a complete program that asks for the user’s name and then greets them.

All of our programs later in this book will be more complex and sophisticated, but don’t worry.
The programs will all be explained line by line. And you can always enter instructions into the
interactive shell to see what they do before they are all put into a complete program.

Now let’s start with our first encryption program: the reverse cipher.
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CHAPTER D

THE REVERSE CIPHER

Topics Covered In This Chapter:
e The len () function
while loops

The Boolean data type
Comparison operators
Conditions

Blocks

“Every man is surrounded by a neighborhood of
voluntary spies.”

Jane Austen

The Reverse Cipher

The reverse cipher encrypts a message by printing it in reverse order. So “Hello world!” encrypts
to “!dlrow olleH”. To decrypt, you simply reverse the reversed message to get the original
message. The encryption and decryption steps are the same.

The reverse cipher is a very weak cipher. Just by looking at its ciphertext you can figure out it is
just in reverse order. .syas ti tahw tuo erugif llits ylbaborp nac uoy ,detpyrcne si siht hguoht neve
,elpmaxe roF
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But the code for the reverse cipher program is easy to explain, so we’ll use it as our first
encryption program.

Source Code of the Reverse Cipher Program

In IDLE, click on File » New Window to create a new file editor window. Type in the following
code, save it as reverseCipher.py, and press FS5 to run it: (Remember, don’t type in the line
numbers at the beginning of each line.)

Source code for reverseCipher.py

1. # Reverse Cipher

2. # http://inventwithpython.com/hacking (BSD Licensed)
3

4. message = 'Three can keep a secret, if two of them are dead.'
5. translated = "'

6

7. i = Ten(message) - 1

8. while i >= 0:

9. translated = translated + messagel[i]
10. i=1 -1
11.

12. print(translated)

Sample Run of the Reverse Cipher Program
When you run this program the output will look like this:

.daed era meht fo owt fi ,terces a peek nac eerhT

To decrypt this message, copy the “.daed era meht fo owt fi ,terces a peek nac eerhT” text to the

paste it as the string value stored in message on line 4. Be sure to have the single quotes at the
beginning and end of the string. The new line 4 will look like this (with the change in bold):

reverseCipher.py
4. message = '.daed era meht fo owt fi ,terces a peek nac eerhT'

Now when you run the reverseCipher.py program, the output will decrypt to the original
message:

Three can keep a secret, if two of them are dead.
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Checking Your Source Code with the Online Diff Tool

Even though you could copy and paste or download this code from this book’s website, it is very
helpful to type in this program yourself. This will give you a better idea of what code is in this
program. However, you might make some mistakes while typing it in yourself.

To compare the code you typed to the code that is in this book, you can use the book’s website’s

browser. Paste your code into the text field on this web page, and then click the Compare button.
The diff tool will show any differences between your code and the code in this book. This is an
easy way to find typos that are causing errors.
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How the Program Works

reverseCipher.py
1. Reverse Cipher
2. h

#
# http://inventwithpython.com/hacking (BSD Licensed)

The first two lines are comments explaining what the program is, and also the website where you
can find it. The “BSD Licensed” part means that this program is free to copy and modify by
anyone as long as the program retains the credits to the original author (in this case, the book’s
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gets copied around the Internet, a person who downloads it will always know where to look for
the original source. They’ll also know this program is open source software and free to distribute
to others.

reverseCipher.py
4. message = 'Three can keep a secret, if two of them are dead.'

Line 4 stores the string we want to encrypt in a variable named me ssage. Whenever we want to
encrypt or decrypt a new string we will just type the string directly into the code on line 4. (The
programs in this book don’t call input (), instead the user will type in the message into the
source code. You can just change the source directly before running the program again to encrypt
different strings.)

reverseCipher.py
T

5. translated =

The translated variable is where our program will store the reversed string. At the start of the
program, it will contain the blank string. (Remember that the blank string is two single quote
characters, not one double quote character.)

The 1len () Function

reverseCipher.py
7. i = len(message) - 1

Line 6 is just a blank line, and Python will simply skip it. The next line of code is on line 7. This
code is just an assignment statement that stores a value in a variable named i. The expression that
is evaluated and stored in the variable is 1en (message) - 1.

The first part of this expression is 1en (message) . This is a function call to the 1en ()
function. The 1len () function accepts a string value argument (just like the print () function
does) and returns an integer value of how many characters are in the string (that is, the length of
the string). In this case, we pass the message variable to 1en (), so len (message) will tell
us how many characters are in the string value stored in message.

Let’s experiment in the interactive shell with the 1en () function. Type the following into the
interactive shell:

>>> len('Hello")
5
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>>> len('")

>>> spam = 'Al'

>>> len(spam)

>>> len('Hello' + " ' + 'world!")
12

>>>

From the return value of 1en (), we know the string 'Hel1lo"' has five characters in it and the
blank string has zero characters in it. If we store the string 'A1"' in a variable and then pass the
variable to 1en (), the function will return 2. If we pass the expression 'Hello' + ' ' +
'world!"' tothe len () function, it returns 12. This is because 'Hello' + ' ' +
'world! "' will evaluate to the string value 'Hello world! ', which has twelve characters in
it. (The space and the exclamation point count as characters.)

Line 7 finds the number of characters in message, subtracts one, and then stores this number in
the i variable. This will be the index of the last character in the message string.

Introducing the while Loop

reverseCipher.py

8. while i >= 0:

This is a new type of Python instruction called a while loop or while statement. A while
loop is made up of four parts:

1. The while keyword.

2. An expression (also called a condition) that evaluates to the Boolean values True or
False. (Booleans are explained next in this chapter.)

3. A:colon.

4. A block (explained later) of indented code that comes after it, which is what lines 9 and
10 are. (Blocks are explained later in this chapter.)

1. The while keyword
2. A condition

?—3 A colen

G la:e = translated + meszsage(i]
- 1

4. A block of code
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Figure 5-2. The parts of a while loop statement.

To understand while loops, we will first need to learn about Booleans, comparison operators,
and blocks.

The Boolean Data Type

The Boolean data type has only two values: True or False. These values are case-sensitive
(you always need to capitalize the T and F, and leave the rest in lowercase). They are not string
values. You do not put a ' quote character around True or False. We will use Boolean values
(also called bools) with comparison operators to form conditions. (Explained later after
Comparison Operators.)

Like a value of any other data type, bools can be stored in variables. Type this into the interactive
shell:

>>> spam = True
>>> spam
True

>>> spam
>>> spam
False
>>>

False

Comparison Operators

In line 8 of our program, look at the expression after the while keyword:

reverseCipher.py

8. while i >= 0:

The expression that follows the while keyword (the i >= 0 part) contains two values (the
value in the variable i, and the integer value 0) connected by an operator (the >= sign, called the
“greater than or equal” operator). The >= operator is called a comparison operator.

The comparison operator is used to compare two values and evaluate to a True or False
Boolean value. Table 5-1 lists the comparison operators.
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Table 5-1. Comparison operators.

Operator Sign Operator Name
< Less than
> Greater than
<= Less than or equal to
>= Greater than or equal to
== Equal to

= Not equal to

Enter the following expressions in the interactive shell to see the Boolean value they evaluate to:

>>> 0 < 6

True

>> 6 < 0

False

>>> 50 < 10.5
False

>>> 10.5 < 11.3
True

>>> 10 < 10
False

The expression 0 < 6 returns the Boolean value True because the number O is less than the
number 6. But because 6 is not less than 0, the expression 6 < 0 evaluates to False. 50 is not
lessthan 10.5,s0 50 < 10.5isFalse.10.5islessthan11.3,5s0 10 < 11.3 evaluates

to True.

Look againat 10 < 10.Itis False because the number 10 is not smaller than the number 10.
They are exactly the same size. If Alice were the same height as Bob, you wouldn’t say that Alice
is shorter than Bob. That statement would be false.

Try typing in some expressions using the other comparison operators:

>>> 10 <= 20
True
>>> 10 <= 10
True
>>> 10 >= 20
False
>>> 20 >= 20
True
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>>>

Remember that for the “less than or equal to” and “greater than or equal to” operators, the < or >
sign always comes before the = sign.

Type in some expressions that use the == (equal to) and ! = (not equal to) operators into the shell
to see how they work:

>>> 10 == 10

True

>>> 10 == 11

False

>>> 11 == 10

False

>>> 10 != 10

False

>>> 10 = 11

True

>>> 'Hello' == 'Hello'
True

>>> 'Hello' == 'Goodbye'
False

>>> 'Hello' == 'HELLO'
False

>>> 'Goodbye' != 'Hello'
True

Notice the difference between the assignment operator (=) and the “equal to” comparison
operator (==). The equal (=) sign is used to assign a value to a variable, and the equal to (==
sign is used in expressions to see whether two values are the same. If you’re asking Python if two
things are equal, use ==. If you are telling Python to set a variable to a value, use =.

String and integer values will always be not-equal to each other. For example, try entering the
following into the interactive shell:

>>> 42 == 'Hello'
False

>>> 42 == '42'
False

>>> 10 == 10.0
True
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Just remember that every expression with comparison operators always evaluates to the value
True or the value False.

Conditions

A condition is another name for an expression when it is used in a while or if statement. (i f
statements aren’t used in the reverse cipher program, but will be covered in the next chapter.)
Conditions usually have comparison operators, but conditions are still just expressions.

Blocks

A block is one or more lines of code grouped together with the same minimum amount of
indentation (that is, the number of spaces in front of the line). You can tell where a block begins
and ends by looking at the line’s indentation.

A block begins when a line is indented by four spaces. Any following line that is also indented by
at least four spaces is part of the block. When a line is indented with another four spaces (for a
total of eight spaces in front of the line), a new block begins inside the block. A block ends when
there is a line of code with the same indentation before the block started.

Let’s look at some imaginary code (it doesn’t matter what the code is, we are only paying
attention to the indentation of each line). We will replace the indenting spaces with black squares
to make them easier to count:

1. codecodecodecodecodecodecode # zero spaces of indentation

2. w=wssscodecodecodecodecodecodecodecodecode # four spaces of indentation

3. =ssscodecodecodecodecodecodecode # four spaces of indentation

4. wwsssssscodecodecodecodecodecodecodecodecode # eight spaces of indentation
5. ==sscodecodecodecodecode # four spaces of indentation
6
7
8

. ===scodecodecodecodecodecode # four spaces of indentation
. codecodecodecodecodecodecodecodecodecodecode # zero spaces of indentation

You can see that line 1 has no indentation, that is, there are zero spaces in front of the line of
code. But line 2 has four spaces of indentation. Because this is a larger amount of indentation
than the previous line, we know a new block has begun. Line 3 also has four spaces of
indentation, so we know the block continues on line 3.

Line 4 has even more indentation (8 spaces), so a new block has begun. This block is inside the
other blocks. In Python, you can have blocks-within-blocks.
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On line 5, the amount of indentation has decreased to 4, so we know that the block on the
previous line has ended. Line 4 is the only line in that block. Since line 5 has the same amount of
indentation as the block from line 3, we know that the block has continue on to line 5.

Line 6 is a blank line, so we just skip it.

Line 7 has four spaces on indentation, so we know that the block that started on line 2 has
continued to line 7.

Line 8 has zero spaces of indentation, which is less indentation than the previous line. This
decrease in indentation tells us that the previous block has ended.

There are two blocks in the above make-believe code. The first block goes from line 2 to line 7.
The second block is just made up of line 4 (and is inside the other block).

(As a side note, it doesn’t always have to be four spaces. The blocks can use any number of
spaces, but the convention is to use four spaces.)

The while Loop Statement

reverseCipher.py
8. while i >= 0:

9. translated = translated + message[i]
10. i=1-1
11.

12. print(translated)

Let’s look at the while statement on line 8 again. What a while statement tells Python to do is
first check to see what the condition (which on line 8 is i >= 0) evaluates to. If the condition
evaluates to True, then the program execution enters the block following the while statement.
From looking at the indentation, this block is made up of lines 9 and 10.

If the while statement’s condition evaluates to False, then the program execution will skip the
code inside the following block and jump down to the first line after the block (which is line 12).

If the condition was True, the program execution starts at the top of the block and executes each
line in turn going down. When it reaches the bottom of the block, the program execution jumps
back to the while statement on line 8 and checks the condition again. If it is still True, the
execution jumps into the block again. If it is False, the program execution will skip past it.

You can think of the while statement while i >= 0: as meaning, “while the variable 1 is
greater than or equal to zero, keep executing the code in the following block”.
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“Growing” a String

Remember on line 7 that the i variable is first set to the length of the me ssage minus one, and
the while loop on line 8 will keep executing the lines inside the following block until the
condition i >= 0is False.

reverseCipher.py
7. i = lTen(message) - 1
8. while i >= 0:

9. translated = translated + messagel[i]
10. i=1-1
11.

12. print(translated)

There are two lines inside the while statement’s block, line 9 and line 10.

Line 9 is an assignment statement that stores a value in the translated variable. The value
that is stored is the current value of t ranslated concatenated with the character at the index 1
in message. In this way, the string value stored in translated “grows” until it becomes the
fully encrypted string.

Line 10 is an assignment statement also. It takes the current integer value in i and subtracts one
from it (this is called decrementing the variable), and then stores this value as the new value of

i.

The next line is line 12, but since this line has less indentation, Python knows that the while
statement’s block has ended. So rather than go on to line 12, the program execution jumps back to
line 8 where the while loop’s condition is checked again. If the condition is True, then the
lines inside the block (lines 9 and 10) are executed again. This keeps happening until the
condition is False (that is, when 1 is less than 0), in which case the program execution goes to
the first line after the block (line 12).

Let’s think about the behavior of this loop. The variable i starts off with the value of the last
index of message and the translated variable starts off as the blank string. Then inside the
loop, the value of message [1] (which is the last character in the message string, since 1 will
have the value of the last index) is added to the end of the t ranslated string.

Then the value in 1 is decremented (that is, reduced) by 1. This means that message [1] will
be the second to last character. So while i as an index keeps moving from the back of the string
in message to the front, the string message [1] is added to the end of translated. Thisis
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what causes translated to hold the reverse of the string in the message. When 1 is finally

set to -1, then the while loop’s condition will be False and the execution jumps to line 12.

12.

print(translated)

reverseCipher.py

At the end of our program on line 12, we print out the contents of the t ranslated variable

(that is, the string ' .daed era meht fo owt fi ,terces a peek nac eerhT')to
the screen. This will show the user what the reversed string looks like.

If you are still having trouble understanding how the code in the whi 1e loop reverses the string,

try adding this new line inside the while loop:

8. while i >= 0:

9.
10.
11.
12.
13.

translated = translated + message[i]
print(i, message[i], translated)
=1i-1

.i

print(translated)

reverseCipher.py

This will print out the three expressions i, message[i], and translated each time the

execution goes through the loop (that is, on each iteration of the loop). The commas tell the

print () function that we are printing three separate things, so the function will add a space in

between them. Now when you run the program, you can see how the translated variable

“grows”. The output will look like this:

48
47
46
45
44
43
42
41
40
39
38
37
36
35
34
33
32
31

o MmN Qo -

[ I B ¢1]

+t > 0o 3

-+

.da
.dae
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed
.daed

er
era

era

era m
era me
era meh
era meht
era meht
era meht
era meht
era meht

fo
fo
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30 o .daed
29 w .daed
28 t .daed
27 .daed
26 f .daed
25 i .daed
24 .daed
23 , .daed
22 t .daed
21 e .daed
20 r .daed
19 c .daed
18 e .daed
17 s .daed
16 .daed
15 a .daed
14 .daed
13 p .daed
12 e .daed
11 e .daed
10 k .daed
9 .daed
8 n .daed
7 a .daed
6 c .daed
5 .daed
4 e .daed
3 e .daed
2 r .daed
1 h .daed
0 T .daed
.daed era

era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era
era

meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht
meht

fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo
fo

meht fo owt

(0]
ow
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt
owt

.F
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi

,te
,ter
,terc
,terce
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces
,terces

a
a
a
a
a
a
a
a
a

a

AU <L DR R V)

p
pe
pee
peek
peek
peek
peek
peek
peek
peek
peek
peek
peek
peek

fi ,terces a peek nac

n
na

nac

nac

nac e

nac ee
nac eer
nac eerh
nac eerhT
eerhT

The first line, which shows “48
translated evaluate to after the string message [1] has been added to the end of

translated but before 1 is decremented. You can see that the first time the program execution
goes through the loop, i is setto 48, and so message [1] (thatis, message [48]) is the string
'.'.The translated variable started as a blank string, but when message [1] was added to

.7, is showing what the expressions i, message[i], and

the end of it on line 9, it became the string value ' . '.

On the next iteration of the loop, the print () call displays “47
been decremented from 48 to 47, and so now message [1] ismessage [47], which is the
'd"' string. (That’s the second “d” in “dead”.) This 'd' gets added to the end of translated

so that translated is now setto ' .d"'.

Now you can see how the translated variable’s string is slowly “grown” from a blank string

to the reverse of the string stored in message.
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Tracing Through the Program, Step by Step

The previous explanations have gone through what each line does, but let’s go step by step

67

through the program the same way the Python interpreter does. The interpreter starts at the very
top, executes the first line, then moves down a line to execute the next instruction. The blank lines

and comments are skipped. The while loop will cause the program execution will loop back to
the start of the loop after it finishes.

Here is a brief explanation of each line of code in the same order that the Python interpreter

executes it. Follow along with to see how the execution moves down the lines of the program, but

sometimes jumps back to a previous line.

el
N RO

O oo NV WN =

# Reverse Cipher
# http://inventwithpython.com/hacking (BSD Licensed)

message = 'Three can keep a secret, if two of them are dead.'
translated = "'

i = len(message) - 1

while i >= 0:
translated = translated + message[i]
i=1-1

. print(transTlated)

reverseCipher.py

Step 1 Line 1  This is a comment, so the Python interpreter skips it.
Step 2 Line 2  This is a comment, and skipped.

Step 3 Line4  The string value ' Three can keep a secret, if two of
them are dead.' is stored in the message variable.
Step 4 Line 5  The blank string ' ' is stored in the translated variable.

Step 5 Line7 1len (message) - 1 evaluatesto 48. The integer 48 is stored in the 1
variable.

Step 6 Line 8 The while loop’s condition i >= 0 evaluates to True. Since the
condition is True, the program execution moves inside the following
block.

Step 7 Line9 translated + message[i] to '.'.Thestring value '."' is stored

Step 8 Line 10 i - 1 evaluatesto 47. The integer 47 is stored in the i variable.

in the translated variable.

Step 9 Line 8  When the program execution reaches the end of the block, the execution
moves back to the while statement and rechecks the condition. 1 >= 0
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evaluates to True, the program execution moves inside the block again.

Step10  Line9 translated + message[i] evaluates '.d'. The string value ' .d"
is stored in the t ranslated variable.

Step11  Line 10 i - 1 evaluatesto 46. The integer 46 is stored in the 1 variable.

Step 12 Line8 The while statement rechecks the condition. Since 1 >= 0 evaluates to
True, the program execution will move inside the block again.

Step 13 ...The lines of the code continue to loop. We fast-forward to when 1 is set to
to O0and translatedissetto ' .daed era meht fo owt fi
Step 149 ,terces a peek nac eerh'..

Step 150 Line 8 The while loop’s condition is checked, and 0 >= 0 evaluates to True.

Step 151 Line9 translated + message[i] evaluatesto '.daed era meht fo
owt fi ,terces a peek nac eerhT'. This string is stored in the
translated variable.

Step 152 Line 10 i - 1 evaluatesto 0 - 1, which evaluates to —1. -1 is stored in the i
variable.

Step 153 Line 8 The while loop’s conditionis i >= 0, which evaluatesto -1 >= 0,
which evaluates to False. Because the condition is now False, the
program execution skips the following block of code and goes to line 12.

Step 154 Line 12 translated evaluates to the string value ' .daed era meht fo
owt fi ,terces a peek nac eerhT'.Theprint () function is
called and this string is passed, making it appear on the screen.
There are no more lines after line 12, so the program terminates.

Using input () In Our Programs

The programs in this book are all designed so that the strings that are being encrypted or
decrypted are typed directly into the source code. You could also modify the assignment
statements so that they call the input () function. You can pass a string to the input ()
function to appear as a prompt for the user to type in the string to encrypt. For example, if you
change line 4 in reverseCipher.py to this:

reverseCipher.py
4. message = input('Enter message: ')

Then when you run the program, it will print the prompt to the screen and wait for the user to
type in the message and press Enter. The message that the user types in will be the string value
that is stored in the message variable:

Enter message: Hello world!
!'dlrow olleH
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Practice Exercises, Chapter 5, Section A

Summary

Now that we have learned how to deal with text, we can start making programs that the user can
run and interact with. This is important because text is the main way the user and the computer
will communicate with each other.

Strings are just a different data type that we can use in our programs. We can use the + operator
to concatenate strings together. We can use indexing and slicing to create a new string from part
of a different string. The 1en () function takes a string argument and returns an integer of how
many characters are in the string.

The Boolean data type has only two values: True and False. Comparison operators ==, ! =, <,
>, <=, and >= can compare two values and evaluate to a Boolean value.

Conditions are expression that are used in several different kinds of statements. A while loop
statement keeps executing the lines inside the block that follows it as long as its condition
evaluates to True. A block is made up of lines with the same level of indentation, including any
blocks inside of them.

A common practice in programs is to start a variable with a blank string, and then concatenate
characters to it until it “grows” into the final desired string.
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CHAPTER O

THE CAESAR CIPHER

Topics Covered In This Chapter:

o The import statement

e Constants

e The upper () string method

e for loops

e 1if,elif,and else statements
e The in and not in operators
e The find () string method

“BIG BROTHER IS WATCHING YOU.”

“1984” by George Orwell

Implementing a Program

In Chapter 1, we used a cipher wheel, a St. Cyr slide, and a chart of letters and numbers to
implement the Caesar cipher. In this chapter, we will use a computer program to implement the
Caesar cipher.

The reverse cipher always encrypts the same way. But the Caesar cipher uses keys, which encrypt
the message in a different way depending on which key is used. The keys for the Caesar cipher
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are the integers from 0 to 25. Even if a cryptanalyst knows that the Caesar cipher was used, that
alone does not give her enough information to break the cipher. She must also know the key.

Source Code of the Caesar Cipher Program

Type in the following code into the file editor, and then save it as caesarCipher.py. Press FS to
run the program. Note that first you will need to download the pyperclip.py module and place this
file in the same directory (that is, folder) as the caesarCipher.py file. You can download this file

Source code for caesarCipher.py

1. # Caesar Cipher

2. # http://inventwithpython.com/hacking (BSD Licensed)
3.

4. dimport pyperclip

5.

6. # the string to be encrypted/decrypted

7. message = 'This is my secret message.'

8.

9. # the encryption/decryption key
10. key = 13
11.
12. # tells the program to encrypt or decrypt
13. mode = 'encrypt' # set to 'encrypt' or 'decrypt'
14.

=
(%l

. # every possible symbol that can be encrypted

16. LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

17.

18. # stores the encrypted/decrypted form of the message

19. translated = "'

20.

21. # capitalize the string in message

22. message = message.upper()

23.

24. # run the encryption/decryption code on each symbol in the message string
25. for symbol in message:

26. if symbol in LETTERS:

27. # get the encrypted (or decrypted) number for this symbol
28. num = LETTERS.find(symbol) # get the number of the symbol
29. if mode == 'encrypt':

30. num = num + key

31. elif mode == 'decrypt':

32. num = num - key

33.

34. # handle the wrap-around if num is larger than the Tength of
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35. # LETTERS or Tess than 0

36. if num >= 1en(LETTERS):

37. num = num - 1en(LETTERS)

38. elif num < O:

39. num = num + T1en(LETTERS)

40.

41. # add encrypted/decrypted number's symbol at the end of translated
42. translated = translated + LETTERS[num]

43,

44, else:

45. # just add the symbol without encrypting/decrypting
46. translated = translated + symbol

47.

48. # print the encrypted/decrypted string to the screen
49. print(translated)

50.

51. # copy the encrypted/decrypted string to the clipboard
52. pyperclip.copy(translated)

Sample Run of the Caesar Cipher Program
When you run this program, the output will look like this:

GUVF VF ZL FRPERG ZRFFENTR.

The above text is the string ' This is my secret message.' encrypted with the Caesar
cipher with key 1 3. The Caesar cipher program you just ran will automatically copy this
encrypted string to the clipboard so you can paste it in an email or text file. This way you can
casily take the encrypted output from the program and send it to another person.

To decrypt, just paste this text as the new value stored in the message variable on line 7. Then
change the assignment statement on line 13 to store the string 'decrypt ' in the variable mode:

caesarCipher.py

6. # the string to be encrypted/decrypted
7. message = 'GUVF VF ZL FRPERG ZRFFNTR.'
8.

9. # the encryption/decryption key

10. key = 13

11.

12. # tells the program to encrypt or decrypt
13. mode = 'decrypt' # set to 'encrypt' or 'decrypt

When you run the program now, the output will look like this:
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THIS IS MY SECRET MESSAGE.

If you see this error message when running the program:

Traceback (most recent call last):
File "C:\Python32\caesarCipher.py", line 4, in <module>
import pyperclip
ImportError: No module named pyperclip

...then you have not downloaded the pyperclip module into the right folder. If you still
cannot get the module working, just delete lines 4 and 52 (which have the text “pyperclip” in
them) from the program. This will get rid of the code that depends on the pyperclip module.

Checking Your Source Code with the Online Diff Tool
To compare the code you typed to the code that is in this book, you can use the online diff tool on

your code into the text field on this web page, and then click the Compare button. The diff tool
will show any differences between your code and the code in this book. This can help you find
any typos you made when typing out the program.

Practice Exercises, Chapter 6, Set A

How the Program Works

Let’s go over exactly what each of the lines of code in this program does.

Importing Modules with the import Statement

caesarCipher.py
1. # Caesar Cipher
2. # http://inventwithpython.com/hacking (BSD Licensed)
3
4

. import pyperclip

Line 4 is a new kind of statement called an import statement. While Python includes many
built-in functions, some functions exist in separate programs called modules. Modules are
Python programs that contain additional functions that can be used by your program. In this case,
we’re importing a module named pyperclip so that we can call the pyperclip.copy ()
function later in this program.
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The import statement is made up of the import keyword followed by the module name. Line
4 is an import statement that imports the pyperclip module, which contains several
functions related to copying and pasting text to the clipboard.

caesarCipher.py

6. # the string to be encrypted/decrypted
7. message = 'This is my secret message.'
8.

9. # the encryption/decryption key

10. key = 13

11.

12. # tells the program to encrypt or decrypt
13. mode = 'encrypt' # set to 'encrypt' or 'decrypt'

The next few lines set three variables: message will store the string to be encrypted or
decrypted, key will store the integer of the encryption key, and mode will store either the string
"encrypt ' (which will cause code later in the program to encrypt the string in message) or
"decrypt ' (which will tell the program to decrypt rather than encrypting).

Constants

caesarCipher.py
15. # every possible symbol that can be encrypted
16. LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

We also need a string that contains all the capital letters of the alphabet in order. It would be
tiring to type the full ' ABCDEFGHIJKLMNOPQRSTUVWXYZ ' string value each time we use it in
the program (and we might make typos when typing it, which would cause errors in our
program). So instead we will type the code for the string value once and place it in a variable
named LETTERS. This string contains all the letters that our cipher program can possibly
encrypt. This set of letters (which don’t have to be just letters but can also be numbers,
punctuation, or any other symbol) is called the cipher’s symbol set. The end of this chapter will
tell you how to expand this program’s symbol set to include other characters besides letters.

The LETTERS variable name is in all capitals. This is the programming convention for constant
variables. Constants are variables whose values are not meant to be changed when the program
runs. Although we can change LETTERS just like any other variable, the all-caps reminds the
programmer to not write code that does so.
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Like all conventions, we don’t have to follow it. But doing it this way makes it easier for other
programmers to understand how these variables are used. (It even can help you if you are looking
at code you wrote yourself a long time ago.)

The upper () and lower () String Methods

caesarCipher.py
18. # stores the encrypted/decrypted form of the message
19. translated = "'
20.
21. # capitalize the string in message
22. message = message.upper()

On line 19, the program stores a blank string in a variable named translated. Just like in the
reverse cipher from last chapter, by the end of the program the translated variable will
contain the completely encrypted (or decrypted) message. But for now it starts as a blank string.

Line 22 is an assignment statement that stores a value in a variable named message, but the
expression on the right side of the = operator is something we haven’t seen before:

message.upper ().

This is a method call. Methods are just like functions, except they are attached to a non-module
value (or in the case of line 22, a variable containing a value) with a period. The name of this
method is upper (), and it is being called on the string value stored in the me ssage variable.

A function is not a method just because it is in a module. You will see on line 52 that we call
pyperclip.copy (), but pyperclip is a module that was imported on line 4, so copy () is
not a method. It is just a function that is inside the pyperclip module. If this is confusing, then
you can always call methods and functions a “function” and people will know what you’re
talking about.

Most data types (such as strings) have methods. Strings have a method called upper () and
lower () which will evaluate to an uppercase or lowercase version of that string, respectively.
Try typing the following into the interactive shell:

>>> 'Hello world!"'.upper()
"HELLO WORLD!'

>>> "'Hello world!'.lower()
'hello world!'

>>>
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Because the upper () method returns a string value, you can call a method on that string as
well. Try typing 'Hello world!'.upper () .lower () into the shell:

>>> 'Hello world!"'.upper().Tower()
'hello world!"'
>>>

'Hello world!'.upper () evaluates to the string '°HELLO WORLD! ', and then we call
the Llower () method on that string. This returns the string 'hello world!', which is the
final value in the evaluation. The order is important. '"Hello world!'.lower () .upper ()
is not the same as 'Hello world!'.upper () .lower ():

>>> 'Hello world'.lower() .upper()
"HELLO WORLD!'
>>>

If a string is stored in a variable, you can call any string method (such as upper () or
lower () ) on that variable. Look at this example:

>>> fizz = "Hello world!'
>>> fizz.upper(Q

"HELLO WORLD!'

>>> fizz

'HeT1lo world!"

Calling the upper () or lower () method on a string value in a variable does not change the
value inside a variable. Methods are just part of expressions that evaluate to a value. (Think about
it like this: the expression fizz + 'ABC' would not change the string stored in £izz to have
'ABC' concatenated to the end of it, unless we used it in an assignment statement like fizz =
fizz + 'ABC')

Different data types have different methods. You will learn about other methods as you read this

The for Loop Statement

caesarCipher.py
24. # run the encryption/decryption code on each symbol in the message string
25. for symbol in message:

Email questions to the author: al@inventwithpython.com




Chapter 6 — The Caesar Cipher 77

The for loop is very good at looping over a string or list of values (we will learn about lists
later). This is different from the while loop, which loops as long as a certain condition is True.
A for statement has six parts:

1. The for keyword

1. The for keyword. i 3. The in
2. A variable name. 2. A varible name g keyword
3. The in keyword. '
. . aymbol mes3sage:

4. A string value (or a variable R o

containing a string value). S :
3. A colon. 4. Afs.frfmg or'vquable
6. A block of code. contaning 9 Sing

5. A colon
6. A block of code

Figure 6-1. The parts of a for loop statement.

Each time the program execution goes through the loop (that is, on each iteration through the
loop) the variable in the for statement takes on the value of the next character in the string.

For example, type the following into the interactive shell. Note that after you type the first line,
the >>> prompt will turn into . . . (although in IDLE, it will just print three spaces) because the
shell is expecting a block of code after the for statement’s colon. In the interactive shell, the
block will end when you enter a blank line:

>>> for letter in 'Howdy':
print('The Tletter is ' + letter)

The letter is
The letter is
The letter is
The letter is
The letter is
>>>

< 9= 0=

A while Loop Equivalent of a for Loop

The for loop is very similar to the while loop, but when you only need to iterate over
characters in a string, using a for loop is much less code to type. You can make a while loop
that acts the same way as a for loop by adding a little extra code:

>> i =0
>>> while i < Ten('Howdy'):
Tetter = "Howdy'[1]
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print('The Tetter is ' + letter)
i=1+1

The letter is
The letter is
The letter is
The letter is
The letter is
>>>

< a=so0x

Notice that this while loop does the exact same thing that the for loop does, but is not as short
and simple as the for loop.

Before we can understand lines 26 to 32 of the Caesar cipher program, we need to first learn
about the i f, elif, and else statements, the in and not 1in operators, and the £ind ()
string method.

Practice Exercises, Chapter 6, Set B

The i f Statement

An if statement can be read as “If this condition is True, execute the code in the following
block. Otherwise if it is False, skip the block.” Open the file editor and type in the following
small program. Then save the file as password.py and press F5 to run it.

Source code for password.py

print('Access denied.')
. print('Done.")

1. print('What is the password?')
2. password = input()

3. if password == 'rosebud':

4. print('Access granted.')
5. if password != 'rosebud':

6.

7

When the password = input () line is executed, the user can type in anything she wants and
it will be stored as a string in the variable password. If she typed in “rosebud” (in all lowercase
letters), then the expression password == 'rosebud' will evaluate to True and the
program execution will enter the following block to print the 'Access granted. ' string.

If password == 'rosebud' is False, then this block of code is skipped. Next, the second
if statement will have its condition also evaluated. If this condition, password !=
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'rosebud' is True, then the execution jumps inside of the following block to print out
'Access denied.'. If the condition is False, then this block of code is skipped.

The else Statement

Often we want to test a condition and execute one block of code if it is True and another block
of code if it is False. The previous password.py example is like this, but it used two if
statements.

An el se statement can be used after an i f statement’s block, and its block of code will be
executed if the i f statement’s condition is False. You can read the code as “if this condition is
true, execute this block, or else execute this block.

Type in the following program and save it as password2.py. Notice that it does the same thing as
the previous password.py program, except it uses an if and else statement instead of two i f

statements:
Source code for password2.py
1. print('What is the password?')
2. password = input()
3. if password == 'rosebud':
4. print('Access granted."')
5. else:
6. print('Access denied."')
7. print('Done.")

The elif Statement

There is also an “else if” statement called the e11i £ statement. Like an 1 f statement, it has a
condition. Like an e1 se statement, it follows an 1 f (or another e11i f) statement and executes if
the previous if (or el1if) statement’s condition was False. Youcanread if,elif and else
statements as, “If this condition is true, run this block. Or else, check if this next condition is true.
Or else, just run this last block.” Type in this example program into the file editor and save it as

elifeggs.py:

Source code for elifeggs.py
. numberOfEggs = 12
. if numberOfEggs < 4:
print('That is not that many eggs.')
. elif numberOfEggs < 20:
print('You have quite a few eggs.')
. elif numberOfEggs == 144:

SV WN
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7. print('You have a lot of eggs. Gross!')
8. else:
9. print('Eat ALL the eggs!')

When you run this program, the integer 12 is stored in the variable numberOfEggs. Then the
condition numberOfEggs < 4 is checked to see if'it is True. If it isn’t, the execution skips
the block and checks numberOfEggs < 20. Ifitisn’t True, execution skips that block and
checks if numberOfEggs == 144. If all of these conditions have been False, then the
else block is executed.

Notice that one and only one of these blocks will be executed. You can have zero or more
elif statements following an i f statement. You can have zero or one else statements, and the

else statement always comes last.

The in and not in Operators

An expression of two strings connected by the 1n operator will evaluate to True if the first
string is inside the second string. Otherwise the expression evaluates to False. Notice that the
in and not in operators are case-sensitive. Try typing the following in the interactive shell:

>>> 'hello' in 'hello world!'
True

>>> 'ello' in 'hello world!"'
True

>>> 'HELLO' in 'hello world!'
False

>>> 'HELLO' in 'HELLO world!'
True

>>> "' in 'Hello'

True

>>> "' 1in
True

>>> 'D' in 'ABCDEF'
True

>>>

The not in operator will evaluate to the opposite of in. Try typing the following into the
interactive shell:

>>> 'hello' not in 'hello world!'
False
>>> 'ello' not in 'hello world!'
False
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>>> 'HELLO' not in 'hello world!'
True

>>> "HELLO' not in 'HELLO world!'
False

>>> "' not in 'Hello'

False

>>> ''" not in ''

False

>>> 'D' not in 'ABCDEF'

False

>>>

Expressions using the in and not in operators are handy for conditions of i f statements so that
we can execute some code if a string exists inside of another string.

Also, the in keyword used in for statements is not the same as the in operator used here. They
are just typed the same.

The £ind () String Method

Just like the upper () method can be called on a string values, the find () method is a string
method. The find () method takes one string argument and returns the integer index of where
that string appears in the method’s string. Try typing the following into the interactive shell:

>>> 'hello'.find('e")
1

>>> 'hello'.find('0")
4

>>> fizz = 'hello'
>>> fizz.find('h')

0

>>>

If the string argument cannot be found, the £ind () method returns the integer —1. Notice that
the £ind () method is case-sensitive. Try typing the following into the interactive shell:

>>> 'hello'.find('x")
-1
>>> 'hello'.find('H")
-1
>>>
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The string you pass as an argument to £ind () can be more than one character. The integer that
find () returns will be the index of the first character where the argument is found. Try typing
the following into the interactive shell:

>>> 'hello'.find('ello")

1

>>> 'hello'.find('To")

3

>>> 'hello hello'.find('e")
1

>>>

The £ind () string method is like a more specific version of using the in operator. It not only
tells you if a string exists in another string, but also tells you where.

Practice Exercises, Chapter 6, Set C

Back to the Code

Now that we understand how if, elif, else statements, the in operator, and the £ind ()
string method works, it will be easier to understand how the rest of the Caesar cipher program

works.
caesarCipher.py
26. if symbol in LETTERS:
27. # get the encrypted (or decrypted) number for this symbol
28. num = LETTERS.find(symbol) # get the number of the symbol

If the string in symbol (which the for statement has set to be only a single character) is a
capital letter, then the condition symbol in LETTERS will be True. (Remember that on line
22 we converted message to an uppercase version with message = message.upper (), SO
symbol cannot possibly be a lowercase letter.) The only time the condition is False is if
symbol is something like a punctuation mark or number string value, suchas '?"' or '4"'.

We want to check if symbol is an uppercase letter because our program will only encrypt (or
decrypt) uppercase letters. Any other character will be added to the t ranslated string without
being encrypted (or decrypted).
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There is a new block that starts after the i £ statement on line 26. If you look down the program,
you will notice that this block stretches all the way to line 42. The e1se statement on line 44 is
paired to the i f statement on line 26.

caesarCipher.py
29. if mode == 'encrypt':
30. num = num + key
31. elif mode == 'decrypt':
32. num = num - key

Now that we have the current symbol’s number stored in num, we can do the encryption or
decryption math on it. The Caesar cipher adds the key number to the letter’s number to encrypt it,
or subtracts the key number from the letter’s number to decrypt it.

The mode variable contains a string that tells the program whether or not it should be encrypting
or decrypting. If this string is 'encrypt ', then the condition for line 29’s i f statement will be
True and line 30 will be executed (and the block after the e 11 f statement will be skipped). If
this string is any other value besides 'encrypt ', then the condition for line 29’s 1 f statement
is False and the program execution moves on to check the e11i f statement’s condition.

This is how our program knows when to encrypt (where it is adding the key) or decrypt (where it
is subtracting the key). If the programmer made an error and stored 'pineapples' in the
mode variable on line 13, then both of the conditions on lines 29 and 31 would be False and
nothing would happen to the value stored in num. (You can try this yourself by changing line 13
and re-running the program.)

caesarCipher.py
34. # handle the wrap-around if num is larger than the Tength of
35. # LETTERS or Tess than 0
36. if num >= 1en(LETTERS):
37. num = num - T1en(LETTERS)
38. elif num < O:
39. num = num + 1en(LETTERS)

Remember that when we were implementing the Caesar cipher with paper and pencil, sometimes
the number after adding or subtracting the key would be greater than or equal to 26 or less than 0.
In those cases, we had to add or subtract 26 to the number to “wrap-around” the number. This
“wrap-around” is what lines 36 to 39 do for our program.
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If num is greater than or equal to 26, then the condition on line 36 is True and line 37 is
executed (and the e11 £ statement on line 38 is skipped). Otherwise, Python will check if num is
less than 0. If that condition is True, then line 39 is executed.

The Caesar cipher adds or subtracts 26 because that is the number of letters in the alphabet. If
English only had 25 letters, then the “wrap-around” would be done by adding or subtracting 25.

Notice that instead of using the integer value 26 directly, we use 1en (LETTERS) . The function
call len (LETTERS) will return the integer value 2 6, so this code works just as well. But the
reason that we use len (LETTERS) instead of 26 is that the code will work no matter what
characters we have in LETTERS.

We can modify the value stored in LETTERS so that we encrypt and decrypt more than just the
uppercase letters. How this is done will be explained at the end of this chapter.

caesarCipher.py
41. # add encrypted/decrypted number's symbol at the end of translated
42. translated = translated + LETTERS[num]

Now that the integer in num has been modified, it will be the index of the encrypted (or
decrypted) letter in LETTERS. We want to add this encrypted/decrypted letter to the end of the
translated string, so line 42 uses string concatenation to add it to the end of the current value

of translated.
caesarCipher.py
44, else:
45. # just add the symbol without encrypting/decrypting
46. translated = translated + symbol

Line 44 has four spaces of indentation. If you look at the indentation of the lines above, you’ll see
that this means it comes after the i £ statement on line 26. There’s a lot of code in between this
if and else statement, but it all belongs in the block of code that follows the i f statement on
line 26. If that i £ statement’s condition was False, then the block would have been skipped and
the program execution would enter the e 1se statement’s block starting at line 46. (Line 45 is
skipped because it is a comment.)

This block has just one line in it. It adds the symbol string as it is to the end of translated.
This is how non-letter strings like ' ' or '. ' are added to the translated string without being
encrypted or decrypted.
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Displaying and Copying the Encrypted/Decrypted String

caesarCipher.py
48. # print the encrypted/decrypted string to the screen
49. print(translated)
50.
51. # copy the encrypted/decrypted string to the clipboard
52. pyperclip.copy(translated)

Line 49 has no indentation, which means it is the first line after the block that started on line 26
(the for loop’s block). By the time the program execution reaches line 49, it has looped through
each character in the me ssage string, encrypted (or decrypted) the characters, and added them to

translated.

Line 49 will call the print () function to display the translated string on the screen. Notice
that this is the only print () call in the entire program. The computer does a lot of work
encrypting every letter in me ssage, handling wrap-around, and handling non-letter characters.
But the user doesn’t need to see this. The user just needs to see the final string in translated.

Line 52 calls a function that is inside the pyperclip module. The function’s name is copy ()
and it takes one string argument. Because copy () is a function in the pyperclip module, we
have to tell Python this by putting pyperclip. in front of the function name. If we type

copy (translated) instead of pyperclip.copy (translated), Python will give us an
error message.

You can see this error message for yourself by typing this code in the interactive shell:

>>> copy('Hello")

Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>

NameError: name 'copy' is not defined

>>>

Also, if you forget the import pyperclip line before trying to call pyperclip.copy (),
Python will give an error message. Try typing this into the interactive shell:

>>> pyperclip.copy('Hello")
Traceback (most recent call last):

File "<stdin>", 1line 1, in <module>
NameError: name 'pyperclip' is not defined
>>>
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That’s the entire Caesar cipher program. When you run it, notice how your computer can execute
the entire program and encrypt the string in less than a second. Even if you type in a very, very
long string for the value to store in the me ssage variable, your computer can encrypt or decrypt
a message within a second or two. Compare this to the several minutes it would take to do this
with a cipher wheel or St. Cyr slide. The program even copies the encrypted text to the clipboard
so the user can simply paste it into an email to send to someone.

Encrypt Non-Letter Characters

One problem with the Caesar cipher that we’ve implemented is that it cannot encrypt non-letters.
For example, if you encrypt the string ' The password is 31337.' with the key 20, it will
encryptto 'Dro zkccgybn sc 31337."' This encrypted message doesn’t keep the
password in the message very secret. However, we can modify the program to encrypt other
characters besides letters.

If you change the string that is stored in LETTERS to include more than just the uppercase letters,
then the program will encrypt them as well. This is because on line 26, the condition symbol

in LETTERS will be True. The value of num will be the index of symbol in this new, larger
LETTERS constant variable. The “wrap-around” will need to add or subtract the number of
characters in this new string, but that’s already handled because we use 1en (LETTERS) instead
of typing in 2 6 directly into the code. (This is why we programmed it this way.)

The only changes you have to make are to the LETTERS assignment statement on line 16 and
commenting out line 22 which capitalizes all the letters in message.

caesarCipher.py
15. # every possible symbol that can be encrypted

16. LETTERS = " !"#$%&\' (O *+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ [\\]
A_"a bcdefghijklmnopgrstuvwxyz{|}~"
17.

18. # stores the encrypted/decrypted form of the message
19. translated = "'

20.

21. # capitalize the string in message

22. #message = message.upper()

Notice that this new string has the escape characters \ ' and \\ in it. You can download this new

This modification to our program is like if we had a cipher wheel or St. Cyr slide that had not
only uppercase letters but numbers, punctuation, and lowercase letters on it as well.
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Even though the value for LETTERS has to be the same when running the program for decryption
as when it encrypted the message, this value doesn’t have to be secret. Only the key needs to be
kept secret, while the rest of program (including the code for the Caesar cipher program) can be
shared with the world.

Summary

You’ve had to learn several programming concepts and read through quite a few chapters to get
to this point, but now you have a program that implements a secret cipher. And more importantly,
you can understand how this code works.

Modules are Python programs that contain useful functions we can use. To use these functions,
you must first import them with an import statement. To call functions in an imported module,
put the module name and a period before the function name, like: module. function ().

Constant variables are by convention written in UPPERCASE. These variables are not meant to
have their value changed (although nothing prevents the programmer from writing code that does
this). Constants are helpful because they give a “name” to specific values in your program.

Methods are functions that are attached to a value of a certain data type. The upper () and
lower () string methods return an uppercase or lowercase version of the string they are called
on. The find () string method returns an integer of where the string argument passed to it can
be found in the string it is called on.

A for loop will iterate over all the characters in string value, setting a variable to each character
on each iteration. The 1 f, elif, and else statements can execute blocks of code based on
whether a condition is True or False.

The in and not in operators can check if one string is or isn’t in another string, and evaluates
to True or False accordingly.

Knowing how to program gives you the power to take a process like the Caesar cipher and put it
down in a language that a computer can understand. And once the computer understands how to
do it, it can do it much faster than any human can and with no mistakes (unless there are mistakes
in your programming.) This is an incredibly useful skill, but it turns out the Caesar cipher can
casily be broken by someone who knows computer programming. In the next chapter we will use
our skills to write a Caesar cipher “hacker” so we can read ciphertext that other people encrypted.
So let’s move on to the next chapter, and learn how to hack encryption.
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CHAPTER 7

HACKING THE CAESAR CIPHER
WITH THE BRUTE-FORCE
TECHNIQUE

Topics Covered In This Chapter:

o Kerckhoffs’s Principle and Shannon’s Maxim
e The brute-force technique

e The range () function

String formatting (string interpolation)

Hacking Ciphers
We can hack the Caesar cipher by using a cryptanalytic technique called “brute-force”. Because

our code breaking program is so effective against the Caesar cipher, you shouldn’t use it to
encrypt your secret information.

Ideally, the ciphertext would never fall into anyone’s hands. But Kerckhoffs’s Principle (named
after the19th-century cryptographer Auguste Kerckhoffs) says that a cipher should still be secure
even if everyone else knows how the cipher works and has the ciphertext (that is, everything
except the key). This was restated by the 20" century mathematician Claude Shannon as
Shannon’s Maxim: “The enemy knows the system.”
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Figure 7-1. Auguste Kerckhoffs Figure 7-2. Claude Shannon
January 19, 1835 - August 9, 1903 April 30, 1916 - February 24, 2001
“A cryptosystem should be secure even if “The enemy knows the system.”
everything about the system, except the key, is
public knowledge.”

The Brute-Force Attack

Nothing stops a cryptanalyst from guessing one key, decrypting the ciphertext with that key,
looking at the output, and if it was not the correct key then moving on to the next key. The
technique of trying every possible decryption key is called a brute-force attack. It isn’t a very
sophisticated hack, but through sheer effort (which the computer will do for us) the Caesar cipher
can be broken.

Source Code of the Caesar Cipher Hacker Program

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as caesarHacker.py. Press FS to run the program. Note that
first you will need to download the pyperclip.py module and place this file in the same directory

Source code for caesarHacker.py
# Caesar Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

N wN R

message = 'GUVF VF ZL FRPERG ZRFFNTR.'
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5. LETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

6.

7. # loop through every possible key

8. for key in range(len(LETTERS)):

9.

10. # It is important to set translated to the blank string so that the
11. # previous iteration's value for translated is cleared.

12. translated = "'

13.

14. # The rest of the program is the same as the original Caesar program:
15.

16. # run the encryption/decryption code on each symbol in the message
17. for symbol in message:

18. if symbol in LETTERS:

19. num = LETTERS.find(symbol) # get the number of the symbol
20. num = num - key
21.
22. # handle the wrap-around if num is 26 or larger or less than 0
23. if num < O:
24. num = num + len(LETTERS)
25.
26. # add number's symbol at the end of translated
27. translated = translated + LETTERS[num]
28.
29. else:

30. # just add the symbol without encrypting/decrypting

31. translated = translated + symbol

32.

33. # display the current key being tested, along with its decryption
34. print('Key #%s: %s' % (key, translated))

You will see that much of this code is the same as the code in the original Caesar cipher program.
This is because the Caesar cipher hacker program does the same steps to decrypt the key.

Sample Run of the Caesar Cipher Hacker Program

Here is what the Caesar cipher program looks like when you run it. It is trying to break the
ciphertext, “GUVF VF ZL FRPERG ZRFFNTR.” Notice that the decrypted output for key 13 is
plain English, so the original encryption key must have been 13.

Key #0: GUVF VF ZL FRPERG ZRFFNTR.
Key #1: FTUE UE YK EQODQF YQEEMSQ.
Key #2: ESTD TD XJ DPNCPE XPDDLRP.
Key #3: DRSC SC WI COMBOD WOCCKQO.
Key #4: CQRB RB VH BNLANC VNBBIJPN.
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Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key
Key

#5:
#6:
#7:
#8:
#9:

#10:
#11:
#12:
#13:
#14:
#15:
#16:
#17:
#18:
#19:
#20:
#21:
#22:
#23:
#24:
#25:

BPQA QA UG AMKZMB UMAAIOM.
AOPZ PZ TF ZLJYLA TLZZHNL.
ZNOY 0Y SE YKIXKZ SKYYGMK.
YMNX NX RD XJHWJY RIXXFLJ.
XLMW MW QC WIGVIX QIWWEKI.

WKLV
VIKU
uIiT
THIS
SGHR
RFGQ
QEFP
PDEO
OCDN
NBCM
MABL
LZAK
KYZ3J
JXYI
IwXH
HVWG

LV
KU
T
IS
HR
GQ
FP
EO
DN
M
BL
AK
73
Y1
XH
WG

PB
OA
NZ
MY
LX
Kw
v
Iu
HT
GS
FR
EQ
DP
Cco
BN
AM

VHFUHW
UGETGV
TFDSFU
SECRET
RDBQDS
QCAPCR
PBZOBQ
OAYNAP
NZXMZ0
MYWLYN
LXVKXM
KwWUJwL
JVTIVK
TUSHUJ
HTRGTI
GSQFSH

PHVVDJH.
OGUUCIG.
NFTTBHF.
MESSAGE.
LDRRZFD.
KCQQYEC.
JBPPXDB.
TAOOWCA.
HZNNVBZ.
GYMMUAY .
FXLLTZX.
EWKKSYW.
DVIJRXV.
CUIIQWU.
BTHHPVT.
ASGGOUS.

How the Program Works

v A W N R

# Caesar Cipher Hacker

# http://inventwithpython.com/hacking (BSD Licensed)

. message

LETTERS =

"GUVF VF ZL FRPERG ZRFFNTR.'
'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

caesarHacker.py

The hacker program will create a message variable that stores the ciphertext string the program

tries to decrypt. The LETTERS constant variable contains every character that can be encrypted
with the cipher. The value for LETTERS needs to be exactly the same as the value for LETTERS
used in the Caesar cipher program that encrypted the ciphertext we are trying to hack, otherwise

the hacker program won’t work.

The range () Function

7. # loop through every possible key
8. for key in range(len(LETTERS)):

caesarHacker.py
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Line 8 is a for loop that does not iterate over a string value, but instead iterates over the return
value from a call to a function named range (). The range () function takes one integer
argument and returns a value of the range data type. These range values can be used in for loops
to loop a specific number of times. Try typing the following into the interactive shell:

>>> for i in range(4):
print('Hello")

Hello

Hello

Hello

Hello
>>>

More specifically, the range value returned from the range () function call will set the for
loop’s variable to the integers O up to, but not including, the argument passed to range (). Try
typing the following into the interactive shell:

>>> for i in range(6):
print(i)

v WN R O -

>>>

Line 8 is a for loop that will set the key variable with the values 0 up to (but not including) 26.
Instead of hard-coding the value 26 directly into our program, we use the return value from

len (LETTERS) so thatif we modify LETTERS the program will still work. See the “Encrypt
Non-Letter Characters” section in the last chapter to read why.

So the first time the program execution goes through this loop, key will be set to 0 and the
ciphertext in message will be decrypted with key 0. (The code inside the for loop does the
decrypting.) On the next iteration of line 8’s for loop, key will be set to 1 for the decryption.

You can also pass two integer arguments to the range () function instead of just one. The first
argument is where the range should start and the second argument is where the range should stop
(up to but not including the second argument). The arguments are separated by a comma:
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>>> for i in range(2, 6):
print(i)

vT A WN

>>>

The range () call evaluates to a value of the “range object” data type.

Back to the Code

caesarHacker.py
7. # loop through every possible key
8. for key in range(len(LETTERS)):

9.

10. # It is important to set translated to the blank string so that the
11. # previous iteration's value for translated is cleared.

12. translated = "'

On line 12, translated is set to the blank string. The decryption code on the next few lines
adds the decrypted text to the end of the string in translated. It is important that we reset
translated to the blank string at the beginning of this for loop, otherwise the decrypted text will
be added to the decrypted text in t ranslated from the last iteration in the loop.

caesarHacker.py
14. # The rest of the program is the same as the original Caesar program:
15.
16. # run the encryption/decryption code on each symbol in the message
17. for symbol in message:
18. if symbol in LETTERS:
19. num = LETTERS.find(symbol) # get the number of the symbol

Lines 17 to 31 are almost exactly the same as the code in the Caesar cipher program from the last
chapter. It is slightly simpler, because this code only has to decrypt instead of decrypt or encrypt.

First we loop through every symbol in the ciphertext string stored in message on line 17. On
each iteration of this loop, line 18 checks if symbol is an uppercase letter (that is, it exists in the
LETTERS constant variable which only has uppercase letters) and, if so, decrypts it. Line 19
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locates where symbol is in LETTERS with the £ind () method and stores it in a variable called

num.

caesarHacker.py
20. num = num - key
21.
22. # handle the wrap-around if num is 26 or larger or Tless than 0
23. if num < O:
24. num = num + len(LETTERS)

Then we subtract the key from num on line 20. (Remember, in the Caesar cipher, subtracting the
key decrypts and adding the key encrypts.) This may cause num to be less than zero and require
“wrap-around”. Line 23 checks for this case and adds 26 (which is what 1en (LETTERS)
returns) if it was less than 0.

caesarHacker.py
26. # add number's symbol at the end of translated
27. translated = translated + LETTERS[num]

Now that num has been modified, LETTERS [num] will evaluate to the decrypted symbol. Line
27 adds this symbol to the end of the string stored in translated.

caesarHacker.py

29. else:
30. # just add the symbol without encrypting/decrypting
31. translated = translated + symbol

Of course, if the condition for line 18’s condition was False and symbol was not in
LETTERS, we don’t decrypt the symbol at all. If you look at the indentation of line 29’s else
statement, you can see that this e 1 se statement matches the i f statement on line 18.

Line 31 just adds symbol to the end of translated unmodified.

String Formatting

caesarHacker.py
33. # display the current key being tested, along with its decryption
34. print('Key #%s: %s' % (key, translated))

Although line 34 is the only print () function call in our Caesar cipher hacker program, it will
print out several lines because it gets called once per iteration of line 8’s for loop.
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The argument for the print () function call is something we haven’t used before. It is a string
value that makes use of string formatting (also called string interpolation). String formatting
with the $ s text is a way of placing one string inside another one. The first $ s text in the string
gets replaced by the first value in the parentheses after the % at the end of the string.

Type the following into the interactive shell:

>>> 'Hello %s!' % ('world'")
'HeT1lo world!"
>>> 'Hello ' + 'world' +
'HeT1lo world!"'

>>> 'The %s ate the %s that ate the %s.' % ('dog', 'cat', 'rat')
'The dog ate the cat that ate the rat.'
>>>

String formatting is often easier to type than string concatenation with the + operator, especially
for larger strings. And one benefit of string formatting is that, unlike string concatenation, you
can insert non-string values such as integers into the string. Try typing the following into the
interactive shell:

>>> '%s had %s pies.' % ('Alice', 42)
'Alice had 42 pies.'
>>> 'Alice' + ' had ' + 42 + ' pies.'
Traceback (most recent call Tast):
File "<stdin>", 1line 1, in <module>
TypeError: Can't convert 'int' object to str implicitly
>>>

Line 34 uses string formatting to create a string that has the values in both the key and
translated variables. Because key stores an integer value, we’ll use string formatting to put
it in a string value that is passed to print ().

Practice Exercises, Chapter 7, Set A

Summary

The critical failure of the Caesar cipher is that there aren’t that many different possible keys that
can be used to encrypt a message. Any computer can easily decrypt with all 26 possible keys, and
it only takes the cryptanalyst a few seconds to look through them to find the one that is in
English. To make our messages more secure, we will need a cipher that has more possible keys.
That transposition cipher in the next chapter can provide this for us.
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CHAPTER 8

ENCRYPTING WITH THE
TRANSPOSITION CIPHER

Topics Covered In This Chapter:

e Creating functions with de f statements.

main () functions

Parameters

The global and local scope, and global and local variables
The global statement

The list data type, and how lists and strings are similar
The 1ist () function

Lists of lists

Augmented assignment operators (+=, -=, *=, /=)
The join () string method

e Return values and the return statement

e Thespecial name  variable

The Caesar cipher isn’t secure. It doesn’t take much for a computer to brute-force through all
twenty-six possible keys. The transposition cipher has many more possible keys to make a brute-
force attack more difficult.

Encrypting with the Transposition Cipher

Instead of replacing characters with other characters, the transposition cipher jumbles up the
message’s symbols into an order that makes the original message unreadable. Before we start
writing code, let’s encrypt the message “Common sense is not so common.” with pencil and
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paper. Including the spaces and punctuation, this message has 30 characters. We will use the
number 8 for the key.

The first step is to draw out a number of boxes equal to the key. We will draw 8 boxes since our
key for this example is 8:

The second step is to start writing the message you want to encrypt into the boxes, with one
character for each box. Remember that spaces are a character (this book marks the boxes with (s)
to indicate a space so it doesn’t look like an empty box).

[Clo[m|mfon|[®]s |

We only have 8 boxes but there are 30 characters in the message. When you run out of boxes,
draw another row of 8 boxes under the first row. Keep creating new rows until you have written
out the full message:

1 st 2nd 3rd 4th Sth 61}1 7th 81}1
m| o | n|(s)|s

m
s |e ()] 1] s |(s)
t
m

(s)| s | o|(s)| c

ol ||l
Blols|o

We shade in the two boxes in the last row to remind us to ignore them. The ciphertext is the
letters read from the top left box going down the column. “C”, “e”, “n”, and “0” are from the 1%
column. When you get to the last row of a column, move to the top row of the next column to the

€C 9% CC_ 9% ¢ 9 (¢

right. The next characters are “0”, “n”, “0”, “m”. Ignore the shaded boxes.

The ciphertext is “Cenoonommstmme 00 snnio. s s ¢”, which is sufficiently scrambled to keep
someone from figuring out the original message by looking at it.

The steps for encrypting are:

1. Count the number of characters in the message and the key.

2. Draw a number of boxes equal to the key in a single row. (For example, 12 boxes for a
key of 12.)

3. Start filling in the boxes from left to right, with one character per box.

4. When you run out of boxes and still have characters left, add another row of boxes.
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5. Shade in the unused boxes in the last row.

6. Starting from the top left and going down, write out the characters. When you get to the
bottom of the column, move to the next column to the right. Skip any shaded boxes. This
will be the ciphertext.

Practice Exercises, Chapter 8, Set A

A Transposition Cipher Encryption Program

Encrypting with paper and pencil involves a lot of work and it’s easy to make mistakes. Let’s
look at a program that can implement transposition cipher encryption (a decryption program will
be demonstrated later in this chapter).

Using the computer program has a slight problem, however. If the ciphertext has space characters
at the end, then it is impossible to see them since a space is just empty... well, space. To fix this,
the program adds a | character at the end of the ciphertext. (The | character is called the “pipe”
character and is above the Enter key on your keyboard.) For example:

Hello| # There are no spaces at the end of the message.
Hello | # There is one space at the end of the message.
Hello | # There are two spaces at the end of the message.

Source Code of the Transposition Cipher Encryption Program

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as transpositionEncrypt.py. Press F5 to run the program. Note
that first you will need to download the pyperclip.py module and place this file in the same
directory as the transpositionEncrypt.py file. You can download this file from

Source code for transpositionEncrypt.py

1. # Transposition Cipher Encryption

2. # http://inventwithpython.com/hacking (BSD Licensed)
3.

4. import pyperclip

5.

6. def main(Q:

7. myMessage = 'Common sense is not so common.'

8. myKey = 8

9.
10. ciphertext = encryptMessage(myKey, myMessage)
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11.

12. # Print the encrypted string in ciphertext to the screen, with

13. # a | (called "pipe" character) after it in case there are spaces at
14. # the end of the encrypted message.

15. print(ciphertext + '|")

16.

17. # Copy the encrypted string in ciphertext to the clipboard.

18. pyperclip.copy(ciphertext)

19.

20.

21. def encryptMessage(key, message):

22. # Each string in ciphertext represents a column in the grid.

23. ciphertext = [''] * key

24,

25. # Loop through each column in ciphertext.

26. for col in range(key):

27. pointer = col

28.

29. # Keep Tooping until pointer goes past the length of the message.
30. while pointer < len(message):

31. # Place the character at pointer in message at the end of the
32. # current column in the ciphertext list.

33. ciphertext[col] += message[pointer]

34,

35. # move pointer over

36. pointer += key

37.

38. # Convert the ciphertext list into a single string value and return it.
39. return ''.join(ciphertext)

40.

41.

42. # If transpositionEncrypt.py is run (instead of imported as a module) call
43, # the main() function.

44, if _name_ == '_main__":

45, main()

Sample Run of the Transposition Cipher Encryption Program

When you run the above program, it produces this output:

Cenoonommstmme oo snnio. s s c|

This ciphertext (without the pipe character at the end) is also copied to the clipboard, so you can
paste it into an email to someone. If you want to encrypt a different message or use a different

www . dbooks .org



100  http://inventwithpython.com/hacking

key, change the value assigned to the myMessage and myKey variables on lines 7 and 8. Then
run the program again.

How the Program Works

transpositionEncrypt.py
. # Transposition Cipher Encryption
# http://inventwithpython.com/hacking (BSD Licensed)

A WN R

. import pyperclip

The transposition cipher program, like the Caesar cipher program, will copy the encrypted text to
the clipboard. So first we will import the pyperclip module so it can call

pyperclip.copy ().

Creating Your Own Functions with de f Statements

transpositionEncrypt.py
6. def main(Q:
7. myMessage = 'Common sense is not so common.'
8. myKey = 8

A function (like print () ) is a sort of mini-program in your program. When the function is
called, the execution moves to the code inside that function and then returns to the line after the
function call. You can create your own functions with a de f statement like the one on line 6.

The def statement on line 6 isn't a call to a function named main (). Instead, the de f statement
means we are creating, or defining, a new function named main () that we can call later in our
program. When the execution reaches the de £ statement Python will define this function. We can
then call it the same way we call other functions. When we call this function, the execution
moves inside of the block of code following the de f statement.

Open a new file editor window and type the following code into it:

Source code for helloFunction.py
1. def hello(Q):
2 print('Hello!")
3 total =42 + 1
4. print('42 plus 1 is %s' % (total))
5. print('Start!')
6. helloO
7. print('Call it again."')
8. hello(Q)
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9. print('Done.")

Save this program with the name helloFunction.py and run it by pressing F5. The output looks
like this:

Start!

Hello!

42 plus 1 1is 43
Call it again.
Hello!

42 plus 1 1is 43
Done.

When the helloFunction.py program runs, the execution starts at the top. The first line is a def
statement that defines the hello () function. The execution skips the block after the de £
statement and executes the print ('Start! ') line. Thisis why 'Start! " is the first string
printed when we run the program.

The next line after print ('Start! ') is a function call to our hello () function. The
program execution jumps to the first line in the hello () function’s block on line 2. This
function will cause the strings 'Hello! ' and '42 plus 1 is 43" to be printed to the
screen.

When the program execution reaches the bottom of the de f statement, the execution will jump
back to the line after the line that originally called the function (line 7). In helloFunction.py, this
isthe print ('Call it again. ") line. Line 8 is another call to the hello () function. The
program execution will jump back into the hello () function and execute the code there again.
This is why '"Hello! ' and '42 plus 1 is 43" are displayed on the screen two times.

After that function returns to line 9, the print ('Done. ") line executes. This is the last line in
our program, so the program exits.

The Program’s main () Function

transpositionEncrypt.py
6. def main(Q:
7. myMessage = 'Common sense is not so common.'
8. myKey = 8
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The rest of the programs in this book have a function named main () which is called at the start
of program. The reason is explained at the end of this chapter, but for now just know that the
main () function in the programs in this book are always called soon after the programs are run.

On lines 7 and 8, the variables myMessage and myKey will store the plaintext message to
encrypt and the key used to do the encryption.

transpositionEncrypt.py
10. ciphertext = encryptMessage(myKey, myMessage)

The code that does the actual encrypting will be put into a function we define on line 21 named
encryptMessage (). This function will take two arguments: an integer value for the key and a
string value for the message to encrypt. When passing multiple arguments to a function call,
separate the arguments with a comma.

The return value of encryptMessage () will be a string value of the encrypted ciphertext.
(The code in this function is explained next.) This string will be stored in a variable named

ciphertext.
transpositionEncrypt.py
12. # Print the encrypted string in ciphertext to the screen, with
13. # a | (called "pipe" character) after it in case there are spaces at
14. # the end of the encrypted message.
15. print(ciphertext + '|")
16.
17. # Copy the encrypted string in ciphertext to the clipboard.
18. pyperclip.copy(ciphertext)

The ciphertext message is printed to the screen on line 15 and copied to the clipboard on line 18.
The program prints a | character (called the “pipe” character) at the end of the message so that the
user can see any empty space characters at the end of the ciphertext.

Line 18 is the last line of the main () function. After it executes, the program execution will
return to the line after the line that called it. The call to main () is on line 45 and is the last line
in the program, so after execution returns from main () the program will exit.

Parameters

transpositionEncrypt.py
21. def encryptMessage(key, message):
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The code in the encryptMessage () function does the actual encryption. The key and
message text in between the parentheses next to encryptMessage () ’s def statement
shows that the encryptMessage () function takes two parameters.

Parameters are the variables that contain the arguments passed when a function is called.
Parameters are automatically deleted when the function returns. (This is just like how variables
are forgotten when a program exits.)

When the encryptMessage () function gets called from line 10, two argument values are
passed (on line 10, they are the values in myKey and myMessage). These values get assigned to
the parameters key and message (which you can see on line 21) when the execution moves to
the top of the function.

A parameter is a variable name in between the parentheses in the de f statement. An
argument is a value that is passed in between the parentheses for a function call.

Python will raise an error message if you try to call a function with too many or too few
arguments for the number of parameters the function has. Try typing the following into the
interactive shell:

>>> len('hello', 'world'")
Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>
TypeError: Ten() takes exactly one argument (2 given)
>>> len()
Traceback (most recent call Tast):
File "<stdin>", 1line 1, in <module>
TypeError: Ten() takes exactly one argument (0 given)
>>>

Changes to Parameters Only Exist Inside the Function

Look at the following program, which defines and then calls a function named func () :

def func(param):
param = 42
spam = 'Hello'
func(spam)
print(spam)

When you run this program, the print () call on the last line will print out 'Hello', not 42.
When func () is called with spam as the argument, the spam variable is not being sent into the
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func () function and having 42 assigned to it. Instead, the value inside spam is being copied
and assigned to param. Any changes made to param inside the function will not change the
value in the spam variable.

(There is an exception to this rule when you are passing something called a list or dictionary
value, but this will be explained in chapter 10 in the “List References” section.)

This is an important idea to understand. The argument value that is “passed” in a function call is
copied to the parameter. So if the parameter is changed, the variable that provided the argument
value is not changed.

Variables in the Global and Local Scope

You might wonder why we even have the key and message parameters to begin with, since we
already have the variables myKey and myMessage from the main () function. The reason is
because myKey and myMessage are in the main () function’s local scope and can’t be used
outside of the main () function.

Every time a function is called, a local scope is created. Variables created during a function call
exist in this local scope. Parameters always exist in a local scope. When the function returns, the
local scope is destroyed and the local variables are forgotten. A variable in the local scope is still
a separate variable from a global scope variable even if the two variables have the same name.

Variables created outside of every function exist in the global scope. When the program exits,
the global scope is destroyed and all the variables in the program are forgotten. (All the variables
in the reverse cipher and Caesar cipher programs were global.)

The global Statement

If you want a variable that is assigned inside a function to be a global variable instead of a local
variable, put a global statement with the variable’s name as the first line after the de f
statement.

Here are the rules for whether a variable is a global variable (that is, a variable that exists in the
global scope) or local variable (that is, a variable that exists in a function call’s local scope):

1. Variables outside of all functions are always global variables.

2. Ifavariable in a function is never used in an assignment statement, it is a global variable.

3. [Ifavariable in a function is not used in a global statement and but is used in an
assignment statement, it is a local variable.

4. If a variable in a function is used in a global statement, it is a global variable when
used in that function.
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For example, type in the following short program, save it as scope.py, and press F5 to run it:

Source code for scope.py
spam = 42

def eggs():
spam = 99 # spam in this function is Tlocal
print('In eggs(:', spam)

def ham(Q):
print('In ham(Q):', spam) # spam in this function is global

O oo NOUVIDAS WN =

=
o

. def bacon():

11. global spam # spam in this function is global
12. print('In bacon():', spam)

13. spam = 0

14.

15. def CRASHQ):

16. print(spam) # spam in this function 1is Tlocal
17. spam = 0

18.

19. print(spam)

20. eggsQ

21. print(spam)

22. hamQ)

23. print(spam)

24. bacon()

25. print(spam)

26. CRASHQO

The program will crash when Python executes line 16, and the output will look like this:

42
In eggs(: 99
42
In ham(): 42
42
In bacon(): 42
0
Traceback (most recent call last):
File "C:\scope.py", Tine 27, in <module>
CRASHQO)
File "C:\scope.py", 1line 16, in CRASH
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print(spam)
UnboundLocalError: Tocal variable 'spam' referenced before assignment

When the spam variable is used on lines 1, 19, 21, 23, 25 it is outside of all functions, so this is
the global variable named spam. In the eggs () function, the spam variable is assigned the
integer 99 on line 4, so Python regards this spam variable as a local variable named spam.
Python considers this local variable to be completely different from the global variable that is also
named spam. Being assigned 99 on line 4 has no effect on the value stored in the global spam
variable since they are different variables (they just happen to have the same name).

The spam variable in the ham () function on line 8 is never used in an assignment statement in
that function, so it is the global variable spam.

The spam variable in the bacon () function is used in a global statement, so we know it is
the global variable named spam. The spam = 0 assignment statement on line 13 will change the
value of the global spam variable.

The spam variable in the CRASH () function is used in an assignment statement (and not in a
global statement) so the spam variable in that function is a local variable. However, notice that
itis used in the print () function call on line 16 before it is assigned a value on line 17. This is
why calling the CRASH () function causes our program to crash with the error,
UnboundLocalError: local variable 'spam' referenced before

assignment.

It can be confusing to have global and local variables with the same name, so even if you
remember the rules for how to tell global and local variables apart, you would be better off using
different names.

Practice Exercises, Chapter 8, Set B

The List Data Type

transpositionEncrypt.py
22. # Each string in ciphertext represents a column in the grid.
23. ciphertext = [''] * key

Line 23 uses a new data type called the list data type. A list value can contain other values. Just
like how strings begin and end with quotes, a list value begins with a [ open bracket and ends
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with ] close bracket. The values stored inside the list are typed within the brackets. If there is
more than one value in the list, the values are separated by commas.
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Type the following into the interactive shell:

>>> animals = ['aardvark',6 'anteater', 'antelope', 'albert']
>>> animals

['aardvark', 'anteater', 'antelope',6 'albert']

>>>

The animals variable stores a list value, and in this list value are four string values. The
individual values inside of a list are also called items. Lists are very good when we have to store
lots and lots of values, but we don't want variables for each one. Otherwise we would have

something like this:

>>> animalsl = 'aardvark'
>>> animals2 = 'anteater'
>>> animals3 = 'antelope'
>>> animals4 = 'albert'

>>>

This makes working with all the strings as a group very hard, especially if you have hundreds,
thousands, or millions of different values that you want stored in a list.

Many of the things you can do with strings will also work with lists. For example, indexing
and slicing work on list values the same way they work on string values. Instead of individual
characters in a string, the index refers to an item in a list. Try typing the following into the
interactive shell:

>>> animals = ['aardvark', 'anteater', 'antelope', 'albert']
>>> animals[0]
'aardvark'

>>> animals[1]
'anteater'

>>> animals[2]
'antelope'

>>> animals[3]

'albert'

>>> animals[1:3]
['anteater', 'antelope']
>>>

Remember, the first index is 0 and not 1. While using slices with a string value will give you a
string value of part of the original string, using slices with a list value will give you a list value of
part of the original list.
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A for loop can also iterate over the values in a list, just like it iterates over the characters in a

string. The value that is stored in the for loop’s variable is a single value from the list. Try
typing the following into the interactive shell:

>>> for spam in ['aardvark',
print('For dinner we are cooking

For dinner
For dinner
For dinner
For dinner
>>>

we are cooking
we are cooking
we are cooking
we are cooking

aardvark
anteater
antelope
albert

'anteater',

'antelope',

+ spam)

'albert']:

Using the 1ist () Function to Convert Range Objects to Lists

If you need a list value that has increasing integer amounts, you could have code like this to build

up a list value using a for loop:

>>> mylList

=[]

>>> for i in range(10):
st = myList + [i]

myLi

>>> myList
(o, 1, 2,

>>>

3, 4, 5, 6, 7, 8, 9]

However, it is simpler to directly make a list from a range object that the range () function

returned by using the 1ist () function:

| >>> myList
i >>> mylList
[0, 1, 2,
§>>>

= list(range(10))

3, 4, 5,6, 7,8, 9]

The 1ist () function can also convert strings into a list value. The list will have several single-

character strings that were in the original string:

>>> myList
>>> myList
[lHl’ lel’
>>>

= 1ist('Hello world!")

I'II’ I'II’

o
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We won’t be using the 1ist () function on strings or range objects in this program, but it will
come up in later in this book.

Reassigning the Items in Lists

The items inside a list can also be modified. Use the index with a normal assignment statement.
Try typing the following into the interactive shell:

>>> animals = ['aardvark', 'anteater', 'antelope', 'albert']
>>> animals
['aardvark', 'anteater', 'antelope', 'albert']

>>> animals[2] = 9999

>>> animals

['aardvark', 'anteater',6 9999, 'albert']
>>>

Reassigning Characters in Strings

While you can reassign items in a list, you cannot reassign a character in a string value. Try
typing the following code into the interactive shell to cause this error:

>>> 'Hello world!'[6] = 'x'
Traceback (most recent call last):
File "<stdin>", 1ine 1, in <module>
TypeError: 'str' object does not support item assignment
>>>

To change a character in a string, use slicing instead. Try typing the following into the interactive
shell:

>>> spam = 'Hello world!'

>>> spam = spam[:6] + 'x' + spam[7:]
>>> spam

'HeTllo xorld!’

>>>

Lists of Lists

List values can even contain other list values. Try typing the following into the interactive shell:

>>> spam = [['dog', 'cat'], [1, 2, 3]]
>>> spam[0]

['dog', 'cat']

>>> spam[0] [0]
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'dog"
>>> spam[0] [1]
'cat'

>>> spam[1][0]
1

>>> spam[1][1]
2

>>>

The double index brackets used for spam[0] [0] work because spam[0] evaluates to
['dog', 'cat']and ['dog', 'cat'][0] evaluatesto 'dog'. You could even use

another set of index brackets, since string values also use them:

>>> spam = [['dog', 'cat']l, [1, 2, 3]]
>>> spam[0] [1][1]

'a
>>>

Say we had a list of lists stored in a variable named x. Here are the indexes for each of the items
in x. Notice that x[0], x[1],x[2], and x [ 3] refer to list values:

~ ~ ~ ~
o ™~ ~ ™M
e [ W—1 ld d
x> > > >
~ M~ s o B YT
© ™ N ~ N N ™M o
heed b | S— _ —d —_d Jd Jd
=y N o Lz W e " mmee ¥ e B ma
o O O ~ ~N NN (ag)
hed d — bed  Lneed d d d
x X x x X x X X
[[i0, 20, 30}, (3, 2, 1], [8, 8, B, B], [42

Figure 8-1. A list of lists with every item’s index labeled.

Practice Exercises, Chapter 8, Set C

Using 1en () and the in Operator with Lists

We’ve used the 1en () function to tell us how many characters are in a string (that is, the length
of the string). The 1en () function also works on list values and returns an integer of how many

items are in the list.
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Try typing the following into the interactive shell:

>>> animals = ['aardvark',6 'anteater', 'antelope', 'albert']
>>> len(animals)

4

>>>

We’ve used the in operator to tell us if a string exists inside another string value. The in
operator also works for checking if a value exists in a list. Try typing the following into the
interactive shell:

>>> animals = ['aardvark', 'anteater', 'antelope', 'albert']
>>> 'anteater' in animals

True

>>> 'anteater' not in animals

False

>>> 'anteat' in animals

False

>>> 'delicious spam' in animals

False

>>>

Just like how a set of quotes next to each other represents the blank string value, a set of brackets
next to each other represents a blank list. Try typing the following into the interactive shell:

>>> animals = []
>>> len(animals)
0

>>>

List Concatenation and Replication with the + and * Operators

Just like how the + and * operators can concatenate and replicate strings, the same operators can
concatenate and replicate lists. Try typing the following into the interactive shell:

>>> ['hello'] + ['world']

["hello', 'world']

>>> ['hello'] * 5

['hello', '"hello', 'hello', 'hello', 'hello']
>>>

That’s enough about the similarities between strings and lists. Just remember that most things you
can do with string values will also work with list values.
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Practice Exercises, Chapter 8, Set D

The Transposition Encryption Algorithm

We need to translate these paper-and-pencil steps into Python code. Let’s take a look at
encrypting the string ' Common sense is not so common. ' with the key 8. If we wrote
out the boxes with pencil and paper, it would look like this:

Clo|lm|m/|o|n]|(s)] s
e|n|s|e|(s)| 1] s |(s)
n|o|t]|G6)]s|]o]|(()]|c
o lm m[o o] . NN

Add the index of each letter in the string to the boxes. (Remember, indexes begin with 0, not 1.)

Clo|m|m|o|n| ()]s
011123 |4]|5]|6]|7
e|n|s|e || 1i1]|s]|()
8|19 1011 ]12]13]14]15
n|o|t|(s)]s]|o]f(s)| c
16 |17 | 18119 20|21 ]|22]23
olm|m|o | n| .

24 12526 |27 |28 |29

We can see from these boxes that the first column has the characters at indexes 0, 8, 16, and 24
(whichare 'C', 'e"', "'n',and 'o"). The next column has the characters at indexes 1, 9, 17,
and 25 (whichare 'o', 'n', 'o' and 'm'). We can see a pattern emerging: The n™ column
will have all the characters in the string at indexes 0 + n, 8 +n, 16 + n, and 24 + n:

C 0 m m 0 n (s) ]
0+0=0 1+0=1 2+0=2 3+0=3 4+0=4 5+0=5 6+0=6 7+0=7
e n s e (s) i s (s)
0+8=8 1+8=9 | 2+8=10 | 3+8=11 | 4+8=12 | 5+8=13 | 6+8=14 | 7+8=I15
n 0 t (s) ] 0 (s) c
0+16=16 | 1+16=17 | 2+16=18 | 3+16=19 | 4+16=20 | 5+16=21 | 6+16=22 | 7+16=23
0 m m 0 n .
0+24=24 | 1+24=25 | 2+24=26 | 3+24=27 | 4+24=28 | 5+24=29

There is an exception for the 6™ and 7" columns, since 24 + 6 and 24 + 7 are greater than 29,
which is the largest index in our string. In those cases, we only use 0, 8, and 16 to add to n (and
skip 24).
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What’s so special about the numbers 0, 8, 16, and 24? These are the numbers we get when,
starting from 0, we add the key (which in this example is 8). 0 + 8 is 8, 8 + 8 is 16, 16 + 8 is 24.
24 + 8 would be 32, but since 32 is larger than the length of the message, we stop at 24.

So, for the n™ column’s string we start at index n, and then keep adding 8 (which is the key) to get
the next index. We keep adding 8 as long as the index is less than 30 (the message length), at
which point we move to the next column.

If we imagine a list of 8 strings where each string is made up of the characters in each column,
then the list value would look like this:

v ] v

['Ceno', 'onom', 'mstm', 'me o', 'o sn', 'nio.', s ', 'sc']

This is how we can simulate the boxes in Python code. First, we will make a list of blank strings.
This list will have a number of blank strings equal to the key because each string will represent a
column of our paper-and-pencil boxes. (Our list will have 8 blank strings since we are using the
key 8 in our example.) Let’s look at the code.

transpositionEncrypt.py
22. # Each string in ciphertext represents a column in the grid.
23. ciphertext = [''] * key

The ciphertext variable will be a list of string values. Each string in the ciphertext
variable will represent a column of the grid. So ciphertext [0] is the leftmost column,
ciphertext[1] is the column to the right of that, and so on.

The string values will have all the characters that go into one column of the grid. Let’s look again
at the grid from the “Common sense is not so common.” example earlier in this chapter (with
column numbers added to the top):

3 4 5 6 7

2
m|m|o|n|(s)]|s
s|le |G| 1] s |(5)
t
m

()| s | o|(s)| c

The ciphertext variable for this grid would look like this:

ols|lo|Oo
SBlo|lB|lo|~

>>> ciphertext = ['Ceno', 'onom', 'mstm', 'me o', 'o sn', 'nio.', s ', 'sc'l]
>>> ciphertext[0]
'Ceno’
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The first step to making this list is to create as many blank strings in the ciphertext list as
there are columns. Since the number of columns is equal to the key, we can use list replication to
multiply a list with one blank string value in it by the value in key. This is how line 23 evaluates
to a list with the correct number of blank strings.

transpositionEncrypt.py

25. # Loop through each column 1in ciphertext.
26. for col in range(key):
27. pointer = col

The next step is to add text to each string in ciphertext. The for loop on line 26 will iterate
once for each column, and the col variable will have the correct integer value to use for the
index to ciphertext. The col variable will be set to O for the first iteration through the for
loop, then 1 on the second iteration, then 2 and so on. This way the expression

ciphertext [col] will be the string for the col™ column of the grid.

Meanwhile, the pointer variable will be used as the index for the string value in the message
variable. On each iteration through the loop, pointer will start at the same value as col (which
is what line 27 does.)

Augmented Assignment Operators

Often when you are assigning a new value to a variable, you want it to be based off of the
variable’s current value. To do this you use the variable as the part of the expression that is
evaluated and assigned to the variable, like this example in the interactive shell:

>>> spam = 40

>>> spam = spam + 2
>>> print(spam)

42

>>>

But you can instead use the += augmented assignment operator as a shortcut. Try typing the
following into the interactive shell:

>>> spam = 40

>>> spam += 2

>>> print(spam)

42

>>> spam = 'Hello'
>>> spam += ' world!'
>>> print(spam)
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Hello world!

>>> spam = ['dog']
>>> spam += ['cat']
>>> print(spam)
['dog', 'cat']

>>>

The statement spam += 2 does the exact same thing as spam = spam + 2. It’s just a little
shorter to type. The += operator works with integers to do addition, strings to do string
concatenation, and lists to do list concatenation. Table 8-1 shows the augmented assignment
operators and what they are equivalent to:

Table 8-1. Augmented Assignment Operators

Augmented Assignment Equivalent Normal
Assignment

spam += 42 spam = spam + 42

spam -= 42 spam = spam - 42

spam *= 42 spam = spam * 42

spam /= 42 spam = spam / 42
Back to the Code

transpositionEncrypt.py

29. # Keep looping until pointer goes past the length of the message.
30. while pointer < len(message):
31. # Place the character at pointer in message at the end of the
32. # current column in the ciphertext Tist.
33. ciphertext[col] += message[pointer]
34.
35. # move pointer over
36. pointer += key

Inside the for loop that started on line 26 is a while loop that starts on line 30. For each
column, we want to loop through the original message variable and pick out every key™
character. (In the example we’ve been using, we want every 8" character since we are using a key
of 8.) On line 27 for the first iteration of the for loop, pointer was set to 0.

While the value in pointer is less than the length of the message string, we want to add the
character at message [pointer] to the end of the col1™ string in ciphertext. We add 8
(that is, the value in key) to pointer each time through the loop on line 36. The first time it is
message [0], the second time message [ 8], the third time message [16], and the fourth
time message [24]. Each of these single character strings are concatenated to the end of
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ciphertext[col] (andsince col is O on the first time through the loop, this is
ciphertext[0]).

1,' 2nd 3vd 4lll

[co[mlmlolnl Ts[e[nlsTel TiTsT Tnfo[t] Ts]ol Tclofm[m[ofn].]
|0j1|2[3(4(s|s|7|8f9j1f1f1f1f1|21[21|2|2]|21|2]|2]|2 zizgzizlz 2|2
\1\ ’1 \ 0;1?233\4‘5578‘9 0‘123!4]516789‘

Figure 8-2. Arrows pointing to what message [pointer] refers to during the first iteration of
the for loop when col is set to 0.

Figure 8-2 shows the characters at these indexes, they will be concatenated together to form the
string 'Ceno'. Remember that we want the value in ciphertext to eventually look like this:

>>> ciphertext = ['Ceno', 'onom', 'mstm', 'me o', 'o sn', 'nio.', s ', 'sc']
>>> ciphertext[0]
'Ceno’

>>>

Storing 'Ceno"' as the first string in the ciphertext list is our first step.

On the next iteration of the for loop, col will be set to 1 (instead of 0) and pointer will start
at the same value as col. Now when we add 8 to pointer on each iteration of line 30’s
while loop, the indexes will be 1, 9,17, and 25.

13t 2nd 3r0 4th
[clo][m[m[o[n] [s[e[nfs[e] [i[s] [nfoft] [s[o] [c[o[m[m[o[n].]
fo]1|2/3|4|5|6 7‘8 9111 1‘1 1 1‘1 1‘1 2‘2‘2 2(12(2)|2(2]|2 2‘
\ | | | | 0/1/2(3|4|5(/6(7/8]/9/0[{1]|2]3[4|5|6[7[8|9]

Figure 8-3. Arrows pointing to to what message [pointer] refers to during the second
iteration of the for loop when col is set to 1.

Asmessage[1],message[9],message[17],and message [25] are concatenated to the
end of ciphertext [1], they form the string ' onom'. This is the second column of our grid.
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Once the for loop has finished looping for the rest of the columns, the value in ciphertext
willbe [ 'Ceno', 'onom', 'mstm', 'me o', 'o sn', 'nio.', ' s ', 's c'].

We will use the join () string method to convert this list of strings into a single string.

The join () String Method

The join () method is used later on line 39. The join () method takes a list of strings and
returns a single string. This single string has all of the strings in the list concatenated (that is,
joined) together. The string that the Join () method gets called on will be placed in between the
strings in the list. (Most of the time, we will just use a blank string for this.) Try typing the
following into the interactive shell:

>>> eggs = ['dogs', 'cats', 'moose']
>>> ''.join(eggs)

'dogscatsmoose’

>>> ' '.join(eggs)

'dogs cats moose'

>>> 'XYZ'.join(eggs)
'dogsXYZcatsXYZmoose'

>>> .join(eggs) .upper() .join(eggs)
'dogsDOGSCATSMOOSEcatsDOGSCATSMOOSEmoose'
>>>

That last expression, ' ' . join (eggs) .upper () . join (eggs), looks a little tricky, but if
you go through the evaluation one step at a time, it will look like this:

"'.join(eggs) .upper().join(eggs)

''".join(['dogs', 'cats', 'moose']).upper().join(eggs)

-

'dogscatsmoose’ .upper().join(eggs)

=

'DOGSCATSMOOSE ' . join(eggs)

=

"DOGSCATSMOOSE ' . join(['dogs', 'cats', 'moose'])

' dogsDOGSCATSMOOSEcat sDOGSCATSMOOSEmoose '

Figure 8-4. The steps of evaluation for ' ' . Join (eggs) .upper () . join (eggs)
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Thisis why ' ' .join (eggs) .upper () .join (eggs) returns the string,
'dogsDOGSCATSMOOSEcatsDOGSCATSMOOSEmoose .

Whew!

Remember, no matter how complicated an expression looks, you can just evaluate it step by step
to get the single value the expression evaluates to.

Return Values and return Statements

transpositionEncrypt.py
38. # Convert the ciphertext list into a single string value and return it.
39. return ''.join(ciphertext)

Our use of the join () method isn’t nearly as complicated as the previous example. We just
want to call join () on the blank string and pass ciphertext as the argument so that the
strings in the ciphertext list are joined together (with nothing in between them).

Remember that a function (or method) call always evaluates to a value. We say that this is the
value returned by the function or method call, or that it is the return value of the function. When
we create our own functions with a de f statement, we use a return statement to tell what the
return value for our function is.

A return statement is the return keyword followed by the value to be returned. We can also
use an expression instead of a value. In that case the return value will be whatever value that
expression evaluates to. Open a new file editor window and type the following program in and
save it as addNumbers.py, then press F5 to run it:

Source code for addNumbers.py

. def addNumbers(a, b):
return a + b

. spam = addNumbers(2, 40)

1
2
3.
4
5. print(spam)

When you run this program, the output will be:

42

That’s because the function call addNumbers (2, 40) will evaluate to 42. The return
statement in addNumbers () will evaluate the expression a + b and then return the evaluated
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value. That is why addNumbers (2, 40) evaluates to 42, which is the value stored in spam
on line 4 and next printed to the screen on line 5.

Practice Exercises, Chapter 8, Set E

Back to the Code

transpositionEncrypt.py
38. # Convert the ciphertext 1list into a single string value and return it.
39. return ''.join(ciphertext)

The encryptMessage () function’s return statement returns a string value that is created
by joining all of the strings in the ciphertext list. This final string is the result of our
encryption code.

The great thing about functions is that a programmer only has to know what the function does,
but not how the function’s code does it. A programmer can understand that if she calls the
encryptMessage () function and pass it an integer and a string for the key and message
parameters, the function call will evaluate to an encrypted string. She doesn’t need to know
anything about how the code in encryptMessage () actually does this.

The Special __name _ Variable

transpositionEncrypt.py
42. # If transpositionEncrypt.py is run (instead of imported as a module) call
43, # the main() function.
44, if _name_ == '_main_":
45, main()

We can turn our transposition encryption program into a module with a special trick involving the
main () function and a variable named name .

When a Python program is run, there is a special variable with the name  name _ (that’s two
underscores before “name” and two underscores after) that is assigned the string value

' main_ ' (again, two underscores before and after “main”) even before the first line of your
program is run.

At the end of our script file (and, more importantly, after all of our de f statements), we want to
have some code that checks if the name  variable hasthe ' main ' string assigned to
it. If so, we want to call the main () function.
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This 1 f statement on line 44 ends up actually being one of the first lines of code executed when
we press F5 to run our transposition cipher encryption program (after the import statement on
line 4 and the de f statements on lines 6 and 21).

The reason we set up our code this way is although Python sets name to' main '
when the program is run, it sets it to the string ' transpositionEncrypt' if our program is
imported by a different Python program. This is how our program can know if it is being run as a
program or imported by a different program as a module.

Just like how our program imports the pyperclip module to call the functions in it, other
programs might want to import transpositionEncrypt.py to call its encryptMessage ()
function. When an import statement is executed, Python will look for a file for the module by
adding “.py” to the end of the name. (This is why import pyperclip will import the

pyperclip.py file.)

When a Python program is imported, the name  variable is set to the filename part before
“.py” and then runs the program. When our transpositionEncrypt.py program is imported, we
want all the de f statements to be run (to define the encryptMessage () function that the
importing program wants to use), but we don’t want it to call the main () function because that
will execute the encryption code for ' Common sense is not so common. ' with key 8.

That is why we put that part of the code inside a function (which by convention is named
main ()) and then add code at the end of the program to call main (). If we do this, then our
program can both be run as a program on its own and also imported as a module by
another program.

Key Size and Message Length

Notice what happens when the message length is less than twice the key size:

Clolm|m|o|n|(s)|s|e|n|s|e|(s)]|i]|s|(8)|n|o|t]|(s)|s|]o|(s)|c]|o
m|m|o |n

When using a key of 25, the “Common sense is not so common.” message encrypts to
“Cmommomno.n sense is not so co”. Part of the message isn’t encrypted! This happens whenever
key size becomes more than twice the message length, because that causes there to only be one
character per column and no characters get scrambled for that part of the message.

Because of this, the transposition cipher’s key is limited to half the length of the message it is
used to encrypt. The longer a message is, the more possible keys that can be used to encrypt it.
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Summary

Whew! There were a lot of new programming concepts introduced in this chapter. The
transposition cipher program is much more complicated (but much more secure) than the Caesar
cipher program in the last chapter. The new concepts, functions, data types, and operators we’ve
learned in this chapter let us manipulate data in much more sophisticated ways. Just remember
that much of understanding a line of code is just evaluating it step by step the way Python will.

We can organize our code into groups called functions, which we create with de f statements.
Argument values can be passed to functions for the function’s parameters. Parameters are local
variables. Variables outside of all functions are global variables. Local variables are different
from global variables, even if they have the same name as the global variable.

List values can store multiple other values, including other list values. Many of the things you can
do with strings (such as indexing, slicing, and the 1en () function) can be used on lists. And
augmented assignment operators provide a nice shortcut to regular assignment operators. The
join () method can join a list that contains multiple strings to return a single string.

Feel free to go over this chapter again if you are not comfortable with these programming
concepts. In the next chapter, we will cover decrypting with the transposition cipher.
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CHAPTER 9

DECRYPTING WITH THE
TRANSPOSITION CIPHER

123

Topics Covered In This Chapter:

Decrypting with the transposition cipher

The math.ceil (), math.floor () and round () functions
The and and or boolean operators

Truth tables

“When stopping a terrorist attack or seeking to
recover a kidnapped child, encountering
encryption may mean the difference between

success and catastrophic failures.”
Attorney General Janet Reno, September 1999

“Even the Four Horsemen of Kid Porn, Dope
Dealers, Mafia and Terrorists don’t worry me
as much as totalitarian governments. It’s been a

long century, and we've had enough of them.”
Bruce Sterling, 1994 Computers, Freedom, and Privacy
conference
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Unlike the Caesar cipher, the decryption process for the transposition cipher is very different
from the encryption process. In this chapter we will create a separate program,
transpositionDecrypt.py, to handle decryption.

Decrypting with the Transposition Cipher on Paper

Let’s pretend we send the ciphertext “Cenoonommstmme 00 snnio. s s ¢” to a friend (and she
already knows that the secret key is 8). The first step for her to decrypt the ciphertext is to
calculate how many boxes she needs to draw. To find this amount, divide the length of the
ciphertext message by the key and round up. The length of our ciphertext is 30 characters (exactly
the same as the plaintext) and the key is 8. So calculate 30 divided by 8 to get 3.75.

3.75 rounds up to 4. This means we want to draw a grid of boxes with 4 columns (the number we
just calculated) and 8 rows (the key). It will look like this:

(Note that if the length divided by the key was a whole number, like in 30 / 5 = 6.0, then 6.0
would not “round up” to 7.)

The second thing we need to calculate is how many boxes on the rightmost column to shade in.
Take the total number of boxes (32) and subtract the length of the ciphertext (30). 32 — 30 =2, so
shade in the bottom 2 boxes on the rightmost column:
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Then start filling in the boxes with one character of the ciphertext per box. Start at the top left and
go right, just like we did when we were encrypting. The ciphertext is “Cenoonommstmme 00
snnio. s s ¢”, and so “Ceno” goes in the first row, then “onom” in the second row, and so on.
After we are done, the boxes will look like this (where the (s) represents a space):

Cle|n]|o
o|n|o|m
m | s t |m
m| e |(s)|o
0 |(s)]| s | n
n|i|o
() [ s |[(s)
s |(s)| ¢

Our friend who received the ciphertext will see that if she reads the text going down the columns,
the original plaintext has been restored: “Common sense is not so common.”

The steps for decrypting are:

1. Calculate the number of columns you will have by taking the length of the message and
dividing by the key, then rounding up.

2. Draw out a number of boxes. The number of columns was calculated in step 1. The
number of rows is the same as the key.

3. Calculate the number of boxes to shade in by taking the number of boxes (this is the
number of rows and columns multiplied) and subtracting the length of the ciphertext
message.

4. Shade in the number of boxes you calculated in step 3 at the bottom of the rightmost
column.

5. Fill in the characters of the ciphertext starting at the top row and going from left to right.
Skip any of the shaded boxes.

6. Get the plaintext by reading from the leftmost column going from top to bottom, and
moving over to the top of the next column.

Note that if you use a different key, you will be drawing out the wrong number of rows. Even if
you follow the other steps in the decryption process correctly, the plaintext will come out looking
like random garbage (just like when you use the wrong key with the Caesar cipher).

Practice Exercises, Chapter 9, Set A
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A Transposition Cipher Decryption Program

Open a new file editor window and type out the following code in it. Save this program as
transpositionDecrypt.py.

Source Code of the Transposition Cipher Decryption Program

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as transpositionDecrypt.py. Press F5 to run the program. Note
that first you will need to download the pyperclip.py module and place this file in the same
directory as the transpositionDecrypt.py file. You can download this file from
http://invpy.com/pyperclip.py.

Source code for transpositionDecrypt.py

1. # Transposition Cipher Decryption

2. # http://inventwithpython.com/hacking (BSD Licensed)

3.

4. dimport math, pyperclip

5.

6. def main(Q:

7. myMessage = 'Cenoonommstmme oo shnio. s s c'

8. myKey = 8

9.

10. plaintext = decryptMessage(myKey, myMessage)

11.

12. # Print with a | (called "pipe" character) after it in case
13. # there are spaces at the end of the decrypted message.

14. print(plaintext + "|")

15.

16. pyperclip.copy(plaintext)
17.
18.
19. def decryptMessage(key, message):
20. # The transposition decrypt function will simulate the "columns" and
21. # "rows" of the grid that the plaintext is written on by using a 1ist
22. # of strings. First, we need to calculate a few values.
23.
24 . # The number of "columns" in our transposition grid:
25. numOfColumns = math.ceil(len(message) / key)
26. # The number of "rows" in our grid will need:
27. numOfRows = key
28. # The number of "shaded boxes" in the last "column" of the grid:
29. numOfShadedBoxes = (numOfColumns * numOfRows) - Ten(message)
30.

31. # Each string in plaintext represents a column in the grid.
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32. plaintext = [''] * numOfColumns

33.

34. # The col and row variables point to where in the grid the next

35. # character in the encrypted message will go.

36. col =0

37. row = 0

38.

39. for symbol in message:

40. plaintext[col] += symbol

41. col += 1 # point to next column

42.

43. # If there are no more columns OR we're at a shaded box, go back to
44 # the first column and the next row.

45. if (col == numOfColumns) or (col == numOfColumns - 1 and row >=
numOfRows - numOfShadedBoxes):

46. col =0

47. row += 1

48.

49, return ''.join(pTlaintext)

50.

51.

52. # If transpositionDecrypt.py is run (instead of imported as a module) call
53. # the main() function.

54. if _name_ == '_main_":

55. main()

When you run the above program, it produces this output:

Common sense is not so common. |

If you want to decrypt a different message, or use a different key, change the value assigned to

the myMessage and myKey variables on lines 5 and 6.

How the Program Works

. # Transposition Cipher Decryption
. # http://inventwithpython.com/hacking (BSD Licensed)

1
2
3.
4. dimport math, pyperclip
5.
6
7
8
9

. def main(Q):
myMessage = 'Cenoonommstmme oo snnio. s s c'
myKey = 8

transpositionDecrypt.py
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10. plaintext = decryptMessage(myKey, myMessage)

11.

12. # Print with a | (called "pipe" character) after it in case
13. # there are spaces at the end of the decrypted message.

14. print(plaintext + '|")

15.

16. pyperclip.copy(plaintext)

The first part of the program is very similar to the first part of transpositionEncrypt.py. The
pyperclip module is imported along with a different module named math. If you separate the
module names with commas, you can import multiple modules with one import statement.

The main () function creates variables named myMessage and myKey, and then calls the
decryption function decryptMessage (). The return value of this function is the decrypted
plaintext of the ciphertext and key that we passed it. This is stored in a variable named
plaintext, which is then printed to the screen (with a pipe character at the end in case there
are spaces at the end of the message) and copied to the clipboard.

transpositionDecrypt.py
19. def decryptMessage(key, message):

Look at the six steps to decrypting from earlier in this chapter. For example, if we are decrypting
“Cenoonommstmme 00 snnio. s s ¢’ (which has 30 characters) with the key 8, then the final set of
boxes will look like this:

Cle|njo
o|n|o|m
m | s t |m
m| e |(s)]| o
o0 |(s)| s |n
n|i|o
(s)| s [(8)
s |(s)| ¢

The decryptMessage () function implements each of the decryption steps as Python code.

Themath.ceil (), math.floor () and round () Functions

When you divide numbers using the / operator, the expression returns a floating point number
(that is, a number with a decimal point). This happens even if the number divides evenly. For
example, 21 / 7 will evaluate to 3. 0, not 3.
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>> 21/ 7
3.0
>>>

This is useful because if a number does not divide evenly, the numbers after the decimal point
will be needed. For example, 22 / 5 evaluates to 4. 4:

>> 22 /5
4.4
>>>

(If the expression 22 / 5 evaluates to 4 instead of 4. 4, then you are using version 2 of Python

3)

If you want to round this number to the nearest integer, you can use the round () function. Type
the following into the interactive shell:

>>> round(4.2)
4

>>> round(4.5)
4

>>> round(4.9)
5

>>> round(5.0)
5

>>> round(22 / 5)
4

>>>

If you only want to round up then use the math.ceil () function, which stands for “ceiling”. If
you only want to round down then use the math.floor () function. These functions exist in
the math module, so you will need to import the math module before calling them. Type the
following into the interactive shell:

>>> import math
>>> math.floor(4.0)

>>> math.floor(4.2)
>>> math.floor(4.9)

>>> math.ceil(4.0)
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4
>>> math.ceil(4.2)
5

>>> math.ceil(4.9)
5

>>>

The math.ceil () function will implement step 1 of the transposition decryption.

transpositionDecrypt.py

19. def decryptMessage(key, message):

20. # The transposition decrypt function will simulate the "columns" and
21. # "rows" of the grid that the plaintext is written on by using a Tist
22. # of strings. First, we need to calculate a few values.

23.

24. # The number of "columns" 1in our transposition grid:

25. numOfColumns = math.ceil(len(message) / key)

26. # The number of "rows" in our grid will need:

27. numOfRows = key

28. # The number of "shaded boxes" in the Tlast "column" of the grid:

29. numOfShadedBoxes = (numOfColumns * numOfRows) - len(message)

Line 25 calculates the number of columns (step 1 of decrypting) by dividing 1en (message) by
the integer in key. This value is passed to the math.ceil () function, and that return value is

stored in numOfColumns.

Line 27 calculates the number of rows (step 2 of decrypting), which is the integer stored in key.
This value gets stored in the variable numOfRows.

Line 29 calculates the number of shaded boxes in the grid (step 3 of decrypting), which will be
the number of columns times rows, minus the length of the message.

If we are decrypting “Cenoonommstmme 00 snnio. s s ¢’ with key 8, numOfColumns will be
set to 4, numOfRows will be set to 8, and numOfShadedBoxes will be set to 2.

transpositionDecrypt.py
31. # Each string in plaintext represents a column in the grid.
32. plaintext = [''] * numOfColumns

Just like the encryption program had a variable named ciphertext that was a list of strings to
represent the grid of ciphertext, the decryptMessage () function will have a variable named
plaintext thatis a list of strings. These strings start off as blank strings, and we will need one
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string for each column of the grid. Using list replication, we can multiply a list of one blank string
by numOfColumns to make a list of several blank strings.

(Remember that each function call has its own local scope. The plaintext in
decryptMessage () exists in a different local scope than the plaintext variable in
main (), so they are two different variables that just happen to have the same name.)

Remember that the grid for our 'Cenconommstmme oo snnio. s s c' example looks
like this:

Cle|njo
o|n|o|m
m | s t | m
m| e |(s)]| o
o0 |(s)]| s | n
n|i}|o
()| s |(s)
s |[(s)| ¢

The plaintext variable will have a list of strings. Each string in the list is a single column of
this grid. For this decryption, we want plaintext to end up with this value:

>>> plaintext = ['Common s', 'ense is ', 'not so c', 'ommon.']
>>> plaintext[0]
'Common s'

That way, we can join all the list’s strings together to get the ' Common sense is not so

common. ' string value to return.

transpositionDecrypt.py
34. # The col and row variables point to where in the grid the next
35. # character in the encrypted message will go.
36. col =0
37. row = 0
38.
39. for symbol in message:

The col and row variables will track the column and row where the next character in message
should go. We will start these variables at 0. Line 39 will start a for loop that iterates over the
characters in the message string. Inside this loop the code will adjust the col and row
variables so that we concatenate symbol to the correct string in the plaintext list.
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transpositionDecrypt.py
40. plaintext[col] += symbol
41. col += 1 # point to next column

As the first step in this loop we concatenate symbol to the string at index col in the
plaintext list. Then we add 1 to col (that is, we increment col) on line 41 so that on the
next iteration of the loop, symbol will be concatenated to the next string.

The and and or Boolean Operators

The Boolean operators and and or can help us form more complicated conditions for i f and
while statements. The and operator connects two expressions and evaluates to True if both
expressions evaluate to True. The or operator connects two expressions and evaluates to True
if one or both expressions evaluate to True. Otherwise these expressions evaluate to False.
Type the following into the interactive shell:

>> 10 > 5 and 2 < 4
True

>>> 10 > 5 and 4 !'= 4
False

>>>

The first expression above evaluates to True because the two expressions on the sides of the
and operator both evaluate to True. This means that the expression 10 > 5 and 2 < 4

evaluates to True and True, which in turn evaluates to True.

However, for the second above expression, although 10 > 5 evaluates to True the expression
4 '= 4 evaluates to False. This means the whole expression evaluates to True and
False. Since both expressions have to be True for the and operator to evaluate to True,
instead they evaluate to False.

Type the following into the interactive shell:

>>> 10 > 5 or 4 =4
True

>>> 10 < 5 0r 4 1= 4
False

>>>

For the or operator, only one of the sides must be True for the or operator to evaluate them
both to True. Thisis why 10 > 5 or 4 != 4 evaluatesto True. However, because both
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the expression 10 < 5 and the expression 4 != 4 are both False, this makes the second
above expression evaluate to False or False, which in turn evaluates to False.

The third Boolean operator is not. The not operator evaluates to the opposite Boolean value of
the value it operates on. So not True is False and not Falseis True. Type the following
into the interactive shell:

>>> not 10 > 5
False

>>> not 10 < 5
True

>>> not False
True

>>> not not False
False

>>> not not not not not False
True

>>>

Practice Exercises, Chapter 9, Set B

Truth Tables

If you ever forget how the Boolean operators work, you can look at these charts, which are called
truth tables:

Table 6-1: The and operator's truth table.

A and B is Entire statement
True and True is True
True and False is False
False and True is False
False and False is False

Table 6-2: The or operator's truth table.

A or B is Entire statement
True or True is True
True or False is True
False or True is True
False or False is False
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Table 6-3: The not operator's truth table.

not A is Entire statement
not True 18 False
not False 18 True

The and and or Operators are Shortcuts

Just like for loops let us do the same thing as while loops but with less code, the and and or
operators let us shorten our code also. Type in the following into the interactive shell. Both of
these bits of code do the same thing:

>>> if 10 > 5:
if 2 < 4:
print('Hello!")
Hello!
>>>
>>> if 10 > 5 and 2 < 4:
print('Hello!")
Hello!
>>>

So you can see that the and operator basically takes the place of two if statements (where the
second i f statement is inside the first i f statement’s block.)

You can also replace the or operator with an i f and e11 f statement, though you will have to
copy the code twice. Type the following into the interactive shell:

>>> if 4 1= 4:

print('Hello!")
. elif 10 > 5:

print('Hello!")

Hello!

>>>

>>> if 4 != 4 or 10 > 5:
print('Hello!")

Hello!

>>>
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Order of Operations for Boolean Operators

Just like the math operators have an order of operations, the and, or, and not operators also
have an order of operations: first not, then and, and then or. Try typing the following into the
interactive shell:

>>> not False and False # not False evaluates first

False

>>> not (False and False) # (False and False) evaluates first
True

Back to the Code

transpositionDecrypt.py
43. # If there are no more columns OR we're at a shaded box, go back to
44, # the first column and the next row.
45. if (col == numOfColumns) or (col == numOfColumns - 1 and row >=
numOfRows - numOfShadedBoxes):
46. col =0
47 . row += 1

There are two cases where we want to reset col back to 0 (so that on the next iteration of the
loop, symbol is added to the first string in the list in plaintext). The first is if we have
incremented col past the last index in plaintext. In this case, the value in col will be equal
to numOfColumns. (Remember that the last index in plaintext will be numOfColumns
minus one. So when col is equal to numOfColumns, it is already past the last index.)

The second case is if both col is at the last index and the row variable is pointing to a row that
has a shaded box in the last column. Here’s the complete decryption grid with the column indexes
along the top and the row indexes down the side:
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0o 1 2 3
0| C|e|n|o
01213
llo|n|o|m
415167
2| m| s t | m
819 |10|11
3im|e|(s)|o
1211314 |15
41 0 |(s)| s | n
16 | 17 | 18 | 19
5/!n|i|ol].
20 | 21 |22 | 23
6((s)| s |(s)
24 1 25| 26
71 s |(8)| ¢
27 128 | 29

You can see that the shaded boxes are in the last column (whose index will be numOfColumns
- 1) and rows 6 and 7. To have our program calculate which row indexes are shaded, we use the
expression row >= numOfRows - numOfShadedBoxes. If this expression is True, and
col is equal to numOfColumns - 1,then we know that we want to reset col to O for the
next iteration.

These two cases are why the condition on line 45 is (col == numOfColumns) or (col
== numOfColumns - 1 and row >= numOfRows - numOfShadedBoxes). That
looks like a big, complicated expression but remember that you can break it down into smaller
parts. The block of code that executes will change col back to the first column by setting it to 0.
We will also increment the row variable.

transpositionDecrypt.py
\l

49, return ''.join(pTlaintext)

By the time the for loop on line 39 has finished looping over every character in message, the
plaintext list’s strings have been modified so that they are now in the decrypted order (if the
correct key was used, that is). The strings in the plaintext list are joined together (with a
blank string in between each string) by the join () string method. The string that this call to
join () returns will be the value that our decryptMessage () function returns.
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For our example decryption, plaintext will be [ 'Common s', 'ense is ', 'not so
c', 'ommon.'],so''.Jjoin(plaintext) will evaluate to 'Common sense is not

so common. '.

transpositionDecrypt.py
52. # If transpositionDecrypt.py is run (instead of imported as a module) call
53. # the main() function.
54. if _name__ == "_main__":
55. main()

The first line that our program runs after importing modules and executing the def statements is
the 1f statement on line 54. Just like in the transposition encryption program, we check if this
program has been run (instead of imported by a different program) by checking if the special
__name__ variable is set to the string value ' main '.If so, we execute the main ()
function.

Practice Exercises, Chapter 9, Set C

Summary

That’s it for the decryption program. Most of the program is in the decryptMessage ()
function. We can see that our programs can encrypt and decrypt the message “Common sense is
not so common.” with the key 8. But we should try several other messages and keys to see that a
message that is encrypted and then decrypted will result in the same thing as the original
message. Otherwise, we know that either the encryption code or the decryption code doesn’t
work.

We could start changing the key and message variables in our transpositionEncrypt.py and
transpositionDecrypt.py and then running them to see if it works. But instead, let’s automate this
by writing a program to test our program.
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Cuarter 10

PROGRAMMING A PROGRAM TO
TEST OUR PROGRAM

Topics Covered In This Chapter:

e The random.seed () function

e The random.randint () function
e List references

e The copy.deepcopy () Functions
e The random.shuffle () function
e Randomly scrambling a string

o The sys.exit () function

“It 1s poor civic hygiene to install technologies that
could someday facilitate a police state.”

Bruce Schneier, cryptographer

We can try out the transposition encryption and decryption programs from the previous chapter
by encrypting and decrypting a few messages with different keys. It seems to work pretty well.
But does it always work?
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You won’t know unless you test the encryptMessage () and decryptMessage ()
functions with different values for the message and key parameters. This would take a lot of
time. You’ll have to type out a message in the encryption program, set the key, run the encryption
program, paste the ciphertext into the decryption program, set the key, and then run the
decryption program. And you’ll want to repeat that with several different keys and messages!

That’s a lot of boring work. Instead we can write a program to test the cipher programs for us.
This new program can generate a random message and a random key. It will then encrypt the
message with the encryptMessage () function from transpositionEncrypt.py and then pass
the ciphertext from that to the decryptMessage () in transpositionDecrypt.py. If the plaintext
returned by decryptMessage () is the same as the original message, the program can know
that the encryption and decryption messages work. This is called automated testing.

There are several different message and key combinations to try, but it will only take the
computer a minute or so to test thousands different combinations. If all of those tests pass, then
we can be much more certain that our code works.

Source Code of the Transposition Cipher Tester Program

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as transpositionTest.py. Press F5 to run the program. Note
that first you will need to download the pyperclip.py module and place this file in the same
directory as the transpositionTest.py file. You can download this file from

Source code for transpositionTest.py
1. # Transposition Cipher Test
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. dimport random, sys, transpositionEncrypt, transpositionDecrypt
5.
6. def main(Q):
7. random.seed(42) # set the random "seed" to a static value
8.
9. for i in range(20): # run 20 tests
10. # Generate random messages to test.
11.
12. # The message will have a random length:
13. message = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ' * random.randint(4, 40)
14.
15. # Convert the message string to a list to shuffle it.
16. message = list(message)
17. random.shuffle(message)
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18. message = ''.join(message) # convert list to string

19.

20. print('Test #%s: "%s...""' % (i+1, message[:50]))

21.

22. # Check all possible keys for each message.

23. for key in range(1l, len(message)):

24 . encrypted = transpositionEncrypt.encryptMessage(key, message)
25. decrypted = transpositionDecrypt.decryptMessage(key, encrypted)
26.

27. # If the decryption doesn't match the original message, display
28. # an error message and quit.

29. if message != decrypted:

30. print('Mismatch with key %s and message %s.' % (key,
message))

31. print(decrypted)

32. sys.exit()

33.

34. print('Transposition cipher test passed.')

35.

36.

37. # If transpositionTest.py is run (instead of imported as a module) call
38. # the main() function.

39. if _name__ == '_main__":

40. main()

Sample Run of the Transposition Cipher Tester Program
When you run this program, the output will look like this:

Test #1: "KQDXSFQDBPMMRGXFKCGIQUGWFFLAJIJKFIGSYOSAWGYBGUNTQX. .."
Test #2: "IDDXEEWUMWUJIPJSZFJSGAOMFIOWWEYANRXISCIKXZRHMRNCFYW. .."
Test #3: "DKAYRSAGSGCSIQWKGARQHAOZDLGKJIISQVMDFGYXKCRMPCMQWIM. . ."
Test #4: "MZIBCOEXGRDTFXZKVNFQWQMWIROJAOKTWISTDWAHZRVIGXOLZA..."
Test #5: "TINIECNCBFKIBRDIUTNGDINHULYSVTGHBAWDQMZCNHZOTNYHSX. .."
Test #6: "JZQIHCVNDWRDUFHZFXCIASYDSTGQATQOYLIHUFPKEXSOZXQGPP. .."
Test #7: "BMKJUERFNGIDGWAPQMDZNHOQPLEOQDYCIIWRKPVEIPLAGZCIVN..."
Test #8: "IPASTGZSLPYCORCVEKWHOLOVUFPOMGQWZVINYQIYVEOFLUWLMQ..."
Test #9: "AHRYJAPTACZQNNFOTONMIPYECOORDGEYESYFHROZDASFIPKSOP. .."
Test #10: "FSXAAPLSQHSFUPQZGTIXXDLDMOIVMWFGHPBPJROOSEGPEVRXSX. .."
Test #11: "IVBCXBIHLWPTDHGEGANBGXWQZMVXQPNJZQPKMRUMPLLXPAFITN..."
Test #12: "LLNSYMNRXZVYNPRTVNIBFRSUGIWUJREMPZVCMJATMLAMCEEHNW. .."
Test #13: "IMWRUJJHRWAABHYIHGNPSJUOVKRRKBSJKDHOBDLOUJDGXIVDME. .."
Test #14: "IZVXWHTIGKGHKIGGWMOBAKTWZWIPHGNEQPINYZIBERJPUNWIMX. .."
Test #15: "BQGFNMGQCIBOTRHZZOBHZFJZVSRTVHIUJFOWRFBNWKRNHGOHEQ. . ."
Test #16: "LNKGKSYIPHMCDVKDLNDVFCIFGEWQGUJYJICUYIVXARMUCBNUWM. .."
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Test #17: "WGNRHKIQZMOPBQTCRYPSEPWHLRDXZMJOUTJCLECKEZZRRMQRNI..."
Test #18: "PPVTELDHIRZFPBNMJIRLAZWRXRQVKHUUMRPNFKXJCUKFOXAGEHM. .."
Test #19: "UXUIGAYKGLYUQTFBWQUTFNSOPEGMIWMQYEZAVCALGOHUXJZPTY..."
Test #20: "JSYTDGLVLBCVVSITPTQPHBCYIZHKFOFMBWOZNFKCADHDKPJSJA..."
Transposition cipher test passed.

Our testing program works by importing the transpositionEncrypt.py and transpositionDecrypt.py
programs as modules. This way, we can call the encryptMessage () and
decryptMessage () functions in these programs. Our testing program will create a random
message and choose a random key. It doesn’t matter that the message is just random letters, we
just need to check that encrypting and then decrypting the message will result in the original
message.

Our program will repeat this test twenty times by putting this code in a loop. If at any point the
returned string from transpositionDecrypt () is not the exact same as the original
message, our program will print an error message and exit.

How the Program Works

transpositionTest.py
. # Transposition Cipher Test
. # http://inventwithpython.com/hacking (BSD Licensed)

1
2
3.
4. dimport random, sys, transpositionEncrypt, transpositionDecrypt
5
6

. def main(Q:

First our program imports two modules that come with Python, random and sys. We also want
to import the transposition cipher programs we’ve written: transpositionEncrypt.py and
transpositionDecrypt.py. Note that we don’t put the .py extension in our import statement.

Pseudorandom Numbers and the random. seed () Function

transpositionTest.py
7. random.seed(42) # set the random "seed" to a static value

Technically, the numbers produced by Python’s random. randint () function are not really
random. They are produced from a pseudorandom number generator algorithm, and this
algorithm is well known and the numbers it produces are predictable. We call these random-
looking (but predictable) numbers pseudorandom numbers because they are not truly random.
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The pseudorandom number generator algorithm starts with an initial number called the seed. All
of the random numbers produced from a seed are predictable. You can reset Python’s random
seed by calling the random. seed () function. Type the following into the interactive shell:

>>> import random

>>> random.seed(42)

>>> for i in range(5):
print(random.randint(1, 10))

o W Wk -

>>> random.seed(42)
>>> for i in range(5):
print(random.randint(1l, 10))

o W WwWPkE N -

>>>

When the seed for Python’s pseudorandom number generator is set to 42, the first “random”
number between 1 and 10 will always be 7. The second “random” number will always be 1, and
the third number will always be 3, and so on. When we reset the seed back to 42 again, the same
set of pseudorandom numbers will be returned from random. randint ().

Setting the random seed by calling random. seed () will be useful for our testing program,
because we want predictable numbers so that the same pseudorandom messages and keys are
chosen each time we run the automated testing program. Our Python programs only seem to
generate “unpredictable” random numbers because the seed is set to the computer’s current clock
time (specifically, the number of seconds since January 1%, 1970) when the random module is
first imported.

It is important to note that not using truly random numbers is a common security flaw of
encryption software. If the “random” numbers in your programs can be predicted, then this can
provide a cryptanalyst with a useful hint to breaking your cipher. More information about
generating truly random numbers with Python using the os .urandom () function can be found
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The random. randint () Function

transpositionTest.py
9. for i in range(20): # run 20 tests
10. # Generate random messages to test.
11.
12. # The message will have a random length:
13. message = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ' * random.randint(4, 40)

The code that does a single test will be in this for loop’s block. We want this program to run
multiple tests since the more tests we try, the more certain that we know our programs work.

Line 13 creates a random message from the uppercase letters and stores it in the message
variable. Line 13 uses string replication to create messages of different lengths. The

random.randint () function takes two integer arguments and returns a random integer
between those two integers (including the integers themselves). Type the following into the
interactive shell:

>>> import random

>>> random.randint(1l, 20)
20

>>> random.randint(1, 20)
18

>>> random.randint(1l, 20)
3

>>> random.randint(1l, 20)
18

>>> random.randint(100, 200)
107

>>>

Of course, since these are pseudorandom numbers, the numbers you get will probably be different
than the ones above. Line 13 creates a random message from the uppercase letters and stores it in
the message variable. Line 13 uses string replication to create messages of different lengths.

References

Technically, variables do not store list values in them. Instead, they store reference values to list
values. Up until now the difference hasn’t been important. But storing list references instead of
lists becomes important if you copy a variable with a list reference to another variable. Try
entering the following into the shell:
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>>> spam = 42

>>> cheese = spam
>>> spam = 100
>>> spam

100

>>> cheese

42

>>>

This makes sense from what we know so far. We assign 42 to the spam variable, and then we
copy the value in spam and assign it to the variable cheese . When we later change the value in
spam to 100, this doesn’t affect the value in cheese. This is because spam and cheese are
different variables that each store their own values.

But lists don’t work this way. When you assign a list to a variable with the = sign, you are
actually assigning a list reference to the variable. A reference is a value that points to some bit

of data, and a list reference is a value that points to a list. Here is some code that will make this
easier to understand. Type this into the shell:

>>> gpam = [0, 1, 2, 3, 4, 5]
>>> cheese = spam

>>> cheese[l] = 'Hello!'

>>> spam

[0, 'Hello!', 2, 3, 4, 5]
>>> cheese
[0, 'Hello!', 2, 3, 4, 5]

This looks odd. The code only changed the cheese list, but it seems that both the cheese and

spam lists have changed.

Notice that the line cheese = spam copies the list reference in spam to cheese, instead of
copying the list value itself. This is because the value stored in the spam variable is a list
reference, and not the list value itself. This means that the values stored in both spam and
cheese refer to the same list. There is only one list because the list was not copied, the reference
to the list was copied. So when you modify cheese in the cheese[1] = 'Hello!' line,
you are modifying the same list that spam refers to. This is why spam seems to have the same

list value that cheese does.
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Remember that variables are like boxes that contain values. List variables don’t actually contain
lists at all, they contain references to lists. Here are some pictures that explain what happens in
the code you just typed in:

@ spam = [0, 1, 2, 3, 4, 5]

) @ list value
[0,1, 2, 3,4, 5]

Figure 10-1. Variables do not store lists, but rather references to lists.

On the first line, the actual list is not contained in the spam variable but a reference to the list.
The list itself is not stored in any variable.

@ cheese = spam

l(a list value)
[0, 1, 2, 3,4, 5]

Reference

Figure 10-2. Two variables store two references to the same list.
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When you assign the reference in spam to cheese, the cheese variable contains a copy of the
reference in spam. Now both cheese and spam refer to the same list.

@ cheese[1] = ‘Hello’

1 (a_list value)
[0, 'Hello’, 2, 3, 4, 5]

Figure 10-3. Changing the list changes all variables with references to that list.

When you alter the list that cheese refers to, the list that spam refers to is also changed because
they refer to the same list. If you want spam and cheese to store two different lists, you have to
create two different lists instead of copying a reference:

>>> gpam = [0, 1, 2, 3, 4, 5]
>>> cheese = [0, 1, 2, 3, 4, 5]

In the above example, spam and cheese have two different lists stored in them (even though
these lists are identical in content). Now if you modify one of the lists, it will not affect the other
because spam and cheese have references to two different lists:

>>> gpam = [0, 1, 2, 3, 4, 5]
>>> cheese = [0, 1, 2, 3, 4, 5]
>>> cheese[l] = 'Hello!'

>>> spam

(0, 1, 2, 3, 4, 5]
>>> cheese
[0, 'Hello!', 2, 3, 4, 5]
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Figure 10-4 shows how the two references point to two different lists:

l(a list+ value)

0,1, 2, 3,4, 9]

yla list value)
[0, 'Hello’, 2, 3, 4, 5]

Figure 10-4. Two variables each storing references to two different lists.

The copy . deepcopy () Functions

As we saw in the previous example, the following code only copies the reference value, not the
list value itself:

>>> spam = [0, 1, 2, 3, 4, 5]
>>> cheese = spam # copies the reference, not the Tist

If we want to copy the list value itself, we can import the copy module to call the
copy.deepcopy () function, which will return a separate copy of the list it is passed:

>>> spam = [0, 1, 2, 3, 4, 5]
>>> import copy

>>> cheese = copy.deepcopy(spam)
>>> cheese[1l] = 'Hello!'

>>> spam

[o, 1, 2, 3, 4, 5]

>>> cheese

[0, 'Hello!', 2, 3, 4, 5]

>>>
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The copy.deepcopy () function isn’t used in this chapter’s program, but it is helpful when
you need to make a duplicate list value to store in a different variable.

Practice Exercises, Chapter 10, Set A

The random. shuffle () Function

The random.shuffle () function is also in the random module. It accepts a list argument,
and then randomly rearranges items in the list. Type the following into the interactive shell:

>>> import random

>>> spam = [0, 1, 2, 3, 4, 5, 6, 7, 8, 9]
>>> spam

[o, 1, 2, 3, 4, 5, 6, 7, 8, 9]

>>> random.shuffle(spam)

>>> spam

[3, 0, 5, 9, 6, 8, 2, 4, 1, 7]

>>> random.shuffle(spam)

>>> spam
[1l 2’ 5’ 9! 4! 7’ O’ 3’ 6’ 8]
>>>

An important thing to note is that shuffle () does not return a list value. Instead, it changes
the list value that is passed to it (because shuffle () modifies the list directly from the list
reference value it is passed.) We say that the shuffle () function modifies the list in-place.
This is why we only need to execute random. shuffle (spam) instead of spam =

random.shuffle (spam).

Remember that you can use the 1ist () function to convert a string or range object to a list
value. Type the following into the interactive shell:

>>> import random
>>> eggs = list('Hello")
>>> eggs

['H', 'e', "1", "1", '0']
>>> random.shuffle(eggs)
>>> eggs

['o', "H', "T"', "1', 'e']
>>>
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And also remember you can use the join () string method to pass a list of strings and return a
single string:

>>> eggs
['o', '"H', "1"', "1", 'e']
>>> eggs = ''.join(eggs)
>>> eggs

'oH11e'

>>>

Randomly Scrambling a String

transpositionTest.py

15. # Convert the message string to a Tist to shuffle it.
16. message = list(message)

17. random.shuffle(message)

18. message = ''.join(message) # convert list to string

In order to shuffle the characters in a string value, first we convert the string to a list with
list (), then shuffle the items in the list with shuffle (), and then convert back to string
value with the join () string method. Try typing the following into the interactive shell:

>>> import random

>>> spam = 'Hello world!"'
>>> spam = list(spam)

>>> random.shuffle(spam)
>>> spam = ''.join(spam)
>>> spam

wl delHo'!or1'

>>>

We use this technique to scramble the letters in the message variable. This way we can test
many different messages just in case our transposition cipher can encrypt and decrypt some
messages but not others.

Back to the Code

transpositionTest.py

20. print('Test #%s: "%s..."" % (i+l, message[:50]))

Line 20 has aprint () call that displays which test number we are on (we add one to i because
1 starts at 0 and we want the test numbers to start at 1). Since the string in message can be very
long, we use string slicing to show only the first 50 characters of message.
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Line 20 uses string interpolation. The value that 1 +1 evaluates to will replace the first s in the
string and the value that message [ : 50] evaluates to will replace the second $s. When using
string interpolation, be sure the number of $s in the string matches the number of values that are
in between the parentheses after it.

transpositionTest.py
22. # Check all possible keys for each message.
23. for key in range(1l, len(message)):

While the key for the Caesar cipher could be an integer from 0 to 25, the key for the
transposition cipher can be between 1 and the length of the message. We want to test every
possible key for the test message, so the for loop on line 23 will run the test code with the keys
1 up to (but not including) the length of the message.

transpositionTest.py
transpositionEncrypt.encryptMessage(key, message)
transpositionDecrypt.decryptMessage(key, encrypted)

24. encrypted
25. decrypted

Line 24 encrypts the string in message using our encryptMessage () function. Since this
function is inside the franspositionEncrypt.py file, we need to add transpositionEncrypt.
(with the period at the end) to the front of the function name.

The encrypted string that is returned from encryptMessage () is then passed to
decryptMessage (). We use the same key for both function calls. The return value from
decryptMessage () is stored in a variable named decrypted. If the functions worked, then
the string in message should be the exact same as the string in decrypted.

The sys.exit () Function

transpositionTest.py

27. # If the decryption doesn't match the original message, display
28. # an error message and quit.

29. if message != decrypted:

30. print('Mismatch with key %s and message %s.' % (key,
message))

31. print(decrypted)

32. sys.exit()

33.

34. print('Transposition cipher test passed.')
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Line 29 tests if message and decrypted are equal. If they aren’t, we want to display an error
message on the screen. We print the key, message, and decrypted values. This information
could help us figure out what happened. Then we will exit the program.

Normally our programs exit once the execution reaches the very bottom and there are no more
lines to execute. However, we can make the program exit sooner than that by calling the
sys.exit () function. When sys.exit () is called, the program will immediately end.

But if the values in message and decrypted are equal to each other, the program execution
skips the 1 f statement’s block and the call to sys.exit (). The next line is on line 34, but you
can see from its indentation that it is the first line after line 9’s for loop.

This means that after line 29’s i f statement’s block, the program execution will jump back to
line 23’s for loop for the next iteration of that loop. If it has finished looping, then instead the
execution jumps back to line 9’s for loop for the next iteration of that loop. And if it has
finished looping for that loop, then it continues on to line 34 to print out the string
'Transposition cipher test passed.'.

transpositionTest.py
37. # If transpositionTest.py is run (instead of imported as a module) call
38. # the main() function.

39. if _name__ == '_main__":
40. main()
Here we do the trick of checking if the special variable name issetto ' main ' andif

so, calling the main () function. This way, if another program imports transpositionTest.py, the
code inside main () will not be executed but the de £ statements that create the main ()
function will be.

Testing Our Test Program

We’ve written a test program that tests our encryption programs, but how do we know that the
test program works? What if there is a bug with our test program, and it is just saying that our
transposition cipher programs work when they really don’t?

We can test our test program by purposefully adding bugs to our encryption or decryption
functions. Then when we run the test program, if it does not detect a problem with our cipher
program, then we know that the test program is not correctly testing our cipher programs.

Change transpositionEncrypt.py’s line 36 from this:

transpositionEncrypt.py
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35. # move pointer over
36. pointer += key
...to this:
transpositionEncrypt.py
35. # move pointer over
36. pointer += key + 1

Now that the encryption code is broken, when we run the test program it should give us an error:

Test #1: "JEQLDFKJZWALCOYACUPLTRRMLWHOBXQNEAWSLGWAGQQSRSIUIQ..."

Mismatch with key 1 and message
JEQLDFKJZWALCOYACUPLTRRMLWHOBXQNEAWSLGWAGQQSRSIUIQTRGIHDVCZECRESZJARAVIPFOBWZXX
TBFOFHVSIGBWIBBHGKUWHEUUDYONYTZVKNVVTYZPDDMIDKBHTYJAHBNDVJUZDCEMFMLUXEONCZXWAWG
XZSFTMINLJOKKIJXLWAPCQNYCIQOFTEAUHRJIODKLGRIZSIBXQPBMQPPFGMVUZHKFWPGNMRYXROMSCEE
XLUSCFHNELYPYKCNYTOUQGBFSRDDMVIGXNYPHVPQISTATKVKM.
JQDKZACYCPTRLHBQEWLWGQRIITGHVZCEZAAIFBZXBOHSGWBHKWEUYNTVNVYPDIKHYABDJZCMMUENZWW
XSTILOKJLACNCQFEUROKGISBQBQPGVZKWGMYRMCELSFNLPKNTUGFRDVGNPVQSAKK

Summary

We can use our programming skills for more than just writing programs. We can also program
the computer to test those programs to make sure they work for different inputs. It is a common
practice to write code to test code.

This chapter covered a few new functions such as the random. randint () function for
producing pseudorandom numbers. Remember, pseudorandom numbers aren’t random enough
for cryptography programs, but they are good enough for this chapter’s testing program. The
random.shuffle () function is useful for scrambling the order of items in a list value.

The copy.deepcopy () function will create copies of list values instead of reference values.
The difference between a list and list reference is explained in this chapter as well.

All of our programs so far have only encrypted short messages. In the next chapter, we will learn
how to encrypt and decrypt entire files on your hard drive.
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Cuarter 11

ENCRYPTING AND DECRYPTING
FILES

Topics Covered In This Chapter:

e Reading and writing files

o The open () function

e The read () file object method

e The close () file object method

e Thewrite () file object method

o Theos.path.exists () function

e The startswith () string method

e Thetitle () string method

e The time module and time.time () function

“Why do security police grab people and torture them? To get their
information. If you build an information management system that
concentrates information from dozens of people, you’ve made that
dozens of times more attractive. You’ve focused the repressive regime’s
attention on the hard disk. And hard disks put up no resistance to torture.
You need to give the hard disk a way to resist. That’s cryptography.”
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Patrick Ball

Up until now our programs have only worked on small messages that we type directly into the
source code as string values. The cipher program in this chapter will use the transposition cipher
to encrypt and decrypt entire files, which can be millions of characters in size.

Plain Text Files

This program will encrypt and decrypt plain text files. These are the kind of files that only have
text data and usually have the .txt file extension. Files from word processing programs that let
you change the font, color, or size of the text do not produce plain text files. You can write your
own text files using Notepad (on Windows), TextMate or TextEdit (on OS X), or gedit (on Linux)
or a similar plain text editor program. You can even use IDLE’s own file editor and save the files
with a .txt extension instead of the usual .py extension.

For some samples, you can download the following text files from this book’s website:

e  http://invpy.com/frankenstein.txt

e  http://invpy.com/siddhartha.txt

e  http://invpy.com/devilsdictionary.txt

e  http://invpy.com/thetimemachine.txt

These are text files of some books (that are now in the public domain, so it is perfectly legal to
download them.) For example, download Mary Shelley’s classic novel “Frankenstein” from

are over 78,000 words in this text file! It would take some time to type this into our encryption
program. But if it is in a file, the program can read the file and do the encryption in a couple
seconds.

If you get an error that looks like “UnicodeDecodeError: 'charmap' codec can't
decode byte 0x90 in position 148: character maps to <undefined>”
then you are running the cipher program on a non-plain text file, also called a “binary file”.

To find other public domain texts to download, go to the Project Gutenberg website at

Source Code of the Transposition File Cipher Program

Like our transposition cipher testing program, the transposition cipher file program will import
our transpositionEncrypt.py and transpositionDecrypt.py files so we can use the
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encryptMessage () and decryptMessage () functions in them. This way we don’t have

to re-type the code for these functions in our new program.

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as transpositionFileCipher.py. Press F5 to run the program.
Note that first you will need to download frankenstein.txt and place this file in the same directory

as the transpositionFileCipher.py file. You can download this file from

Source code for transpositionFileCipher.py
1. # Transposition Cipher Encrypt/Decrypt File
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. import time, os, sys, transpositionEncrypt, transpositionDecrypt
5.
6. def main(Q):
7. inputFilename = 'frankenstein.txt'
8. # BE CAREFUL! If a file with the outputFilename name already exists,
9. # this program will overwrite that file.
10. outputFilename = 'frankenstein.encrypted.txt’
11. myKey = 10
12. myMode = 'encrypt' # set to 'encrypt' or 'decrypt'
13.
14. # If the input file does not exist, then the program terminates early.
15. if not os.path.exists(inputFilename):
16. print('The file %s does not exist. Quitting..."' % (inputFilename))
17. sys.exit(Q)
18.
19. # If the output file already exists, give the user a chance to quit.
20. if os.path.exists(outputFilename):
21. print('This will overwrite the file %s. (Qontinue or (Quit?' %
(outputFilename))
22. response = input('> ')
23. if not response.lower().startswith('c'):
24. sys.exit()
25.
26. # Read in the message from the input file
27. fileObj = open(inputFilename)
28. content = fileObj.read()
29. fileObj.close()
30.
31. print('%sing..."'" % (myMode.title()))
32.
33. # Measure how Tong the encryption/decryption takes.
34. startTime = time.time()
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35. if myMode == 'encrypt':

36. translated = transpositionEncrypt.encryptMessage(myKey, content)
37. elif myMode == 'decrypt':

38. translated = transpositionDecrypt.decryptMessage(myKey, content)
39. totalTime = round(time.time() - startTime, 2)

40. print('%sion time: %s seconds' % (myMode.title(), totalTime))

41.

42. # Write out the translated message to the output file.

43. outputFileObj = open(outputFilename, 'w')

44, outputFiTeObj.write(translated)

45, outputFiTeObj.close()

46.

47 . print('Done %sing %s (%s characters).' % (myMode, inputFilename,
Ten(content)))

48. print('%sed file is %s.' % (myMode.title(), outputFilename))

49,

50.

51. # If transpositionCipherFile.py is run (instead of imported as a module)
52. # call the main() function.

53. if _name__ == "_main__":

54. main()

In the directory that frankenstein.txt and transpositionFileCipher.py files are in, there will be a
new file named frankenstein.encrypted.txt that contains the content of frankenstein.txt in
encrypted form. If you double-click the file to open it, it should look something like this:

PtFiyedleo a arnvmt eneeGLchongnes MmuyedlsuO#uiSHTGA r sy,n t ys
s nuaoGelL

sc7s,

(the rest has been cut out for brevity)

To decrypt, make the following changes to the source code (written in bold) and run the
transposition cipher program again:

transpositionFileCipher.py

7. inputFilename = 'frankenstein.encrypted.txt'

8. # BE CAREFUL! If a file with the outputFilename name already exists,
9. # this program will overwrite that file.

10. outputFilename = 'frankenstein.decrypted.txt'

11. myKey = 10

12. myMode = 'decrypt' # set to 'encrypt' or 'decrypt'

This time when you run the program a new file will appear in the folder named
frankenstein.decrypted.txt that is identical to the original frankenstein.txt file.

Email questions to the author: al@inventwithpython.com




Chapter 11 — Encrypting and Decrypting Files 157

Sample Run of the Transposition File Cipher Program

When you run the above program, it produces this output:

Encrypting...

Encryption time: 1.21 seconds

Done encrypting frankenstein.txt (441034 characters).
Encrypted file is frankenstein.encrypted.txt.

A new frankenstein.encrypted.txt file will have been created in the same directory as
transpositionFileCipher.py. If you open this file with IDLE’s file editor, you will see the
encrypted contents of frankenstein.py. You can now email this encrypted file to someone for them
to decrypt.

Reading From Files
Up until now, any input we want to give our programs would have to be typed in by the user.

Python programs can open and read files directly off of the hard drive. There are three steps to
reading the contents of a file: opening the file, reading into a variable, and then closing the file.

The open () Function and File Objects

The open () function’s first parameter is a string for the name of the file to open. If the file is in
the same directory as the Python program then you can just type in the name, such as
'"thetimemachine.txt'. You can always specify the absolute path of the file, which
includes the directory that it is in. For example, 'c:\\Python32\\frankenstein.txt'
(on Windows) and ' /usr/foobar/frankenstein.txt' (on OS X and Linux) are

absolute filenames. (Remember that the \ backslash must be escaped with another backslash
before it.)

The open () function returns a value of the “file object” data type. This value has several
methods for reading from, writing to, and closing the file.

The read () File Object Method

The read () method will return a string containing all the text in the file. For example, say the
file spam.txt contained the text “Hello world!”. (You can create this file yourself using IDLE’s

file editor. Just save the file with a .txt extension.) Run the following from the interactive shell

(this codes assumes you are running Windows and the spam.xt file is in the c:| directory):

>>> fo = open('c:\\spam.txt', 'r')
>>> content = fo.read()
>>> print(content)
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Hello world!
>>>

If your text file has multiple lines, the string returned by read () will have \n newline
characters in it at the end of each line. When you try to print a string with newline characters, the
string will print across several lines:

>>> print('Hello\nworld!")
Hello

world!

>>>

If you get an error message that says “IOError: [Errno 2] No such file or
directory” then double check that you typed the filename (and if it is an absolute path, the
directory name) correctly. Also make sure that the file actually is where you think it is.

The close () File Object Method

After you have read the file’s contents into a variable, you can tell Python that you are done with
the file by calling the c1ose () method on the file object.

>>> fo.close()
>>>

Python will automatically close any open files when the program terminates. But when you want
to re-read the contents of a file, you must close the file object and then call the open () function
on the file again.

Here’s the code in our transposition cipher program that reads the file whose filename is stored in
the inputFilename variable:

transpositionFileCipher.py

26. # Read in the message from the input file
27. fileObj = open(inputFilename)

28. content = fileObj.read()

29. fileObj.close()

Writing To Files
We read the original file and now will write the encrypted (or decrypted) form to a different file.
The file object returned by open () hasawrite () function, although you can only use this
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function if you open the file in “write”” mode instead of “read” mode. You do this by passing the
string value 'w' as the second parameter. For example:

>>> fo = open('filename.txt', 'w')
>>>

Along with “read” and “write”, there is also an “append” mode. The “append” is like “write”
mode, except any strings written to the file will be appended to the end of any content that is
already in the file. “Append” mode will not overwrite the file if it already exists. To open a file in
append mode, pass the string 'a ' as the second argument to open ().

(Just in case you were curious, you could pass the string ' r' to open () to open the file in read
mode. But since passing no second argument at all also opens the file in read mode, there’s no
reason to pass 'r'.)

The write () File Object Method

You can write text to a file by calling the file object’s write () method. The file object must
have been opened in write mode, otherwise, you will get a “io.UnsupportedOperation:
not readable” error message. (And if you try to call read () on a file object that was
opened in write mode, you will get a “io.UnsupportedOperation: not readable”
error message.)

The write () method takes one argument: a string of text that is to be written to the file. Lines
43 to 45 open a file in write mode, write to the file, and then close the file object.

transpositionFileCipher.py
42. # Write out the translated message to the output file.
43, outputFileObj = open(outputFilename, 'w')
44 , outputFileObj.write(translated)
45, outputFileObj.close()

Now that we have the basics of reading and writing files, let’s look at the source code to the
transposition file cipher program.

How the Program Works

transpositionFileCipher.py
1. # Transposition Cipher Encrypt/Decrypt File
2. # http://inventwithpython.com/hacking (BSD Licensed)
3.
4. import time, os, sys, transpositionEncrypt, transpositionDecrypt
5
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6. def main(Q:

7. inputFilename = 'frankenstein.txt'

8. # BE CAREFUL! If a file with the outputFilename name already exists,
9. # this program will overwrite that file.

10. outputFilename = 'frankenstein.encrypted.txt'’

11. myKey = 10

12. myMode = 'encrypt' # set to 'encrypt' or 'decrypt'

The first part of the program should look familiar. Line 4 is an import statement for our
transpositionEncrypt.py and transpositionDecrypt.py programs. It also imports the Python’s
time, os, and sys modules.

The main () function will be called after the de f statements have been executed to define all
the functions in the program. The inputFilename variable holds a string of the file to read,
and the encrypted (or decrypted) text is written to the file with the name in outputFilename.

The transposition cipher uses an integer for a key, stored in myKey. If 'encrypt ' is stored in
myMode, the program will encrypt the contents of the inputFilename file. If 'decrypt' is
stored in myMode, the contents of inputFilename will be decrypted.

The os.path.exists () Function

Reading files is always harmless, but we need to be careful when writing files. If we call the
open () function in write mode with a filename that already exists, that file will first be deleted
to make way for the new file. This means we could accidentally erase an important file if we pass
the important file’s name to the open () function. Using the os.path.exists () function,
we can check if a file with a certain filename already exists.

The os.path.exists () file has a single string parameter for the filename, and returns True
if this file already exists and False if it doesn’t. The os.path.exists () function exists
inside the path module, which itself exists inside the os module. But if we import the os
module, the path module will be imported too.

Try typing the following into the interactive shell:

>>> import os

>>> os.path.exists('abcdef')

False

>>> os.path.exists('C:\\Windows\\System32\\calc.exe')
True

>>>
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(Of course, you will only get the above results if you are running Python on Windows. The
calc.exe file does not exist on OS X or Linux.)

transpositionFileCipher.py
14. # If the input file does not exist, then the program terminates early.
15. if not os.path.exists(inputFilename):
16. print('The file %s does not exist. Quitting..."' % (inputFilename))
17. sys.exit()

We use the os.path.exists () function to check that the filename in inputFilename
actually exists. Otherwise, we have no file to encrypt or decrypt. In that case, we display a
message to the user and then quit the program.

The startswith () and endswith () String Methods

transpositionFileCipher.py
19. # If the output file already exists, give the user a chance to quit.
20. if os.path.exists(outputFilename):
21. print('This will overwrite the file %s. (Qontinue or (Quit?' %
(outputFilename))
22. response = input('> ')
23. if not response.lower().startswith('c'):
24. sys.exit(Q)

If the file the program will write to already exists, the user is asked to type in “C” if they want to
continue running the program or “Q” to quit the program.

The string in the response variable will have 1ower () called on it, and the returned string from
lower () will have the string method startswith () called onit. The startswith ()
method will return True if its string argument can be found at the beginning of the string. Try
typing the following into the interactive shell:

>>> 'hello'.startswith('h')

True

>>> 'hello world!'.startswith('hello wo')
True

>>> 'hello'.startswith('H")

False

>>> spam = 'Albert'

>>> spam.startswith('AT")

True
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>>>

On line 23, if the user did not type in 'c', 'continue', 'C"', or another string that begins
with C, then sys.exit () will be called to end the program. Technically, the user doesn’t have
to enter “Q” to quit; any string that does not begin with “C” will cause the sys.exit() function to
be called to quit the program.

There is also an endswith () string method that can be used to check if a string value ends with
another certain string value. Try typing the following into the interactive shell:

>>> 'Hello world!'.endswith('world!")
True

>>> 'Hello world!'.endswith('world")
False

>>>

The title () String Method

Just like the lower () and upper () string methods will return a string in lowercase or
uppercase, the title () string method returns a string in “title case”. Title case is where every
word is uppercase for the first character and lowercase for the rest of the characters. Try typing
the following into the interactive shell:

>>> 'hello'.title()

'Hello'
>>> 'HELLO'.title(Q)
'Hello'
>>> 'hElLo'.title()
'Hello'

>>> 'hello world! HOW ARE YOU?'.title()
'HeTllo World! How Are You?'

>>> 'extra! extra! man bites shark!'.title()
'Extra! Extra! Man Bites Shark!'

>>>
transpositionFileCipher.py

26. # Read in the message from the input file

27. fileObj = open(inputFilename)

28. content = fileObj.read()

29. fileObj.close()

30.

31. print('%sing..." % (myMode.title()))
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Lines 27 to 29 open the file with the name stored in inputFilename and read in its contents
into the content variable. On line 31, we display a message telling the user that the encryption
or decryption has begun. Since myMode should either contain the string 'encrypt' or
'"decrypt ', calling the title () string method will either display 'Encrypting..."' or
'Decrypting..."'.

The time Module and time. time () Function

All computers have a clock that keeps track of the current date and time. Your Python programs
can access this clock by calling the time. time () function. (This is a function named time ()
that is in a module named time.)

The time.time () function will return a float value of the number of seconds since January 1%,
1970. This moment is called the Unix Epoch. Try typing the following into the interactive shell:

>>> import time
>>> time.time()
1349411356.892
>>> time.time()
1349411359.326
>>>

The float value shows that the time . time () function can be precise down to a millisecond
(that is, 1/1,000 of a second). Of course, the numbers that time.time () displays for you will
depend on the moment in time that you call this function. It might not be clear that
1349411356.892 is Thursday, October 4™ 2012 around 9:30 pm. However, the t ime . time ()
function is useful for comparing the number of seconds between calls to time.time (). We can
use this function to determine how long our program has been running.

transpositionFileCipher.py
33. # Measure how Tong the encryption/decryption takes.
34. startTime = time.time()
35. if myMode == 'encrypt':
36. translated = transpositionEncrypt.encryptMessage(myKey, content)
37. elif myMode == 'decrypt':
38. translated = transpositionDecrypt.decryptMessage(myKey, content)
39. totalTime = round(time.time() - startTime, 2)
40. print('%sion time: %s seconds' % (myMode.title(), totalTime))

We want to measure how long the encryption or decryption process takes for the contents of the
file. Lines 35 to 38 call the encryptMessage () or decryptMessage () (depending on
whether 'encrypt' or 'decrypt' is stored in the myMode variable). Before this code
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however, we will call time.time () and store the current time in a variable named
startTime.

On line 39 after the encryption or decryption function calls have returned, we will call
time.time () again and subtract startTime from it. This will give us the number of seconds
between the two calls to time.time ().

For example, if you subtract the floating point values returned when I called time.time ()
before in the interactive shell, you would get the amount of time in between those calls while I
was typing:

>>> 1349411359.326 - 1349411356.892
2.434000015258789
>>>

(The difference Python calculated between the two floating point values is not precise due to
rounding errors, which cause very slight inaccuracies when doing math with floats. For our
programs, it will not matter. But you can read more about rounding errors at

The time.time () - startTime expression evaluates to a value that is passed to the
round () function which rounds to the nearest two decimal points. This value is stored in
totalTime. On line 40, the amount of time is displayed to the user by calling print ().

Back to the Code
transpositionFileCipher.py
42. # Write out the translated message to the output file.
43, outputFileObj = open(outputFilename, 'w')
44 , outputFileObj.write(translated)
45, outputFileObj.close()

The encrypted (or decrypted) file contents are now stored in the t ranslated variable. But this
string will be forgotten when the program terminates, so we want to write the string out to a file
to store it on the hard drive. The code on lines 43 to 45 do this by opening a new file (passing
'w' to open () to open the file in write mode) and then calling the write () file object
method.

transpositionFileCipher.py

47. print('Done %sing %s (%s characters).' % (myMode, inputFilename,
len(content)))
48. print('%sed file is %s.' % (myMode.title(), outputFilename))
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49,

50.

51. # If transpositionCipherFile.py is run (instead of imported as a module)
52. # call the main() function.

53. if _name__ == "_main__":

54. main()

Afterwards, we print some more messages to the user telling them that the process is done and
what the name of the written file is. Line 48 is the last line of the main () function.

Lines 53 and 54 (which get executed after the de f statement on line 6 is executed) will call the
main () function if this program is being run instead of being imported. (This is explained in
Chapter 8’s “The Special name  Variable” section.)

Practice Exercises, Chapter 11, Set A

Summary

Congratulations! There wasn’t much to this new program aside from the open (), write (),
read (), and close () functions, but this lets us encrypt text files on our hard drive that are
megabytes or gigabytes in size. It doesn’t take much new code because all of the implementation
for the cipher has already been written. We can extend our programs (such as adding file reading
and writing capabilities) by importing their functions for use in new programs. This greatly
increases our ability to use computers to encrypt information.

There are too many possible keys to simply brute-force and examine the output of a message
encrypted with the transposition cipher. But if we can write a program that recognizes English (as
opposed to strings of gibberish), we can have the computer examine the output of thousands of
decryption attempts and determine which key can successfully decrypt a message to English.
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CHarTER 12

DETECTING ENGLISH
PROGRAMMATICALLY

Topics Covered In This Chapter:

e Dictionaries

e The split () Method

e The None Value

e "Divide by Zero" Errors

e The float (), int (), and str () Functions and Python 2 Division
e The append () List Method

e Default Arguments

e (alculating Percentage

The gaffer says something longer and more
complicated. After a while, Waterhouse (now
wearing his cryptoanalyst hat, searching for
meaning midst apparent randomness, his neural
circuits exploiting the redundancies in the signal)
realizes that the man is speaking heavily accented
English.

“Cryptonomicon” by Neal Stephenson
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A message encrypted with the transposition cipher can have thousands of possible keys. Your
computer can still easily brute-force this many keys, but you would then have to look through
thousands of decryptions to find the one correct plaintext. This is a big problem for the brute-
force method of cracking the transposition cipher.

When the computer decrypts a message with the wrong key, the resulting plaintext is garbage
text. We need to program the computer to be able to recognize if the plaintext is garbage text or
English text. That way, if the computer decrypts with the wrong key, it knows to go on and try the
next possible key. And when the computer tries a key that decrypts to English text, it can stop and
bring that key to the attention of the cryptanalyst. Now the cryptanalyst won’t have to look
through thousands of incorrect decryptions.

How Can a Computer Understand English?

It can’t. At least, not in the way that human beings like you or I understand English. Computers
don’t really understand math, chess, or lethal military androids either, any more than a clock
understands lunchtime. Computers just execute instructions one after another. But these
instructions can mimic very complicated behaviors that solve math problems, win at chess, or
hunt down the future leaders of the human resistance.

Ideally, what we need is a Python function (let’s call it isEnglish () ) that has a string passed
to it and then returns True if the string is English text and False if it’s random gibberish. Let’s
take a look at some English text and some garbage text and try to see what patterns the two have:

Robots are your friends. Except for RX-686. She will try to eat you.

ai-pey e. xrx ne augur iirl6 Rtiyt fhubE6d hrSei t8..ow eo.telyoosEs t

One thing we can notice is that the English text is made up of words that you could find in a
dictionary, but the garbage text is made up of words that you won’t. Splitting up the string into
individual words is easy. There is already a Python string method named split () that will do
this for us (this method will be explained later). The split () method just sees when each word
begins or ends by looking for the space characters. Once we have the individual words, we can
test to see if each word is a word in the dictionary with code like this:

if word == 'aardvark' or word == 'abacus' or word == 'abandon' or word ==
'abandoned' or word == 'abbreviate' or word == 'abbreviation' or word ==
'abdomen' or ..

We can write code like that, but we probably shouldn’t. The computer won’t mind running
through all this code, but you wouldn’t want to type it all out. Besides, somebody else has already
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typed out a text file full of nearly all English words. These text files are called dictionary files.

So we just need to write a function that checks if the words in the string exist somewhere in that
file.

Remember, a dictionary file is a text file that contains a large list of English words. A dictionary
value is a Python value that has key-value pairs.

Not every word will exist in our “dictionary file”. Maybe the dictionary file is incomplete and
doesn’t have the word, say, “aardvark”. There are also perfectly good decryptions that might have
non-English words in them, such as “RX-686” in our above English sentence. (Or maybe the
plaintext is in a different language besides English. But we’ll just assume it is in English for
now.)

And garbage text might just happen to have an English word or two in it by coincidence. For
example, it turns out the word “augur” means a person who tries to predict the future by studying
the way birds are flying. Seriously.

So our function will not be foolproof. But if most of the words in the string argument are English
words, it is a good bet to say that the string is English text. It is a very low probability that a
ciphertext will decrypt to English if decrypted with the wrong key.

The dictionary text file will have one word per line in uppercase. It will look like this:

AARHUS
AARON

ABABA

ABACK

ABAFT
ABANDON
ABANDONED
ABANDONING
ABANDONMENT
ABANDONS

...and so on. You can download this entire file (which has over 45,000 words) from

Our isEnglish () function will have to split up a decrypted string into words, check if each
word is in a file full of thousands of English words, and if a certain amount of the words are
English words, then we will say that the text is in English. And if the text is in English, then
there’s a good bet that we have decrypted the ciphertext with the correct key.

And that is how the computer can understand if a string is English or if it is gibberish.
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Practice Exercises, Chapter 12, Section A

The Detect English Module

The detectEnglish.py program that we write in this chapter isn’t a program that runs by itself.
Instead, it will be imported by our encryption programs so that they can call the
detectEnglish.isEnglish () function. This is why we don’t give detectEnglish.py a
main () function. The other functions in the program are all provided for 1sEnglish () to
call.

Source Code for the Detect English Module

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as detectEnglish.py. Press F5 to run the program.

Source code for detectEnglish.py

1. # Detect English module

2. # http://inventwithpython.com/hacking (BSD Licensed)

3.

4. # To use, type this code:

5. # import detectEnglish

6. # detectEnglish.isEnglish(someString) # returns True or False
7. # (There must be a "dictionary.txt" file in this directory with all English
8. # words in it, one word per line. You can download this from

9. # http://invpy.com/dictionary.txt)
10. UPPERLETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'
11. LETTERS_AND_SPACE = UPPERLETTERS + UPPERLETTERS.Tower() + ' \t\n'
12.
13. def ToadDictionary():
14. dictionaryFile = open('dictionary.txt')

15. englishWords = {}

16. for word in dictionaryFile.read().split('\n'):

17. englishWords[word] = None

18. dictionaryFile.close()

19. return englishWords

20.

21. ENGLISH_WORDS = TloadDictionary()

22.

23.

24. def getEnglishCount(message):

25. message = message.upper()

26. message = removeNonlLetters(message)

27. possibleWords = message.split(Q)
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28.

29. if possibleWords == []:

30. return 0.0 # no words at all, so return 0.0

31.

32. matches = 0

33. for word in possibleWords:

34. if word in ENGLISH_WORDS:

35. matches += 1

36. return float(matches) / Ten(possibleWords)

37.

38.

39. def removeNonlLetters(message):

40. TettersOnly = []

41. for symbol in message:

42. if symbol in LETTERS_AND_SPACE:

43. lettersOnly.append(symboT)

44, return ''.join(lettersOnly)

45,

46.

47. def isEnglish(message, wordPercentage=20, letterPercentage=85):

48. # By default, 20% of the words must exist in the dictionary file, and
49. # 85% of all the characters in the message must be letters or spaces
50. # (not punctuation or numbers).

51. wordsMatch = getEnglishCount(message) * 100 >= wordPercentage

52. numLetters = len(removeNonLetters(message))

53. messagelLettersPercentage = float(numLetters) / len(message) * 100
54, TettersMatch = messagelettersPercentage >= TetterPercentage

55. return wordsMatch and lettersMatch

How the Program Works

detectEnglish.py
. # Detect English module
# http://inventwithpython.com/hacking (BSD Licensed)

To use, type this code:

import detectEnglish

detectEnglish.isEnglish(someString) # returns True or False
(There must be a "dictionary.txt" file in this directory with all English
words in it, one word per Tine. You can download this from
http://invpy.com/dictionary.txt)

O oo NOUUTD WNR
HoH o H B H

These comments at the top of the file give instructions to programmers on how to use this
module. They give the important reminder that if there is no file named dictionary.txt in the same
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directory as detectEnglish.py then this module will not work. If the user doesn’t have this file, the

detectEnglish.py
10. UPPERLETTERS = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'

11. LETTERS_AND_SPACE = UPPERLETTERS + UPPERLETTERS.lower() + ' \t\n'

Lines 10 and 11 set up a few variables that are constants, which is why they have uppercase
names. UPPERLETTERS is a variable containing the 26 uppercase letters, and
LETTERS AND_SPACE contain these letters (and the lowercase letters returned from
UPPERLETTERS. lower () ) but also the space character, the tab character, and the newline
character. The tab and newline characters are represented with escape characters \t and \n.

detectEnglish.py
13. def ToadDictionary(Q):
14. dictionaryFile = open('dictionary.txt')

The dictionary file sits on the user’s hard drive, but we need to load the text in this file as a string
value so our Python code can use it. First, we get a file object by calling open () and passing the
string of the filename 'dictionary.txt'. Before we continue with the

loadDictionary () code, let’s learn about the dictionary data type.

Dictionaries and the Dictionary Data Type

The dictionary data type has values which can contain multiple other values, just like lists do. In
list values, you use an integer index value to retrieve items in the list, like spam[42]. For each
item in the dictionary value, there is a key used to retrieve it. (Values stored inside lists and
dictionaries are also sometimes called items.) The key can be an integer or a string value, like
spam['hello'] or spam[42] . Dictionaries let us organize our program’s data with even
more flexibility than lists.

Instead of typing square brackets like list values, dictionary values (or simply, dictionaries) use
curly braces. Try typing the following into the interactive shell:

>>> emptylList = []
>>> emptyDictionary = {}
>>>

A dictionary’s values are typed out as key-value pairs, which are separated by colons. Multiple
key-value pairs are separated by commas. To retrieve values from a dictionary, just use square
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brackets with the key in between them (just like indexing with lists). Try typing the following
into the interactive shell:

>>> spam = {'keyl':'This is a value', 'key2':42}
>>> spam['keyl']

'This is a value'

>>> spam['key2']

42

>>>

It is important to know that, just as with lists, variables do not store dictionary values themselves,
but references to dictionaries. The example code below has two variables with references to the
same dictionary:

>>> spam {'hello': 42}
>>> eggs = spam
>>> eggs['hello'] = 99

>>> eggs
{'hello': 99}
>>> spam
{'hello': 99}
>>>

Adding or Changing Items in a Dictionary

You can add or change values in a dictionary with indexes as well. Try typing the following into
the interactive shell:

>>> spam = {42:'hello'}
>>> print(spam[42])
hello

>>> spam[42] = 'goodbye'
>>> print(spam[42])
goodbye

>>>

And just like lists can contain other lists, dictionaries can also contain other dictionaries (or lists).
Try typing the following into the interactive shell:

>>> foo = {'fizz': {'name': 'A1', 'age': 144}, 'moo':['a', 'brown', 'cow']}
>>> foo['fizz']

{'age': 144, 'name': 'Al1'}

>>> foo['fizz']['name']

Email questions to the author: al@inventwithpython.com




Chapter 12 — Detecting English Programmatically 173

NE
>>> foo[ 'moo']

['a', 'brown', 'cow']
>>> foo['moo'][1]
"brown'

>>>

Practice Exercises, Chapter 12, Set B

Using the 1en () Function with Dictionaries

The 1en () function can tell you how many items are in a list or how many characters are in a
string, but it can also tell you how many items are in a dictionary as well. Try typing the
following into the interactive shell:

>>> spam = {}

>>> len(spam)

0

>>> spam['name'] = 'Al'

>>> spam['pet'] = 'Zophie the cat'
>>> spam['age'] = 89

>>> len(spam)

3

>>>

Using the in Operator with Dictionaries

The in operator can also be used to see if a certain key value exists in a dictionary. It is important
to remember that the in operator checks if a key exists in the dictionary, not a value. Try typing
the following into the interactive shell:

>>> eggs = {'foo': 'milk', 'bar': 'bread'}
>>> 'foo' in eggs

True

>>> 'blah blah blah' in eggs
False

>>> 'milk' in eggs

False

>>> 'bar' in eggs

True

>>> 'bread' in eggs

False
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>>>

The not in operator works with dictionary values as well.

Using for Loops with Dictionaries

You can also iterate over the keys in a dictionary with for loops, just like you can iterate over
the items in a list. Try typing the following into the interactive shell:

>>> spam = {'name’:'Al", 'age':99}
>>> for k in spam:
print(k)
print(spam[k])
pr‘i nt( 'mmmmmm====" )
age
99
name
Al
>>>

The Difference Between Dictionaries and Lists

Dictionaries are like lists in many ways, but there are a few important differences:

1. Dictionary items are not in any order. There is no “first” or “last” item in a dictionary like
there is in a list.

2. Dictionaries do not have concatenation with the + operator. If you want to add a new
item, you can just use indexing with a new key. For example, foo['a new key'] =
'a string'

3. Lists only have integer index values that range from O to the length of the list minus one.
But dictionaries can have any key. If you have a dictionary stored in a variable spam,
then you can store a value in spam [ 3] without needing values for spam[0],

spam[1],or spam[2] first.
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Finding Items is Faster with Dictionaries Than Lists

detectEnglish.py
15. englishWords = {}

In the 1loadDictionary () function, we will store all the words in the “dictionary file” (as in,
a file that has all the words in an English dictionary book) in a dictionary value (as in, the Python
data type.) The similar names are unfortunate, but they are two completely different things.

We could have also used a list to store the string values of each word from the dictionary file. The
reason we use a dictionary is because the in operator works faster on dictionaries than lists.
Imagine that we had the following list and dictionary values:

>>> TlistVal = ['spam', 'eggs', 'bacon']
>>> dictionaryVal = {'spam':0, 'eggs':0, 'bacon':0}

Python can evaluate the expression 'bacon' in dictionaryVal a little bit faster than
'bacon' in listVal. The reason is technical and you don’t need to know it for the

speed doesn’t make that much of a difference for lists and dictionaries with only a few items in
them like in the above example. But our detectEnglish module will have tens of thousands
of items, and the expression word in ENGLISH WORDS will be evaluated many times when
the isEnglish () function is called. The speed difference really adds up for the
detectEnglish module.

The split () Method

The split () string method returns a list of several strings. The “split” between each string
occurs wherever a space is. For an example of how the split () string method works, try typing
this into the shell:

>>> 'My very energetic mother just served us Nutella.'.split(Q)
['My', 'very', 'energetic', 'mother', 'just', 'served', 'us', 'Nutella.']
>>>

The result is a list of eight strings, one string for each of the words in the original string. The
spaces are dropped from the items in the list (even if there is more than one space). You can pass
an optional argument to the split () method to tell it to split on a different string other than just
a space. Try typing the following into the interactive shell:

>>> "helToXXXworTdXXXhowXXXareXXyou?'.spTit('XXX")
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['"hello', 'world', 'how', 'areXXyou?']
>>>

detectEnglish.py
16. for word in dictionaryFile.read().split('\n'):

Line 16 is a for loop that will set the word variable to each value in the list
dictionaryFile.read () .split ('\n"). Let’s break this expression down.
dictionaryFile is the variable that stores the file object of the opened file. The
dictionaryFile.read () method call will read the entire file and return it as a very large
string value. On this string, we will call the split () method and split on newline characters.
This split () call will return a list value made up of each word in the dictionary file (because
the dictionary file has one word per line.)

This is why the expression dictionaryFile.read () .split ('\n") will evaluate to a
list of string values. Since the dictionary text file has one word on each line, the strings in the list
that split () returns will each have one word.

The None Value

None is a special value that you can assign to a variable. The None value represents the lack of
a value. None is the only value of the data type NoneType. (Just like how the Boolean data type
has only two values, the NoneType data type has only one value, None.) It can be very useful to
use the None value when you need a value that means “does not exist”. The None value is
always written without quotes and with a capital “N” and lowercase “one”.

For example, say you had a variable named quizAnswer which holds the user's answer to some
True-False pop quiz question. You could set quizAnswer to None if the user skipped the
question and did not answer it. Using None would be better because if you set it to True or
False before assigning the value of the user's answer, it may look like the user gave an answer
for the question even though they didn't.

Calls to functions that do not return anything (that is, they exit by reaching the end of the function
and not from a return statement) will evaluate to None.

detectEnglish.py
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17. englishWords[word] = None

In our program, we only use a dictionary for the englishWords variable so that the in
operator can find keys in it. We don’t care what is stored for each key, so we will just use the
None value. The for loop that starts on line 16 will iterate over each word in the dictionary file,
and line 17 will use that word as a key in englishWords with None stored for that key.

Back to the Code

detectEnglish.py
18. dictionaryFile.close()
19. return englishWords

After the for loop finishes, the englishWords dictionary will have tens of thousands of keys
in it. At this point, we close the file object since we are done reading from it and then return
englishWords.

detectEnglish.py
21. ENGLISH_WORDS = loadDictionary()

Line 21 calls 1oadDictionary () and stores the dictionary value it returns in a variable
named ENGLISH WORDS. We want to call loadDictionary () before the rest of the code in
the detectEnglish module, but Python has to execute the de f statement for
loadDictionary () before we can call the function. This is why the assignment for
ENGLISH WORDS comes after the loadDictionary () function’s code.

detectEnglish.py
24. def getEnglishCount(message):

25. message = message.upper()
26. message = removeNonlLetters(message)
27. possibleWords = message.split(Q)

The getEnglishCount () function will take one string argument and return a float value
indicating the amount of recognized English words in it. The value 0 . 0 will mean none of the
words in message are English words and 1 . 0 will mean all of the words in message are
English words, but most likely getEnglishCount () will return something in between 0. 0
and 1.0. The isEnglish () function will use this return value as part of whether it returns

True or False.
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First we must create a list of individual word strings from the string in message. Line 25 will
convert it to uppercase letters. Then line 26 will remove the non-letter characters from the string,
such as numbers and punctuation, by calling removeNonLetters (). (We will see how this
function works later.) Finally, the split () method on line 27 will split up the string into
individual words that are stored in a variable named possibleWords.

So if the string 'Hello there. How are you?' was passed when
getEnglishCount () was called, the value stored in possibleWords after lines 25 to 27
execute would be [ "HELLO', 'THERE', 'HOW', 'ARE', 'YOU'].

detectEnglish.py
29. if possibleWords == []:
30. return 0.0 # no words at all, so return 0.0

If the string in me ssage was something like 12345, all of these non-letter characters would
have been taken out of the string returned from removeNonLetters (). The call to
removeNonLetters () would return the blank string, and when split () is called on the
blank string, it will return an empty list.

Line 29 does a special check for this case, and returns 0 . 0. This is done to avoid a “divide-by-
zero” error (which is explained later on).

detectEnglish.py

32. matches = 0

33. for word in possibleWords:
34. if word in ENGLISH_WORDS:
35. matches += 1

The float value that is returned from getEnglishCount () ranges between 0.0 and 1.0. To
produce this number, we will divide the number of the words in possibleWords that are
recognized as English by the total number of words in possibleWords.

The first part of this is to count the number of recognized English words in possibleWords,
which is done on lines 32 to 35. The matches variable starts off as 0. The for loop on line 33
will loop over each of the words in possibleWords, and checks if the word exists in the
ENGLISH WORDS dictionary. If it does, the value in matches is incremented on line 35.

Once the for loop has completed, the number of English words is stored in the matches
variable. Note that technically this is only the number of words that are recognized as English
because they existed in our dictionary text file. As far as the program is concerned, if the word
exists in dictionary.txt, then it is a real English word. And if it doesn’t exist in the dictionary file,
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it is not an English word. We are relying on the dictionary file to be accurate and complete in
order for the detectEnglish module to work correctly.

“Divide by Zero” Errors

detectEnglish.py
36. return float(matches) / Ten(possibleWords)

Returning a float value between 0.0 and 1. 0 is a simple matter of dividing the number of
recognized words by the total number of words.

However, whenever we divide numbers using the / operator in Python, we should be careful not
to cause a “divide-by-zero” error. In mathematics, dividing by zero has no meaning. If we try to
get Python to do it, it will result in an error. Try typing the following into the interactive shell:

>> 42 / 0
Traceback (most recent call last):
File "<pyshel1#0>", 1ine 1, in <module>
42 / 0
ZeroDivisionError: int division or modulo by zero
>>>

But a divide by zero can’t possibly happen on line 36. The only way it could is if

len (possibleWords) evaluated to 0. And the only way that would be possible is if
possibleWords were the empty list. However, our code on lines 29 and 30 specifically checks
for this case and returns 0. 0. So if possibleWords had been set to the empty list, the
program execution would have never gotten past line 30 and line 36 would not cause a “divide-
by-zero” error.

The float (), int (), and str () Functions and Integer
Division

detectEnglish.py
36. return float(matches) / Ten(possibleWords)

The value stored in matches is an integer. However, we pass this integer to the f1oat ()
function which returns a float version of that number. Try typing the following into the interactive
shell:

>>> float(42)
42.0
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>>>

The int () function returns an integer version of its argument, and the str () function returns a
string. Try typing the following into the interactive shell:

>>> float(42)
42.0

>>> int(42.0)
42

>>> int(42.7)
42

>>> int("42")
42

>>> str(42)
l42'

>>> str(42.7)
'42.7"

>>>

The float (), int (), and str () functions are helpful if you need a value’s equivalent in a
different data type. But you might be wondering why we pass matches to £loat () on line 36
in the first place.

The reason is to make our detectEnglish module work with Python 2. Python 2 will do
integer division when both values in the division operation are integers. This means that the result
will be rounded down. So using Python 2, 22 / 7 will evaluate to 3. However, if one of the
values is a float, Python 2 will do regular division: 22.0 / 7 will evaluate to
3.142857142857143. This is why line 36 calls f1oat (). This is called making the code
backwards compatible with previous versions.

Python 3 always does regular division no matter if the values are floats or ints.

Practice Exercises, Chapter 12, Set D

Back to the Code

detectEnglish.py
39. def removeNonLetters(message):
40. TettersOnly = []
41. for symbol in message:
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The previously explained getEnglishCount () function calls the removeNonLetters ()
function to return a string that is the passed argument, except with all the numbers and
punctuation characters removed.

The code in removeNonLetters () starts with a blank list and loops over each character in
the message argument. If the character exists in the LETTERS AND SPACE string, then it is
added to the end of the list. If the character is a number or punctuation mark, then it won’t exist in
the LETTERS AND SPACE string and won’t be added to the list.
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The append() List Method

detectEnglish.py
42 . if symbol in LETTERS_AND_SPACE:
43, lettersOnly.append(symboT)

Line 42 checks if symbol (which is set to a single character on each iteration of line 41°s for
loop) exists in the LETTERS AND SPACE string. If it does, then it is added to the end of the
lettersOnly list with the append () list method.

If you want to add a single value to the end of a list, you could put the value in its own list and
then use list concatenation to add it. Try typing the following into the interactive shell, where the
value 42 is added to the end of the list stored in spam:

>>> spam = [2, 3, 5, 7, 9, 11]
>>> spam

[2, 3, 5, 7, 9, 11]

>>> spam = spam + [42]

>>> spam
[2, 3, 5, 7, 9, 11, 42]
>>>

When we add a value to the end of a list, we say we are appending the value to the list. This is
done with lists so frequently in Python that there is an append () list method which takes a
single argument to append to the end of the list. Try typing the following into the shell:

>>> eggs = []
>>> eggs.append('hovercraft')
>>> eggs

["hovercraft']
>>> eggs.append('eels')

>>> eggs

["hovercraft', 'eels']

>>> eggs.append(42)

>>> eggs

["hovercraft', 'eels', 42]
>>>

For technical reasons, using the append () method is faster than putting a value in a list and
adding it with the + operator. The append () method modifies the list in-place to include the
new value. You should always prefer the append () method for adding values to the end of a
list.
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detectEnglish.py

L}

44, return ''.join(lettersOnly)

After line 41°s for loop is done, only the letter and space characters are in the lettersOnly
list. To make a single string value from this list of strings, we call the Join () string method on
a blank string. This will join the strings in lettersOnly together with a blank string (that is,
nothing) between them. This string value is then returned as removeNonLetters () ’s return
value.

Default Arguments

detectEnglish.py
47. def isEnglish(message, wordPercentage=20, letterPercentage=85):

48. # By default, 20% of the words must exist in the dictionary file, and
49. # 85% of all the characters in the message must be Tetters or spaces
50. # (not punctuation or numbers).

The isEnglish () function will accept a string argument and return a Boolean value that
indicates whether or not it is English text. But when you look at line 47, you can see it has three
parameters. The second and third parameters (wordPercentage and letterPercentage)
have equal signs and values next to them. These are called default arguments. Parameters that
have default arguments are optional. If the function call does not pass an argument for these
parameters, the default argument is used by default.

If isEnglish () is called with only one argument, the default arguments are used for the
wordPercentage (the integer 20) and letterPercentage (the integer 85) parameters.
Table 12-1 shows function calls to 1 sEnglish (), and what they are equivalent to:

Table 12-1. Function calls with and without default arguments.

Function Call Equivalent To
isEnglish('Hello"') isEnglish ('Hello', 20, 85)
isEnglish('Hello', 50) isEnglish('Hello', 50, 85)

isEnglish ('Hello', 50, 60) isEnglish ('Hello', 50, 60)

isEnglish('Hello"', isEnglish('Hello', 20, 60)
letterPercentage=60)

www .dbooks.org



184  http://inventwithpython.com/hacking

When isEnglish () is called with no second and third argument, the function will require that
20% of the words in me ssage are English words that exist in the dictionary text file and 85% of
the characters in message are letters. These percentages work for detecting English in most
cases. But sometimes a program calling i sEnglish () will want looser or more restrictive
thresholds. If so, a program can just pass arguments for wordPercentage and
letterPercentage instead of using the default arguments.

Calculating Percentage

A percentage is a number between 0 and 100 that shows how much of something there is
proportional to the total number of those things. In the string value 'Hello cat MOOSE
fsdkl ewpin' there are five “words” but only three of them are English words. To calculate
the percentage of English words, you divide the number of English words by the total
number of words and multiply by 100. The percentage of English words in 'Hello cat
MOOSE fsdkl ewpin'is3 / 5 * 100, whichis 60.

Table 12-2 shows some percentage calculations:

Table 12-2. Some percentage calculations.

Number of Total Number English *100 = Percentage
English Words of Words Words / Total
3 5 0.6 *100 = 60
6 10 0.6 *100 = 60
300 500 0.6 *100 = 60
32 87 0.3678 *100 = 36.78
87 87 1.0 *100 = 100
0 10 0 *100 = 0

The percentage will always be between 0% (meaning none of the words) and 100% (meaning all
of the words). Our isEnglish () function will consider a string to be English if at least 20% of
the words are English words that exist in the dictionary file and 85% of the characters in the
string are letters (or spaces).

detectEnglish.py
51. wordsMatch = getEnglishCount(message) * 100 >= wordPercentage

Line 51 calculates the percentage of recognized English words in message by passing
message to getEnglishCount (), which does the division for us and returns a float
between 0.0 and 1. 0. To get a percentage from this float, we just have to multiply it by 100. If
this number is greater than or equal to the wordPercentage parameter, then True is stored in
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wordsMatch. (Remember, the >= comparison operator evaluates expressions to a Boolean
value.) Otherwise, False is stored in wordsMatch.

detectEnglish.py

52. numLetters = len(removeNonlLetters(message))
53. messagelLettersPercentage = float(numLetters) / len(message) * 100
54. TettersMatch = messagelettersPercentage >= TetterPercentage

Lines 52 to 54 calculate the percentage of letter characters in the message string. To determine
the percentage of letter (and space) characters in message, our code must divide the number of
letter characters by the total number of characters in message. Line 52 calls
removeNonLetters (message) . This call will return a string that has the number and
punctuation characters removed from the string. Passing this string to 1en () will return the
number of letter and space characters that were in message. This integer is stored in the
numLetters variable.

Line 53 determines the percentage of letters getting a float version of the integer in
numLetters and dividing this by 1en (message) . The return value of 1en (message) will
be the total number of characters in message. (The call to f1oat () was made so that if the
programmer who imports our detectEnglish module is running Python 2, the division done
on line 53 will always be regular division instead of integer division.)

Line 54 checks if the percentage in messagelettersPercentage is greater than or equal to
the letterPercentage parameter. This expression evaluates to a Boolean value that is stored
in lettersMatch.

detectEnglish.py
55. return wordsMatch and TettersMatch

We want isEnglish () to return True only if both the wordsMatch and lettersMatch
variables contain True, so we put them in an expression with the and operator. If both the
wordsMatch and lettersMatch variables are True, then 1 sEnglish () will declare that
the message argument is English and return True. Otherwise, 1 sEnglish () will return

False.

Practice Exercises, Chapter 12, Set E
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Summary

The dictionary data type is useful because like a list it can contain multiple values. However
unlike the list, we can index values in it with string values instead of only integers. Most of the
the things we can do with lists we can also do with dictionaries, such as pass itto 1en () or use
the in and not in operators on it. In fact, using the in operator on a very large dictionary
value executes much faster than using in on a very large list.

The NoneType data type is also a new data type introduced in this chapter. It only has one value:
None. This value is very useful for representing a lack of a value.

We can convert values to other data types by using the int (), float (), and str () functions.
This chapter brings up “divide-by-zero” errors, which we need to add code to check for and
avoid. The split () string method can convert a single string value into a list value of many
strings. The split () string method is sort of the reverse of the join () list method. The
append () list method adds a value to the end of the list.

When we define functions, we can give some of the parameters “default arguments”. If no
argument is passed for these parameters when the function is called, the default argument value is
used instead. This can be a useful shortcut in our programs.

The transposition cipher is an improvement over the Caesar cipher because it can have hundreds
or thousands of possible keys for messages instead of just 26 different keys. A computer has no
problem decrypting a message with thousands of different keys, but to hack this cipher, we need
to write code that can determine if a string value is valid English or not.

Since this code will probably be useful in our other hacking programs, we will put it in its own
module so it can be imported by any program that wants to call its 1sEnglish () function. All
of the work we’ve done in this chapter is so that any program can do the following:

>>> import detectEnglish

>>> detectEnglish.isEnglish('Is this sentence English text?')
True

>>>

Now armed with code that can detect English, let’s move on to the next chapter and hack the
transposition cipher!
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CHapPTER 13

HACKING THE TRANSPOSITION
CIPHER

Topics Covered In This Chapter:
e  Multi-line Strings with Triple Quotes
e The strip () String Method

To hack the transposition cipher, we will use a brute-force approach. Of the thousands of keys,
the correct key is most likely that only one that will result in readable English. We developed
English-detection code in the last chapter so the program can realize when it has found the correct
key.

Source Code of the Transposition Cipher Hacker Program

Open a new file editor window by clicking on File » New Window. Type in the following code
into the file editor, and then save it as transpositionHacker.py. Press F5 to run the program. Note
that first you will need to download the pyperclip.py module and place this file in the same
directory as the transpositionHacker.py file. You can download this file from

Source code for transpositionHacker.py
. # Transposition Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

. import pyperclip, detectEnglish, transpositionDecrypt
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6. def main(Q:

7. # You might want to copy & paste this text from the source code at
8. # http://invpy.com/transpositionHacker.py
9. myMessage = """Cb b rssti aieih rooaopbrtnsceee er es no npfgcwu plri

ch nitaalr eiuengiteehb(el hilincegeoamn fubehgtarndcstudmd nM eu eacBoltaetee
oinebcdkyremdteghn.aa2r8la condari fmps" tad 1 t oisn sit ulrnd stara nvhn fs
edbh ee,n e necrgb 8nmisv 1 nc muiftegiitm tutmg cm shSs9fcie ebintcaets h a
ihda cctrhe ele 107 aaoem waoaatdahretnhechaopnooeapece9etfncdbgsoeb uuteitgna.
rteoh add e,D7clEtnpneehtn beete" evecoal 1sfmcrl julcifgo ai. sllrchdnheev sh
meBd ies e9t)nh,htcnoecplirrh ,ide hmtime. phealLem,toeinfgn t e9yce da' eN eMp a
ffn Fclo ge eohg dere.eec s nfap yox hla yon. InrnsreaBoa t,e eitsw il ulpbdofg
BRe bwlmprraio po droB wtinue r Pieno nc ayieeto'lulcih sfnc ownaSserbereiaSm
-eaiah, nnrttgcC maciiritvledastinideI nn rms iehn tsigaBmuoetcetias rn"""
10.

11. hackedMessage = hackTransposition(myMessage)

12.

13. if hackedMessage == None:

14. print('Failed to hack encryption.')

15. else:

16. print('Copying hacked message to clipboard:"')

17. print(hackedMessage)

18. pyperclip.copy(hackedMessage)

19.

20.

21. def hackTransposition(message):

22. print('Hacking...")

23.

24. # Python programs can be stopped at any time by pressing Ctr1-C (on
25. # Windows) or Ctr1-D (on Mac and Linux)

26. print('(Press Ctr1-C or Ctrl-D to quit at any time.)")

27.

28. # brute-force by looping through every possible key

29. for key in range(l, len(message)):

30. print('Trying key #%s..."' % (key))

31.

32. decryptedText = transpositionDecrypt.decryptMessage(key, message)
33.

34. if detectEnglish.isEnglish(decryptedText):

35. # Check with user to see if the decrypted key has been found.
36. printQ)

37. print('Possible encryption hack:")

38. print('Key %s: %s' % (key, decryptedText[:100]))

39. print()

40. print('Enter D for done, or just press Enter to continue
hacking: ")

41. response = input('> ')
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42.
43.
44,
45,
46.
47.

if response.strip().upper().startswith('D'):
return decryptedText

return None

48. if _name__ == '_main__":
main()

49.

Sample Run of the Transposition Breaker Program
When you run this program, the output will look this:

Hacking. ..
Ctr1-C or Ctr1-D to quit at any time.)

(Press
Trying
Trying
Trying
Trying
Trying
Trying
Trying
Trying
Trying
Trying

key
key
key
key
key
key
key
key
key
key

#1...
#2...
#3...
#4...
#5...
#06...
#7...
#8...
#9...
#10...

Possible encryption hack:
Key 10: Charles Babbage, FRS (26 December 1791 - 18 October 1871) was an
English mathematician, philosopher,

Enter D for done, or just press Enter to continue hacking:

> D

Copying hacked message to clipboard:
Charles Babbage, FRS (26 December 1791 - 18 October 1871) was an English

mathematician, philosopher, inventor and mechanical engineer who originated the

concept of
Babbage is
eventually
on display
difference
tolerances
indicated that Babbage's machine would have worked. Nine years later, the

Science Museum completed the printer Babbage had designed for the difference
engine.

a programmable computer. Considered a "father of the computer",
credited with inventing the first mechanical computer that

led to more complex designs. Parts of his uncompleted mechanisms are

in the London Science Museum. In 1991, a perfectly functioning
engine was constructed from Babbage's original plans. Built to

achievable in the 19th century, the success of the finished engine
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When the hacker program has found a likely correct decryption, it will pause and wait for the user
to press “D” and then Enter. If the decryption is a false positive, the user can just press Enter and
the program will continue to try other keys.

Run the program again and skip the correct decryption by just pressing Enter. The program
assumes that it was not a correct decryption and continues brute-forcing through the other
possible keys. Eventually the program runs through all the possible keys and then gives up,
telling the user that it was unable to hack the ciphertext:

Trying key #757...
Trying key #758...
Trying key #759...
Trying key #760...
Trying key #761...
Failed to hack encryption.

How the Program Works

transpositionHacker.py
# Transposition Cipher Hacker
# http://inventwithpython.com/hacking (BSD Licensed)

AWN R

. import pyperclip, detectEnglish, transpositionDecrypt

The transposition hacker program is under 50 lines of code because much of it exists in other
programs. Several modules are imported on line 4.

Multi-line Strings with Triple Quotes

transpositionHacker.py

6. def main(Q):

7. # You might want to copy & paste this text from the source code at
8. # http://invpy.com/transpositionHacker.py
9. myMessage = """Cb b rssti aieih rooaopbrtnsceee er es no npfgcwu plri

ch nitaalr eiuengiteehb(el hilincegeoamn fubehgtarndcstudmd nM eu eacBoltaetee
oinebcdkyremdteghn.aa2r8la condari fmps" tad 1 t oisn sit ulrnd stara nvhn fs
edbh ee,n e necrgb 8nmisv 1 nc muiftegiitm tutmg cm shSs9fcie ebintcaets h a
ihda cctrhe ele 107 aaoem waoaatdahretnhechaopnooeapece9etfncdbgsoeb uuteitgna.
rteoh add e,D7clEtnpneehtn beete" evecoal 1sfmcrl julcifgo ai. sllrchdnheev sh

meBd ies e9t)nh,htcnoecplirrh ,ide hmtime. phealLem,toeinfgn t e9yce da' eN eMp a
ffn Fclo ge eohg dere.eec s nfap yox hla yon. InrnsreaBoa t,e eitsw il ulpbdofg
BRe bwlmprraio po droB wtinue r Pieno nc ayieeto'lulcih sfnc ownaSserbereiaSm
-eaiah, nnrttgcC maciiritvledastinidel nn rms iehn tsigaBmuoetcetias rn"""
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The ciphertext to be hacked is stored in the myMessage variable. Line 9 has a string value that
begins and ends with triple quotes. These strings do not have to have literal single and double
quotes escaped inside of them. Triple quote strings are also called multi-line strings, because they
can also contain actual newlines within them. Try typing the following into the interactive shell:

>>> spam = """Dear Alice,

Why did you dress up my hamster in doll clothing?

I Took at Mr. Fuzz and think, "I know this was Alice's doing."
Sincerely,

Bob"""

>>> print(spam)

Dear Alice,

Why did you dress up my hamster in doll clothing?

I Took at Mr. Fuzz and think, "I know this was Alice's doing."
Sincerely,

Bob

>>>

Notice that this string value can span over multiple lines. Everything after the opening triple
quotes will be interpreted as part of the string until it reaches triple quotes ending it. Multi-line
strings can either use three double quote characters or three single quote characters.

Multi-line strings are useful for putting very large strings into the source code for a program,
which is why it is used on line 9 to store the ciphertext to be broken.

Back to the Code

transpositionHacker.py
11. hackedMessage = hackTransposition(myMessage)

The ciphertext hacking code exists inside the hackTransposition () function. This function
takes one string argument: the encrypted ciphertext message to be broken. If the function can
hack the ciphertext, it returns a string of the decrypted text. Otherwise, it returns the None value.
This value is stored in the hackedMessage variable.

transpositionHacker.py
13. if hackedMessage == None:
14. print('Failed to hack encryption.')

If None was stored in hackedMessage, the program prints that it was unable to break the
encryption on the message.
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transpositionHacker.py

15. else:

16. print('Copying hacked message to clipboard:")
17. printChackedMessage)

18. pyperclip.copy(hackedMessage)

Otherwise, the text of the decrypted message is printed to the screen on line 17 and also copied to
the clipboard on line 18.

transpositionHacker.py
21. def hackTransposition(message):

22. print('Hacking...")

23.

24. # Python programs can be stopped at any time by pressing Ctr1-C (on
25. # Windows) or Ctrl1-D (on Mac and Linux)

26. print('(Press Ctr1-C or Ctrl-D to quit at any time.)")

Because there are many keys the program can go through, the program displays a message to the
user telling her that the hacking has started. The print () call on line 26 also tells her that she
can press Ctrl-C (on Windows) or Ctrl-D (on OS X and Linux) to exit the program at any point.
(Pressing these keys will always exit a running Python program.)

transpositionHacker.py

28. # brute-force by looping through every possible key
29. for key in range(l, len(message)):
30. print('Trying key #%s..."' % (key))

The range of possible keys for the transposition cipher is the integers between 1 and the length of
the message. The for loop on line 29 will run the hacking part of the function with each of these
keys.

To provide feedback to the user, the key that is being tested is printed to the string on line 30,

using string interpolation to place the integer in key inside the 'Trying key #%s...' %
(key) string.

transpositionHacker.py
32. decryptedText = transpositionDecrypt.decryptMessage(key, message)

Using the decryptMessage () function in the transpositionDecrypt.py program that we’ve
already written, line 32 gets the decrypted output from the current key being tested and stores it in
the decryptedText variable.
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transpositionHacker.py
34. if detectEnglish.isEnglish(decryptedText):
35. # Check with user to see if the decrypted key has been found.
36. print(
37. print('Possible encryption hack:"')
38. print('Key %s: %s' % (key, decryptedText[:100]))
39. print()
40. print('Enter D for done, or just press Enter to continue
hacking: ")
41. response = input('> ')

The decrypted output in decryptedText will most likely only be English if the correct key
was used (otherwise, it will appear to be random garbage). The string in decryptedText is
passed to the detectEnglish.isEnglish () function we wrote in the last chapter.

But just because detectEnglish.isEnglish () returns True (making the program
execution enter the block following the 1 £ statement on line 34) doesn’t mean the program has
found the correct key. It could be a “false positive”. To be sure, line 38 prints out the first 100
characters of the decryptedText string (by using the slice decryptedText[:100]) on
the screen for the user to look at.

The program pauses when line 41 executes, waiting for the user to type something in either D on
nothing before pressing Enter. This input is stored as a string in response.

The strip () String Method

The strip() string method returns a version of the string that has any
whitespace at the beginning and end of the string stripped out. Try typing in
the following into the interactive shell:

>>> ! Hello'.strip(Q)

'Hello'

>>> 'Hello '.strip(Q)

'Hello'

>>> ' Hello World '.stripQ

'HeTllo World'

>>> 'Hello x'.stripQ

'Hello x'

>>>

The strip () method can also have a string argument passed to it that tells the method which
characters should be removed from the start and end of the string instead of removing whitespace.
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The whitespace characters are the space character, the tab character, and the newline
character. Try typing the following into the interactive shell:

>>> "HelTloxxxxxx'.strip('x")

'Hello'
>>> 'aaaaaHELLOaa'.strip('a')
"HELLO'
>>> 'ababaHELLOab'.strip('ab')
"HELLO'
>>> 'abccabcbacbXYZabcXYZacccab'.strip('abc')
'XYZabcXYZ'
>>>
transpositionHacker.py
43. if response.strip().upper().startswith('D'):
44, return decryptedText

The expression on line 43 used for the i f statement’s condition lets the user have some
flexibility with what has to be typed in. If the condition were response == 'D', then the user
would have to type in exactly “D” and nothing else in order to end the program.

If the user typedin 'd' or ' D' or 'Done" then the condition would be False and the
program would continue. To avoid this, the string in response has any whitespace removed
from the start or end with the call to strip (). Then the string that response.strip ()
evaluates to has the upper () method called on it. If the user typed in either “d” or “D”, the
string returned from uppexr () will be 'D"'. Little things like this make our programs easier for
the user to use.

If the user has indicated that the decrypted string is correct, the decrypted text is returned from
hackTransposition () on line 44.

transpositionHacker.py
46. return None

Line 46 is the first line after the for loop that began on line 29. If the program execution reaches
this point, it’s because the return statement on line 44 was never reached. That would only
happen if the correctly decrypted text was never found for any of the keys that were tried.

In that case, line 46 returns the None value to indicate that the hacking has failed.

transpositionHacker.py
48. if _name_ == '_main_":
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49. main()

Lines 48 and 49 call the main () function if this program was run by itself, rather than imported
by another program that wants to use its hackTransposition () function.

Practice Exercises, Chapter 13, Set A

Summary

This chapter was short like the “Breaking the Caesar Cipher with the Brute-Force Technique”
chapter because (also like that chapter) most of the code was already written in other programs.
Our hacking program can import functions from these other programs by importing them as
modules.

The strip () string method is useful for removing whitespace (or other) characters from the
beginning or end of a string. If we use triple quotes, then a string value can span across multiple
lines in our source code.

The detectEnglish.py program removes a lot of the work of inspecting the decrypted output to see
if it’s English. This allows the brute-force technique to be applied to a cipher that can have
thousands of keys.

Our programs are becoming more sophisticated. Before we learn the next cipher, we should learn
how to use Python’s debugger tool to help us find bugs in our programs.
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CHarTer 14

MODULAR ARITHMETIC WITH
THE MULTIPLICATIVE AND
AFFINE CIPHERS

Topics Covered In This Chapter:

Modular Arithmetic

“Mod” is “Remainder Of’(Sort Of)

GCD: Greatest Common Divisor (aka Greatest Common Factor)
Multiple Assignment Trick

Euclid’s Algorithm for Finding the GCD of Two Numbers
“Relatively Prime”

The Multiplicative Cipher

Finding Modular Inverses

The cryptomath Module

“People have been defending their own privacy for centuries
with whispers, darkness, envelopes, closed doors, secret
handshakes, and couriers. The technologies of the past did
not allow for strong privacy, but electronic technologies do.”

Eric Hughes, “A Cypherpunk's Manifesto”, 1993
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The multiplicative and affine ciphers are similar to the Caesar cipher, except instead of adding a
key to a symbol’s index in a string, these ciphers use multiplication. But before we learn how to
encrypt and decrypt with these ciphers, we’re going to need to learn a little math. This knowledge
is also needed for the last cipher in this book, the RSA cipher.

Oh No Math!

Don’t let it scare you that you need to learn some math. The principles here are easy to learn from
pictures, and we’ll see that they are directly useful in cryptography.

Math Oh Yeah!

That’s more like it.

Modular Arithmetic (aka Clock Arithmetic)

This is a clock in which I’ve replaced the 12 with a 0. (I'm a programmer. I think it’s weird that
the day begins at 12 AM instead of 0 AM.) Ignore the hour, minute, and second hands. We just
need to pay attention to the numbers.

Figure 14-1. A clock with a zero o’clock.
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3 O’Clock + 5 Hours = 8 O’Clock

If the current time is 3 o’clock, what time will it be in 5 hours? This is
easy enough to figure out. 3 + 5 = 8. It will be 8 o’clock. Think of the
hour hand on the clock in Figure 14-1 starting at 3, and then moving 5
hours clockwise. It will end up at 8. This is one way we can double-
check our math.

10 O’Clock + 5 Hours = 3 O’Clock

If the current time is 10 o’clock, what time will it be in 5 hours? If you
add 10 + 5, you get 15. But 15 o’clock doesn’t make sense for clocks
like the one to the right. It only goes up to 12. So to find out what time
it will be, we subtract 15 — 12 = 3. The answer is it will be 3 o’clock.
(Whether or not it is 3 AM or 3PM depends on if the current time is 10
AM or 10 PM. But it doesn’t matter for modular arithmetic.)

+
If you think of the hour hand as starting at 10 and then moving forward © Hours

5 hours, it will land on 3. So double-checking our math by moving the
hour hand clockwise shows us that we are correct.

10 O’Clock + 200 Hours = 6 O’Clock

If the current time is 10 o’clock, what time will it be in 200 hours? 200
+ 10 =210, and 210 is larger than 12. So we subtract 210 — 12 = 198.
But 198 is still larger than 12, so we subtract 12 again. 198 — 12 = 186.
If we keep subtracting 12 until the difference is less than 12, we end up

with 6. If the current time is 10 o’clock, the time 200 hours later will be
6 o’clock.

+200 Hours

If we wanted to double check our 10 o’clock + 200 hours math, we
would keep moving the hour hand around and around the clock face.
When we’ve moved the hour hand the 200™ time, it will end up landing
on 6.
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The % Mod Operator

This sort of “wrap-around” arithmetic is called modular arithmetic. We say “fifteen mod
twelve” is equal to 3. (Just like how “15 o’clock” mod twelve would be “3 o’clock.) In Python,
the mod operator is the % percent sign. Try typing the following into the interactive shell:

>>> 15 % 12
3
>>> 210 % 12
6
>>> 10 % 10
0
>>> 20 % 10
0

>>>

“Mod” is “Division Remainder”(Sort Of)

You can think of the mod operator as a “division remainder” operator. 21 + 5 = 4 remainder 1.
And 21 % 5 = 1. This works pretty well for positive numbers, but not for negative numbers. -21 +
5 = -4 remainder -1. But the result of a mod operation will never be negative. Instead, think of
that -1 remainder as being the same as 5 — 1, which comes to 4. This is exactly what -21 % 5
evaluates to:

>> -21 % 5
4
>>>

But for the purposes of cryptography in this book, we’ll only be modding positive numbers.

Practice Exercises, Chapter 14, Set A

GCD: Greatest Common Divisor (aka Greatest Common Factor)

Factors are the numbers that can be multiplied to produce a particular number. Look at this
simple multiplication:

4x6=24

In the above math problem, we say 4 and 6 are factors of 24. (Another name for factor is
divisor.) The number 24 also has some other factors:
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8x3=24
12 x2=24
24 x1=24

From the above three math problems, we can see that 8 and 3 are also factors of 24, as are 12 and
2, and 24 and 1. So we can say the factors of 24 are: 1, 2, 3, 4, 6, 8, 12, and 24.

Let’s look at the factors of 30:

1 x30=30
2x15=30
3x10=30
5x6=30

So the factors of 30 are 1, 2, 3, 5, 6, 10, 15, and 30. (Notice that any number will always have 1
and itself as factors.) If you look at the list of factors for 24 and 30, you can see that the factors
that they have in common are 1, 2, 3, and 6. The greatest number of these is 6, so we call 6 the

greatest common factor (or, more commonly, the greatest common divisor) of 24 and 30.

Visualize Factors and GCD with Cuisenaire Rods

""Iﬂiﬂh

Figure 14-2. Each Cuisenaire rod has a different color for each integer length.
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Above are some rectangular blocks with a width of 1 unit, 2 units, 3 units, and so on. The block’s
length can be used to represent a number. You can count the number of squares in each block to
determine the length and number. These blocks (sometimes called Cuisenaire rods) can be used to
visualize math operations, like 3+2=50r 5 x 3 =15:

e Bl B B B
afajalala

&
E

3+2=5 5x3=15

B I IR

Figure 14-3. Using Cuisenaire rods to demonstrate addition and multiplication.

If we represent the number 30 as a block that is 30 units long, a number is a factor of 30 if the
number’s blocks can evenly fit with the 30-block. You can see that 3 and 10 are factors of 30:

10 and 3 are factors of 30, since they evenly fit into 30.

Figure 14-4. Cuisenaire rods demonstrating factors.

But 4 and 7 are not factors of 30, because the 4-blocks and 7-blocks won’t evenly fit into the 30-
block:

. Too much!

4 and 7 are not factors of 30
since they can’t evenly fit into 30.

Figure 14-5. Cuisenaire rods demonstrating numbers that are not factors of 30.

The Greatest Common Divisor of two blocks (that is, two numbers represented by those blocks)
is the longest block that can evenly fit both blocks.
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The greatest common divisor of 32 and
24 is 8, since 8 is the longest block that
can evenly fit into both 32 and 24.

Figure 14-6. Cuisenaire rods demonstrating Greatest Common Divisor.

Multiple Assignment

Our GCD function will use Python’s multiple assignment trick. The multiple assignment trick lets
you assign more than one variable with a single assignment statement. Try typing the following
into the interactive shell:

>>> spam, eggs = 42, 'Hello'
>>> spam

42

>>> eggs
'Hello'

>> a, b, c, d
>>> a

'Alice’

>>> b

'Bob’

>>> C

'Carol’

>>> d

'David’

>>>

['Alice', 'Bob', 'Carol', 'David']

The variable names on the left side of the = operator and the values on the right side of the =
operator are separated by a comma. You can also assign each of the values in a list to its own
variable, if the number of items in the list is the same as the number of variables on the left side
of the = operator.
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Be sure to have the same number of variables as you have values, otherwise Python will raise an
error that says the call needs more or has too many values:

>>a, b, c =1, 2
Traceback (most recent call last):
File "<pyshell1#8>", 1ine 1, in <module>
a, b, c=1, 2
ValueError: need more than 2 values to unpack

>>a, b, c=1, 2, 3, 4, 5, 6
Traceback (most recent call last):
File "<pyshel1#9>", 1ine 1, in <module>
a, b, c=1, 2, 3, 4, 5, 6
ValueError: too many values to unpack
>>>

Swapping Values with the Multiple Assignment Trick

One of the main uses of the multiple assignment trick is to swap the values in two variables. Try
typing the following into the interactive shell:

>>> spam = 'hello’

>>> eggs = 'goodbye'

>>> spam, eggs = eggs, spam
>>> spam

'goodbye’

>>> eggs

'hello'

We will use this swapping trick in our implementation of Euclid’s algorithm.

Euclid’s Algorithm for Finding the GCD of Two Numbers

Figuring out the GCD of two numbers will be important for doing the multiplicative and affine
ciphers. It seems simple enough: just look at the numbers and write down any factors you can
think of, then compare the lists and find the largest number that is in both of them.

But to program a computer to do it, we’ll need to be more precise. We need an algorithm (that is,
a specific series of steps we execute) to find the GCD of two numbers.

A mathematician who lived 2,000 years ago named Euclid came up with an algorithm for finding
the greatest common divisor of two numbers. Here’s a statue of Euclid at Oxford University:
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Figure 14-7. Euclid may or may not have looked like this.

Of course since no likeness or description of Euclid exists in any historical document, no one
knows what he actually looked like at all. (Artists and sculptors just make it up.) This statue could
also be called, “Statue of Some Guy with a Beard”.

Euclid’s GCD algorithm is short. Here’s a function that implements his algorithm as Python code,
which returns the GCD of integers a and b:

def gcd(a, b):

while a !'= 0:
a, b=b%a, a
return b

If you call this function from the interactive shell and pass it 24 and 30 for the a and b
parameters, the function will return 6. You could have done this yourself with pencil and paper.
But since you’ve programmed a computer to do this, it can easily handle very large numbers:

>>> gcd(24, 30)

6

>>> gcd (409119243, 87780243)
6837

>>>

How Euclid’s algorithm works is beyond the scope of this book, but you can rely on this function
to return the GCD of the two integers you pass it.
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“Relatively Prime”

Relatively prime numbers are used for the multiplicative and affine ciphers. We say that two
numbers are relatively prime if their greatest common divisor is 1. That is, the numbers a and b
are relatively prime to each other if gcd (a, b) ==

Practice Exercises, Chapter 14, Set C

The Multiplicative Cipher

In the Caesar cipher, encrypting and decrypting symbols involved converting them to numbers,
adding or subtracting the key, and then converting the new number back to a symbol.

What if instead of adding the key to do the encryption, we use multiplication? There would be a
“wrap-around” issue, but the mod operator would solve that. For example, let’s use the symbol
set of just uppercase letters and the key 7. Here’s a list of the letters and their numbers:

o 1 2 3 4 5 6 7 9 10 11 12
A B C D EF G H T J K L M

13 14 15 16 17 18 19 20 21 22 23 24 25
N O P Q R S T U V W X Y Z

To find what the symbol F encrypts to with key 7, multiply its number (5) by 7 and mod by 26 (to
handle the “wrap-around” with our 26-symbol set). Then use that number’s symbol. (5 x 7) mod
26 =9, and 9 is the number for the symbol J. So F encrypts to J in the multiplicative cipher with
key 7. Do the same with all of the letters:

www .dbooks.org



206  http://inventwithpython.com/hacking

Table 14-1. Encrypting each letter with the multiplicative cipher with key 7.

Plaintext

Symbol

Number

Ciphertext

Symbol

N<XXE<CHnAOTWOZICNR=—=IQmMmUAOw»

[\ T NG T NG T NG T NG T N S e e g T T N e Sy
AR ON LSO O0OPXPAANANDE W= PRXIANN RN —O

Encryption with
Key 7

O0*7)%26 =0
A*7 %26 =7
2*7) %26 = 14
B*7) %26 =21
4*7) %26 =2
5*7N %26 =9
(6*7)%26 = 16
(7*7)%26 = 23
B*7) %26 =4
O*7) %26 =11
(10*7)% 26 = 18
(11*7)% 26 = 25
(12*7)%26 = 6
(13*7)%26 = 13
(14*7)%26 = 20
(15*7) %26 =1
(16 *7)% 26 = 8
(17*7)%26 = 15
(18*7)% 26 = 22
(19*7) %26 =3
(20*7)% 26 = 10
21*7) %26 = 17
22*7)% 26 = 24
(23*7)%26 =5
(24*7)%26 = 12
25*7) %26 =19

HEZm< I ROUSET—~WOZO<KnCmOXO—=0<0 I »

You will end up with this mapping for the key 7: to encrypt you replace the top letter with the

letter under it, and vice versa to decrypt:

!
A

H I
11
X E

He> —

> x

S hnde
Qe
Z Z
C< O

W >

— >0
5= g7 el

€<—>UJ

o -

~eC

AL

W

!
Y

> <

2o

It wouldn’t take long for an attacker to brute-force through the first 7 keys. But the good thing

—H e N

about the multiplicative cipher is that it can work with very large keys, like 8,953,851 (which has
the letters of the alphabet map to the letters AXUROLIFCZWTQNKHEBY VSPMJGD). It would

take quite some time for a computer to brute-force through nearly nine million keys.
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Practice Exercises, Chapter 14, Set D

Multiplicative Cipher + Caesar Cipher = The Affine Cipher

One downside to the multiplicative cipher is that the letter A always maps to the letter A. This is
because A’s number is 0, and 0 multiplied by anything will always be 0. We can fix this by
adding a second key that performs a Caesar cipher encryption after the multiplicative cipher’s
multiplication and modding is done.

This is called the affine cipher. The affine cipher has two keys. “Key A” is the integer that the
letter’s number is multiplied by. After modding this number by 26, “Key B” is the integer that is
added to the number. This sum is also modded by 26, just like in the original Caesar cipher.

This means that the affine cipher has 26 times as many possible keys as the multiplicative cipher.
It also ensures that the letter A does not always encrypt to the letter A.

Encryption Multiply Add Mod by
Process: Plaintext » by Key A Key B » symbol Ciphertext
set size
Decryption Mod by Multiply Subtract
Process: Plaintext symbol by mod Key B « Ciphertext
set size inverse
of Key A

Figure 14-8. The encryption and decryption are mirrors of each other.

The First Affine Key Problem

There are two problems with the multiplicative cipher’s key and affine cipher’s Key A. You
cannot just use any number for Key A. For example, if you chose the key 8, here is the mapping
you would end up with:

ABCDEFGHIJKLMNOPQRSTUV WXYZ
L A T T T S S S S A
Al QYGOWEMUCKSAI QYGOWEMUCKS

This mapping doesn’t work at all! Both the letters C and P encrypt to Q. When we encounter a Q
in the ciphertext, how do we know which it decrypts to?! The same problem exists for encrypting
A and N, F and S, and many others.
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So some keys will work in the affine cipher while others will not. The secret to determining
which key numbers will work is this:

In the affine cipher, the Key A number and the size of the symbol set must be relatively
prime to each other. That is, gcd(key, size of symbol set) == 1.

We can use the gcd () function we wrote earlier to test this. The key 7 works as an affine cipher
key because gcd (7, 26) returns 1. The larger key 8,953,851 will also work because

gcd (8953851, 26) alsoreturns 1. However, the key 8 did not work because gcd (8, 26)
is 2. If the GCD of the key and the symbol set size is not 1, then they are not relatively prime and
the key won’t work.

The math we learned earlier sure is coming in handy now. We need to know how mod works
because it is part of the GCD and affine cipher algorithms. And we need to know how GCD
works because that will tell us if a pair of numbers is relatively prime. And we need to know if a
pair of numbers is relatively prime or not in order to choose valid keys for the affine cipher.

The second problem with affine cipher’s key is discussed in the next chapter.

Decrypting with the Affine Cipher

In the Caesar cipher, we used addition to encrypt and subtraction to decrypt. In the affine cipher,
we use multiplication to encrypt. You might think that we need to divide to decrypt with the
affine cipher. But if you try this yourself, you’ll quickly see that it doesn’t work. To decrypt with
the affine cipher, we need to multiply by the key’s modular inverse.

A modular inverse (which we will call 1) of two numbers (which we will call a and m) is such
that (a * 1) % m == 1.Forexample, let’s find the modular inverse of “5 mod 7. There is

some number i where (5 * i) % 7 will equal “1”. We will have to brute-force this
calculation:

e 1 isn’t the modular inverse of 5 mod 7, because (5 * 1) % 7= 5.
e 2 isn’t the modular inverse of 5 mod 7, because (5 * 2) % 7 = 3.
e 3 is the modular inverse of 5 mod 7, because (5 * 3) % 7= 1.

The encryption key and decryption keys for the affine cipher are two different numbers. The
encryption key can be anything we choose as long as it is relatively prime to 26 (which is the size
of our symbol set). If we have chosen the key 7 for encrypting with the affine cipher, the
decryption key will be the modular inverse of 7 mod 26:

e 1 is not the modular inverse of 7 mod 26, because (7 * 1) % 26 = 7.
e 2 is not the modular inverse of 7 mod 26, because (7 * 2) % 26 = 14.
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e 3 is not the modular inverse of 7 mod 26, because (7 * 3) % 26 = 21.

e 4 is not the modular inverse of 7 mod 26, because (7 * 4) % 26 = 2.

e 5 is not the modular inverse of 7 mod 26, because (7 * 5) % 26 = 9.

e 6 is not the modular inverse of 7 mod 26, because (7 * 6) % 26 = 16.

e 7 is not the modular inverse of 7 mod 26, because (7 * 7) % 26 = 23.

e 8 is not the modular inverse of 7 mod 26, because (7 * 8) % 26 = 4.

e 9 is not the modular inverse of 7 mod 26, because (7 * 9) % 26 = 11.

e 10 is not the modular inverse of 7 mod 26, because (7 * 10) % 26 = 18.
e 11 is not the modular inverse of 7 mod 26, because (7 * 11) % 26 = 25.
e 12 is not the modular inverse of 7 mod 26, because (7 * 12) % 26 = 6.
e 13 is not the modular inverse of 7 mod 26, because (7 * 13) % 26 = 13.
e 14 is not the modular inverse of 7 mod 26, because (7 * 14) % 26 = 20.
e 15 is the modular inverse of 7 mod 26, because (7 * 15) % 26 = 1.

So the affine cipher decryption key is 15. To decrypt a ciphertext letter, we take that letter’s
number and multiply it by 15, and then mod 26. This will be the number of the original
plaintext’s letter.

Finding Modular Inverses

In order to calculate the modular inverse to get the decryption key, we could take a brute-force
approach and start testing the integer 1, and then 2, and then 3, and so on like we did above. But
this will be very time-consuming for large keys like 8,953,851.

There is an algorithm for finding the modular inverse just like there was for finding the Greatest
Common Divisor. Euclid’s Extended Algorithm can be used to find the modular inverse of a
number:

def findModInverse(a, m):
if gcd(a, m) !'= 1:
return None # no mod inverse exists if a & m aren't relatively prime
ul, u2, u3 =1, 0, a
vli, v2, v3 =0, 1, m
while v3 != 0:
qg=u3 // v3 # // is the integer division operator
vl, v2, v3, ul, u2, u3 = (ul - g * vl), (U2 - g * v2), (U3 - g * v3),
vl, v2, v3
return ul % m

You don’t have to understand how Euclid’s Extended Algorithm works in order to make use of it.
We’re just going to have our programs call this function. If you’d like to learn more about how it
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The // Integer Division Operator

You may have noticed the // operator used in the findModInverse () function above. This
is the integer division operator. It divides two numbers and rounds down. Try typing the
following into the interactive shell:

>> 41 // 7

5

>> 41 / 7
5.857142857142857
>> 10 // 5

2

>> 10 / 5

2.0

>>>

Notice that an expression with the // integer division operator always evaluates to an int, not a
float.

Source Code of the cryptomath Module

The gcd () and findModInverse () functions will be used by more than one of our cipher
programs later in this book, so we should put this code into a separate module. In the file editor,
type in the following code and save it as cryptomath.py:

Source code for cryptomath.py

1. # Cryptomath Module

2. # http://inventwithpython.com/hacking (BSD Licensed)

3.

4. def gcd(a, b):

5. # Return the GCD of a and b using Euclid's Algorithm
6. while a !'= 0:

7. a, b=b%a, a

8. return b

9.

10.

11. def findModInverse(a, m):

12. # Returns the modular inverse of a % m, which is

13. # the number x such that a*x %$ m = 1

14.

15. if gcd(a, m) != 1:

16. return None # no mod inverse if a & m aren't relatively prime
17.

18. # Calculate using the Extended Euclidean Algorithm:
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19. ul, u2, u3 =1, 0, a

20. vl, v2, v3 =0, 1, m

21. while v3 != 0:

22. q=u3 // v3 # // is the integer division operator

23. vl, v2, v3, ul, u2, u3 = (ul - q *vl), (U2 -qg *v2), (U3 -q*
v3), vl, v2, v3

24. return ul % m

The GCD algorithm is described earlier in this chapter. The findModInverse () function
implements an algorithm called Euclid’s Extended Algorithm. How these functions work is
beyond the scope of this book, but you don’t have to know how the code works in order to make
use of it.

From the interactive shell, you can try out these functions after importing the module. Try typing
the following into the interactive shell:

>>> import cryptomath

>>> cryptomath.gcd(24, 32)

8

>>> cryptomath.gcd(37, 41)

1

>>> cryptomath.findModInverse(7, 26)

15

>>> cryptomath.findModInverse(8953851, 26)
17

>>>

Practice Exercises, Chapter 14, Set E

Summary

Since the multiplicative cipher is the same thing as the affine cipher except using Key B of 0, we
won’t have a separate program for the multiplicative cipher. And since it is just a less secure
version of the affine cipher, you shouldn’t use it anyway. The source code to our affine cipher
program will be presented in the next chapter.

The math presented in this chapter isn’t so hard to understand. Modding with the % operator finds
the “remainder” between two numbers. The Greatest Common Divisor function returns the
largest number that can divide two numbers. If the GCD of two numbers is 1, we say that those
numbers are “relatively prime” to each other. The most useful algorithm to find the GCD of two
numbers is Euclid’s Algorithm.
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The affine cipher is sort of like the Caesar cipher, except it uses multiplication instead of addition
to encrypt letters. Not all numbers will work as keys though. The key number and the size of the
symbol set must be relatively prime towards each other.

To decrypt with the affine cipher we also use multiplication. To decrypt, the modular inverse of
the key is the number that is multiplied. The modular inverse of “a mod m” is a number i such
that (a * i) % m == 1. To write a function that finds the modular inverse of a number, we
use Euclid’s Extended Algorithm.

Once we understand these math concepts, we can write a program for the affine cipher in the next
chapter.
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